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Foreword 



The ElecttoDic Suparviaor. New Tecbnol<^, New Texmona, deals with the 
uae of computer-based technologies to measure how fast or how accurately em- 
plqyees woric. New computer-based ofBce systems are gi ving employers new ways 
to supervise job performance and contrd enq>loyees' use of tel^hones, but such 
systans are also controversial because they generate such detailed inf cmnation 
about the en^kyees th^ monit<nr. This assessment exp]xxes a broad range of 
questions related to the use of new technology in the workplace and its effects 
<m privagr, dvil liberties, and quality of working life. 

This study was requested by the House Committee <m Government Opera- 
tioos and the Soboomndttee on Civil and Consti 

mittee on the Judiciary. A second report resulting from the same request, 
Dehodmg Secrets, Sbuing Data: New Locka and Keya far Ehctrtmic Informa- 
tion , win discuss how in^iortant developments in computer security are converg- 
ing with technologies and pdides for ommmnications sec^ Italsoe^dores 
the past and future rde of government pdides in the evolution of inf <Mination 
security technology— particulary cryptography— for safeguarding communicatiim 
in government and the private sector. 

OTA wishes to thank the many people and organizations that contributed 
to this assessment through advisory paneb, interviews, reviews, and otho* means 
of sharing their information and eq>erience with us. The final responsibility for 
the study, howevo-, rests with OTA. 
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Introduction 

Computer technologj' makes possible the 
continuous collection and analysis of manage- 
ment information about work performance and 
equipment use. This information con be use- 
ful to managers in managing resources, plan- 
ning workloads, and reducing costs. It can be 
advantageous to employees as well, by provid- 
ing timely feedback on performance and an ob- 
jective basis for evaluation. Despite these pos- 
sible advantages, however, there is controversy 
about computer-based monitoring on grounds 
that it invades employees' privacy, causes 
stress, and caii be used unfairly by some em- 
ployers. 



Tools for Supervising Office Activities 

"Computer-based monitoring'' or "electronic 
monitoring" systems automatically record sta- 
tistics about the work of employees using com- 
puter or telecommunication equipment in their 
jobs. Such statistics might include number of 
keystrokes made, types of transactions com- 
pleted, or time spent for each transaction, for 
example. 

"Service observation" refers to the practice 
of listening in on an employee's conversation 
with a customer to check on courtesy, correct- 
ness of information, or other factors. Service 
observation is not automatic; it requires a hu- 
man supervisor. However, it is often used in 
conjunction with computer-based systems that 
coUect information about the duration of the 
telephone call or the types of transactions the 
employee performs during the call. New tech- 
nology has made service observation com- 
pletely silent, so neither the employee nor the 
customer may know a supervisor is on the line. 

"Telephone call accounting*' refers to auto- 
matic, computer-generated recc'ds of the time, 
duration, and destination of telephone calls. 
It is generally used to manage telephone costs 
rather than to supervise the work procfss. 
Some employers use telephone call accounting 
to help reduce their employees' personal use 
of office telephones. 



Computer-Based Work Monitoring 

Computer work monitoring is affecting a 
small but growing segment of the office work 
force. It is estimated that around C million of- 
fice workers have part or all of their work evalu- 
ation based on computer-generated statistics; 
for many others, such statistics may be col- 
lected but are not currently used for evalua- 
tion. The number of monitored workers can be 
expected to grow as computers begin to be used 
in more office jobs. In addition, computer work 
monitoring is also affecting people in non-office 
jobs, for example retail sales, as computers are 
introduced in a greater variety of workplaces. 

Privacy.— Although many workers have ex- 
pressed a feeling of privacy invasion when they 
are "constantly watched" by a machine, com- 
puter-based monitoring usually does not raise 
issues of privacy infringement in the strict le- 
gal sense. The workplace activities that are 
monitored by computer are primarily inher- 
ently public activities, many of which were sub- 
ject to counting or supervision in other ways 
before computers became available. Privacy 
and access questions may arise, however, re- 
lated to employees' ability to see or challenge 
records concerning their worL. 

Fairness.— The central workplace issues 
raised by monitoring are labor relations ques- 
tions of fairness, dignity, autonomy, and con- 
trol, and are greatly influenced by the labor- 
mfiTiagement relations climate of a given firm 
or industry. The effects of computer-based 
monitoring lepend on how it is used. Allega- 
tions of "unfair" or "abusive" monitoring usu- 
ally focus on questions like high or increasing 
quotas, inappropriate work standards or puni- 
tive use of monitoring information by super- 
visors. Computer-based monitoring appears 
most likely to be opposed or resented by em- 
ployees when they perceive that it is used un- 
fairly o when it is imposed without their un- 
derstanding or participation. Conversely, in 
seme workplaces employees accept electronic 
monitoring as a tool that helps them get con- 
trol of their own work and ensures that their 
superviso s evaluate them on the basis of fair 
criteria. 
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Stress. - An additional issue is the possibil- 
ity that monitoring contributes to employee 
stress by creating a feeling of being watched 
Ox- by creating pressure to work at high speed. 
There is some research on effects of computer- 
based monitoring, but it generally fails to sep- 
arate the effects of monitoring from those of 
job design, equipment design, lighting, work- 
load, machine pacing, and other potentially 
stressful aspects of work in offices where com- 
puterized equipment is used. This area de- 
serves further research. 

Service Observation 

Monitoring the content of messages raises 
a related set of issues. Some employers say that 
service observation (listening to or recording 
the content of employees' telephone conver- 
sations with customers) helps assure quality 
and correctness of information and protects 
all parties in case of dispute. However, serv- 
ice observation also impacts the privacy of the 
customer, and workers and labor organizations 
have argued that it contributes to stress of the 
employee, and creates an atmosphere of dis- 
trust. Service observation is legal when part 
of a formally established program of evalua- 
tion. In the Federal Government, employees 
must be informed that such a program is In 
effect, but do not need to be informed precisely 
when a supervisor is listening. 

Telephone Call Accounting 

Telephone call accounting (computer-gener- 
ated records of the time, duration, destination, 
and cost of calls) gives employers a powerful 
tool for allocating costs to different projects, 
settling billing disputes with telephone com- 
panies, and discouraging nonbusiness use of 
telephones. Other technologies, including call 
blocking, authorization c:xles, and levels of 
service, can be used to limit nonbusiness uses 
of telephones, either instead of or in conjunc- 
tion with call accounting. 

The Federal Government has coUected de- 
tailed call accounting data on long-distance 
calls for at least 10 years, but new technology 
would make this information easier for agen- 
cies to use on a regular basis. Privacy ques- 
tions are raised when accounting records, 
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which are not required to be protected, arc used 
to track the calling habits of individuals. If call 
accounting is going to be used by the Federal 
Government, development of better guidelines 
on acceptable levels of personal use of tele* 
phones, procedures for tracing patterns of ma- 
jor abuse, and guidelines for protecting call 
records from unauthorized use are necessary 
to minimize intrusions on Federal workers. 

Privacy and Fairness in the Workplace 

The uses of technology discussed so far are 
controversial because they point out a basic 
tension between an employer's right to con- 
trol or manage the work process and an em- 
ployee's right to autonomy, dignity, and 
privacy. This same tension is also evident in 
the use of other technologies for surveillance 
and testing in the workplace. For example. 
Controversy over polygraph testing, drug test- 
ing, genetic screening, and emerging brain 
wave testing illustrates the tension between 
employers' rights to manage their enterprise, 
reduce costs and reduce liability, and tlie em- 
ployees' rights to preserve individual privacy 
and dignity. Fairness questions relate to the 
accuracy of the tests themselves as well as to 
the criteria for deciding who is to be tested. 
Privacy issues include employers' acquisition 
of personal inforr ation not related to work, 
and the protection of records generated by 
testing. 

Legal and Policy Implications 

There are no legal requirements in U.S. law 
that monitoring be ''fair," that jobs be weU 
designed, or that employees be consulted about 
work standards, except insofar as these points 
are addressed in union contracts. Less than 
20 percent of the office work force is unionized, 
and even where unions are involved, their ef- 
fectiveness has been limited because technol- 
ogy choice and productivity measurement are 
often considered ''management rights" under 
the contract. Similarly, workers are not cur- 
rently protected by law against stressful work- 
ing conditions, although stress can be a com- 
pensable injury under Worker Compensation 
statutes. 
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BACKGROUND 



This study addresses the capabilities of new 
computer and communication technologies for 
monitoring employees' activities in the work- 
place. New conmiunication technologies such 
as digital private branch exchanges (PBXs), 
local area networks (LANs), and digital tele- 
phony in the switched network provide more 
capability to monitor calling patterns as well 
as content of telephone calls. Equipment and 
software for telephone call accounting (track- 
ing the time, destination, and cost of calls) 
make up the fastest growing segment of the 
telecommunication industry. 

The netw(n4dng of conqmters, either through 
lANs or sometimes throu^ the telephone sys- 
tem, provides a broad capadty to monitor w<»-k 
that is performed at a coiiq)uter tenninaL Cknn- 
puter-generated statistics provide the basis of 
part or all of the work performance evaluation 
for about 4 to 6 million office workers. For 
many millions more, computer statistics of 
some sort are collected every time they use 
their terminals, even though these records are 
not currently used for performance evaluation. 
Most of the employees subject to computer- 
based work measurement are in clerical occu- 
pations, or in other jobs where work is largely 
repetitive. Ultimately^ as electronic mail and 
other computer-based technology become more 
pervasive in the office^ it is likely that com- 
puter-based monitoring will affect a large num- 
ber of workers at all organizational levels. 

Managers say that amqniter-based monitor- 
ing is very useful to employers. Computer mon- 
itoring of productivity can help them enhance 
productivity, maintain production standards, 
spot bottlenecks, and plan personnel and equip- 
ment needs. ''Service observation," the capa- 
bility to listen in on telephone conversations 
between empk>yees and customers, helps tb^ 
make sure that customers receive correct in- 
formation and courteous service. Telephone 



call accounting can be a powerful m anagement 
tool for allocating telephone costs, checking 
the correctness of telephone bills, and reduc- 
ing personal use of employers' tel^hones. llie 
Federal Govenmient, through a recent audit 
of call accounting records, found tiiat about 
33 percent of off-network long-distance calls 
on the Federal Telecommunications System 
were personal calls. 

On the other hand, there are concerns about 
these practices as well There are strong argu- 
ments that computer-based monitoring can be 
abused and that monitoring has potential for 
invasions of employee privacy, as well as as- 
saults on their autonomy, personal dignity, and 
health. Computer monitoring of performance 
provides continuous minute-by-minute records 
of employee performance and could be used to 
speed up the pace of work or enforce unfair 
work standards. Service observation, when 
done without notice or wamiujr ^^n contrib- 
ute to a feekig of being spied up . and may 
have implicat *ons for the privacy of c^istomers 
as well as employees. Telephone call account- 
ing could coi ceivably be used to build a ''pro- 
file" of an employee's personal or profesaicnal 
telephone contacts which might be used to har- 
rass him or h^. In general, the concern is that 
these new information technology tools might 
give employers powers of surveillance and con- 
trol in the worlq>lace that might be abused— 
used simply for the sake of control, beyond 
what is necessary to organize the work process. 



Monitoring and the Legal Context 

In general, the law has recognized the em- 
ployers' interests in organizing work, select- 
ing technology, setting production standards, 
and managing the use of facilities and re- 
sources. Although some aspects of working 
conditions may be subject to collective bar- 
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gaining, the vast majority of office workers in 
the United States ere not represented by un- 
ions. Thus, enq>l(^er8 have had considerable 
latitude in maldng use of new monitoring tech- 
nologies; th^ have generally been considered 
merely extensions of traditional management 
prerogatives. 

On the other hand* t he law also provides cer- 
tain potyteddons to employees, such as the ri^^t 
to join unions, to bargain coUectivdy, or to 
work in a safe and healthy workplace. One 
question that may appear before Congress Is 
whether employee health, or the quality of 
working life, or employees' ri^^ts to privacy 
or perscmal dignity need protection against 
possible abuses of work monitoring. 

It is possible that the raesent extent of com- 
puter-based monit<ning is only a preview of 
growing technological cq>abflities f ot monitOT- 
ing, surveillance, and worker testing in the 
w<M^lace. If this is the case, then tluBre may 
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be need for a new balance between workers* 
rights to privacy or autonomy in the worlq>Iace 
and management's requirements for informa- 
tion to effidentiy control their resources. A ma- 
j or decision for Congress is whether the present 
balance between worker rights and manage- 
ment requirements is reasonable, and, if not, 
if it can be satisfactorily acconunodated 
throu^ stakeholder agreement, e.g., negotia- 
tion between labor and management in gov- 
ernment and the private sector. If the use of 
new techndogy is seen as weakening the voice 
of employees in such negotiations. Congress 
may dioose to take action to ensure a reason- 
able balance. 

Monitoring and the Labor 
Relations Context^ 

Monitoring is an integral part of a larger sys- 
tem of nianagement, labor relations, industrial 
conqietitiveness, aiMi ethical and ll^g^d systems. 
Mudi is undergoing rapid change in the United 
States and the issues <^ who i s working, where 
we work, what jobs we do, and how we do them 
today may markedly differ even from the im- 
mediate past. Technology is a significant fac- 
tor in these changes; so are international de- 
velopments, changing labor-management 
relationships, and cultural values. Some spe- 
cific changes follow: 

• The American lab^fOTce has changed dra- 
matically in recent decades, primarily due 
to the viajor influx of women, who now 
constitute close to one-half of all working 
Americans. It is a labor force that is bet- 
ter educated and includes more non-white 
workers. 

• The shifts away from goods- to service- 
producing industries has accelerated in 
the past two decades. Tlie United States 
is predominantly a white-collar, service- 
v. goods-producing society. 



^This ssction summarizes woric in Steven Deutsch, ''The 
Context for Eiploring Workplace Monitoring/' contrsct paper 
prepared for OTA, September 1986. 
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• Early automation in the 1950s and 1960s 
was largely restricted to manufacturing, 
but there has been an enormous growth 
of office automation in the past decade and 
investment per employee by 1990 may be 
con^arable in office and factory settings. 
Computers are commonplace in office, and 
in retail sales. 

• There has been a large growth of clerical 
employees: from 5 i^llion in 1940 to 20 
million in 1980, from 1 out of 10 to 1 out 
of 6 employees in the United States. Only 
6.3 percent of males are in clerical jobs 
while over one-third of all women work- 
ers in this country are clericals. Since der 
ical work is increaaing^y being done on 
cmiqmter terminals, women are dispropor- 
tionately affected by the microelectronic 
technology in the office environment. 

• The growth of office employment and the 
ris^ in office automation ma^:es for a 
greater proportion of the American work 
toce in settings where omqmterized work 
monitoring is possible. 

• Collective bargaining affects only about 
20 percent of U.S. workers, and most of- 

FINDINGS OF 

Finding #1 

Compnter technology makes possible the 
continuous collection and analysis of man- 
agement faif ormation about wwk perform- 
ance and eqo^ment use. This inf mnation 
is useful to managers in managing re- 
sources, planning workloads, and rodudng 
costs. When it is i^lied to indivkfaial em- 
ployees, however, the faitensity and continu- 
ousness of eomputer4msed monitoring 
raises questions about privai7, faiiness, and 
quality of work life. 

Infwmation about the progress and status 
of work is vital to managers of most organiza- 
tions. Whether their output consists of manu- 
factured goods, services, or information-based 
products, managers want roliable knowledge 
about what has been dene, how long it took, 



fice workers in the private sector are not 
unionized. A higher propcHti on of Federal* 
State, and local government employees 
are unionized. For union workers, there 
have been efforts to address the new tech- 
nology, including workplace monitoring, 
in collective bcrgaining agreements and 
through quality of work-ltf e conunittees. 
A parallel activity has included efforts to 
pass State l<^s1ation protecting workers 
on visuakliq>lay termhuds (VDTs) and ad- 
dressing worker privacy issues. Such re- 
forms at the State and local levd may well 
accelerate in the near future. 
• The chaUenge for meeting international 
competition has pushed many in govern- 
ment, numagement, and unions to adi^t 
a more cooperative labor-management 
stance and to work towards cooperative 
approaches for making best use of new 
technology. While this trend does not af« 
feet aU firms, where greater labor manage- 
ment cooperation doesezist it has allowed 
better resolution of many issues related 
to techncdogy, job inxytection, training and 
retraining, and quality of working life. 

THE REPORT 

what remains to be done, what people and re- 
sources are available to work with, the status 
of partially completed products, and so forth. 
This type of management information helps 
them to decide if staffing levels are appropri- 
ate, if more equipment is needed, if bottienecks 
need to be relieved, etc. 

In an office, the computer is often now the 
chief tool for carrying out the work process. 
The transformation of the original input data 
to a final product may require many steps per- 
formed by the computer system, a human 
worker, or an interaction between the two. For 
example, between the time a credit card com- 
pany receives a sal) record, and the time it 
mails out a payment to the merchant, and a 
biU to the cardholder, literally dozens of proc- 
essing steps are required The credit card com- 
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pany processes hundreds of thousands of sale 
reocnrds each week, so meticulous recordkeep- 
ing is necessary at each step to keep the proc- 
ess from going awry: most of the recordkeep- 
ing is done by the computer software itself, 
because so many transactions go on inside the 
computer where they are invisible to the naked 
^e. Monitoring software does this by keeping 
track of the time, type, and duration of every 
relevant transaction. Such meticulous recwd- 
kecping generates a great deal of information 
that must be processed to produce reports 
usable to human managers. 'Hie particular in- 
formation and amount of detail wanted will de- 
pend on the purpose of the rqxirt and the level 
of management. The president of the firm may 
want to total only transactions and revenues 
for the day, but line managers will want more 
drtailed information on which to base day-to- 
day decisions. 

(Toncem about electronic monitoring be- 
comes most intense when it centers on evalu- 
ating the work performance of individual em- 
ployees. A growing number of firms rely on 
computer-based monitoring to measure the 
work of at least some employees. The infor- 
mation can be quite detailed: How many trans- 
actions were performed? Of what type? With 
how many errors? When were transactions per- 
formed? How long did they take? What were 
the k)ngest or the shortest? How many breaks 
did the emptoyees take? When and for how 
long? 

Although people object to monitoring be- 
cause it ''invades the privacy" of employees, 
the objections to electronic monitoring s^plied 
to individual employees cannot be pbrased in 
terms of privacy alone. This discussion sum- 
marizes them in terms of three headings: 
privacy, fairness, and quality of work life. 'Hie 
effects in these areas are reviewed in greater 
detail in chi^ters 2 and 4. 

Privaqr.— Privacy encompasses the right to 
be left alone and to not be intruded upon. Some 
workers complain that electronic monitoring 
is intrusive because it is making a constant 
minute-by-minute recmti, abating a feeling of 
''being watched'' all the time. This, they say, 
is quite different from having a human super- 



view occasionally checking their work. Privacy 
can also refer to exercising one's own auton- 
omy; even in routine work, there is some per- 
sonal variation in work style. Some people 
work fast for short periods but take lots of 
breaks, others work fast in the morning and 
slow in the afternoon. These individual work 
styles may not matter when the basic unit of 
evaluation is k>ng— say a day or a week. P^le 
with widely differing styles might accomplish 
the same amount of work in a day. However, 
continuous monitoring offm management 
more d^iled information. If the enqJoyer uses 
the inf<nrmation gathered through monitoring 
to change the pace or style of work— regulating 
the number of breaks or requiring people to 
accomplish as much in the afternoon as in the 
morning— then the employee loses a certain 
amount of control over hia or her own job. 

Fairness.— Fairness is related to the way 
monitoring is implemented in the workplace. 
At some locations, employers and workers 
alike note that electronic monitoring can be 
a fairer basis for performance evaluation than 
other more subjective moans. On the other 
hmid, at other locati<ms monitoring was viewed 
by employees as an unfair practice. Chapter 
2 outlines some of the factors that might be 
considered in assessing the fairness of a work 
measurement program and also reviews the in- 
terviews done by and for OTA that suggest 
there is a range of opinion among workers 
about the fairness of the way monitoring is 
used in their organizations. Among the factors 
included in fairness are: reasonable standards, 
understanding by workers of the extent and 
use of the monitoring system, ability of work- 
ers to contest or correct records, and partici- 
pation by workers in the design of the system. 

Quality of Work Life.— Quality of work life 
is a complex area that is affected by many fac- 
tors in the workplace. Two major objections 
to electronic monitoring of individual perform- 
ance are allegations that it contributes to em- 
ployee stress and stress-related illnesses and 
that it contributes to an atmosphere of distrust 
in the worlqplace. While there has been only 
limited direct research on the stress effects of 
electronic monitoring, there does seem to be 
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some evidence that it can contribute to stress, 
as will be discussed below and in chapter 2. 

Ffaiding #2 

ComiiiitcrlMsed systems offer qiportii- 
cities for organizfaig work in new ways, as 
weD as means of mmitoriiig it mote inten- 
slvely . EbctioBie mooitofing is most lil»ly 
to raise opposition amcmgworiMrs when it 
is in^'osed witbont woriur partidpati<m, 
whn Btaadards are psroehwl as mtf air, or 
wim porf onnaaoe records are oasd puni- 
tive^. Workw invotvement in dei^gB and 
nn piimfMtaikm nf nMMft«i4iig pttgMiM <»m 

result in greater aoeeptanee by worim, bat 
despite aclivitiss of labor nmona in some 
indMtries and recent progress in labor^nan- 
agement cooperation in others, most firms 
do not have medianisms to do this. 

OTA's report Automation of America's 
OfGcea discussed in detafl the ways in which 
conqmter systems can change the organization 
of office work* Tbd introduce cm of large main- 
frame onnputers m the 1950s and 19608 prob- 
ably reinforced the tendency toward central- 
ized control, routinization of tasks, and 
assembty line organization of oCGoe work. How- 
ever newer trends in office automation, allow- 
ing ''endruser con^ting'' md ammnmication 
networks that give remote access to central 
databases, allow more flexibOity in work orga- 
nization. While many firms still use the assem- 
bly line modd, others have discovered that new 
information technology is allowing them to 
''reintegrate'' work. This means that jobs are 
made more interesting, and more effective, by 
giving the individualTor sometimes a team of 
individuals) a variety of tasks. 

No matter how work is organized in the of- 
fice, electronic monitoring can be applied to 
the computers and their users. WheUier the 
work in question is that of a directory assis- 
tance operator, performing a very few tasks 
in a repetitive cyde, or an insurance conqMmy's 
l^gal case analyst whose work encompasses 
dozens of different activities, each transacticm 
can still be computer monitored In interviews 
with supervisors and wwkm, OTA found a 
range of opinion about the fairness and suita- 
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Computerization of directory esslttme helps operators 
perform their Jol>s more efficiently and also provides 
means to supervise work electronicalty. 



bility of the performance evaluation systems 
in their firms. 

Employee Particqiatkm.— Only a small pro- 
portion (about 20 percent) of U.S. workers are 
unionized Anumg office woricers this percent- 
age is even lower. Abcmt 1 2 percent of techni- 
cal, sales, and administrative support work- 
ers are represented by unions and 17 percent 
of noanagenal and intrfessional qiedalfy work- 
ers.' In most woriiplaces, therefore^ hhor 
organizations do not play a role in represent- 
ing eaaofiayee views about monitoring systems. 
Even when unions are involved, technological 
choice, such as the decision to introduce com- 
puter equipment with monitoring capability, 
may be considered a management right that 
is not subject to bargaining, althou^ some 
union contracts do require employers to bar- 
gain over changes in work techndogy or per- 
formance standards. The monitcning issue has 
served as a spur to union organizing in some 
previously unorganized firms. 



^StMtisUcM! Abstract of the United States, Table No. 713 
''Unkm Membership of All Workm and Median Ufual W60k^ 
EirningB," im p. 424. The category of nuoiaffBriel and profee- 
akmai epedalty inchidee ecfaool teachers, niany of whom aie toh 
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On the other hand, there is a growing tre^ 
in the United States, aocoidiiig to some ana- 
lysts, toward greater lelior-managenMnt 
eration in maldng dedsioDS about new teduK)!- 
ogy and how it is used. This trend is a^cting 

Whfle the actual number of firms invdved is 
small, observers are encouraged that scmie of 
them are very large firms and leaders in their 
particular industries.' 

Work Bfonitoring hi Other Industrialized 
Co«ntries.^In % number of other industrial- 
ized countries, where the power of empkqrees 
and their repreeentatives in maldngworiqpil^ 
decisions greater than hi the United States, 
there iqipears to be greater use of the collec- 
tive bargaining process to limit the use of dec- 
tronicmonitoringof individuals. In scmie coun- 
tries, iQgislatioii ensuring employees a good 
qualUy crfF worit life has bem intecprrte^ 
dude individual monitoring as an insult to in- 
dividual dignity. In Norway, Sweden, and 
West Grermany for ezanqde, electronic moni- 
toring is general^ used to measure the per 
formanoe of groiqw rather than individuals. In 
Sweden, individual numitoring is sometimes 
used in cases where the unto and management 
agree there is an overwhdming need, or occa- 
sionally for nonunionized tenqicrary workers. 
In a dd i ti o n , in some countries, dedawmicm 
itoring runs counter to other norms f<Mr enforc- 
ing woric disc9lin& In JiQMn, fer esanqde, 
tronic momtoring of individuals goes sj^inst 
the tradition of teamwork aiui peer pressure 
as a means of encouraging good woric and is 
therefore not used. One Japanese executive 
stated that introducing it would offend both 
managers and workers. Many Western Euro- 
pean countries also have strong data privacy 
laws governing the use of conqmterbased files 
about individuals, but OTA did not find that 
these laws were a major factor in limiting cdec- 



*8m, for «iaiiipl«, U^. DipartiMnt of Labor, Burami of 
I4te^]in•inlntIUl■tiont ad Cooperative US. 
LebetLewtid the Future eiLabct^MenegmDmU Coopntka, 
BLMRl04.WaiUngton.DC, 1M6; and Nkolaa Aafafotd and 
CluiaUua Ajrva. "Chaogaa and Opportmitloa in tha EDviroo- 
nupt far Ticfanoipgy Baifainlns," liaiaachuiarti Inatitota of 
Tac ha oiosy, pnparad far tha Aaaiatant Sacratary for Policy. 
DapartDMH o# Labor, no data. 



tronic monitwing. In general, electronic mon- 
itoring practices were covered by quality of 
woric hie legislation and by labw-management 
negotiations. Monitcning in other countries is 
discussed in mem detail in appendix A. 

Fhidiiv #3 

There is reasM to bdieve that efectroni- 
cally monitoriiv the quantity or speed of 
wort eunif Mwt es to stress and s ti e ss i < Ja ted 
illness, althoi«h thflve fa stffl little research 
separating the eff eets of m o nitorin g from 
job dfisiga ,equ^meat des i gn, Ughlh^^, ma- 
chine pndag, and other potentially stress- 
ful aqMcts of conqmterbased office woriL 

Some research suggests that there are a 
number of possible health problems rdated to 
the use of conqmter terminals or VDTs in gen- 
eral, including vision, nmscular-skdetal, psy- 
chosocial, and possible rqiroductive hralth 
problems/ Many of these problems can be 
ameliorated or eliminated throuflli good equip- 
ment design, proper job training (e.g., aOow- 
ing frequent breaks or scheduling duties away 
from the terminal for part of die day), aiki 
proper training (instrucdng woricers in proper 
adjustment of screens, lic^ts, and furniture). 
In the United States, the wiqr that ofiGce auto- 
mation systems are implemented and used is 
almost entirety at the discretion of enqdi^ers, 
and there is a wide variation in their adher- 
ence to good practice in these areas. 

Review of the psychological and physiolog- 
ical literature suggests a number of reasons 
why monitoring could be stressful, and a num- 
ber of studies have shown a hi^^ level of 
stress ei^Mrienced by monitored wwkers. 
These studies are discussed in more detail in 
duster 2. The particular stress problems 
raised by electronic monitoring are very diffi- 
cult to separate from other job design or equq>- 
ment dedgn factors. For example the job of 



^For a aummaiy. aaa, Jaamia StaOman and Mary Sua 
Hanlfin, QfSoa Wcrk Caa Be Heiardoua to Yoar Heelth (Now 
York, NY: Panthaon, 19S8); Bob DaMattao, nnntuJSbodk^ 
The Heelth Heeerde of Video Diepier TMnele (TonmUr. NC 
Piaaa, 1M6); and U.& Coosma. Offioa of IMmology Aaaaaa- 
mant, Autcamtkm ciAnmiee'e OOeee, OTA-CIT-287 (Waah- 
ingtoB, DC: U.& OofvamoMatPriDtinf Offioa, Daotmbar 19S6K 



20 



Ch. I— Introduction • 11 



the directoiy asflistaziice operas 
as an example of a job where immito^^ 
to stims. However, this jdb is Qft«n both mon- 
itored aiid paced by the Gcmiimt^ 
conqmter not onl^ measures the amount of 
time it takes an operator to handle a callt but 
it also automatically sends the nart call as soon 
as the line is free. In determining why this is 
aUfl^Mtzess job Jt is difEknlt to separate th^ 
efforts of ladL of control frmn the effects of 
monitoring, and for this reason it is also hard 
to generalize the eoqieriences of these opera- 
tors to other types of woric 




(listening to or 

tele- 




tof infonna- 

dispnta. However, scrviee observatkm dso 
impacts the privacy of the easterner, and 
workers and Ubor organisatkins have ar^ 
goad th it it eontfONrtes to stress of the em- 
idoyee^ and cnates an atmo^bere <rf dis- 
trust, llonitofiag the ooBtent of dectronk 
mafl messagea or personal computer (PC) 
diskettes abo raises priva^ issues. 

Many tdephone systems are designed so 
that certain users, usually supervisors or qual- 
ity coQtrd workers, can listen in on telephone 
cmversations. Service observation is consui- 
ered an inqnirtant aspect of quality control in 
many firms and public agencies that have a 
tot of telephone contact with the public. In 
some casest enqd^yers may be Usble for mis- 
information giv» out Iqt their emfdpyee^ 
therefore want to make sure that aU empl^- 
ees follow guiddines. Service observation, 
iHien part of a formal^ established program 
of evahiation, is l^gaL There is currently no 
r e quh emmt that emptoyees know precisely 
idien thqr are being monitored, alt^Mij^ at 
least in the Federal Government, they must 
be informed suchaprogram is in effect. Some 
woiicers and unions havia objected to ''secret'' 
servics obser/ation. They argue that the prac- 
tice is sometimes used ftv contrd or intimida- 




Supofviaofs reoutafty check couiteey and accuracy of 
telephone operatore like theee through "eervlce 
observatkNi," that la, listening In on cella 
with cuatomera. 



tion of workers rather than to protect the cus- 
tomer or the firm. The ''secrecy'' is removed 
if the enq>l<yyee and the custmier can hear a 
**heep" tone or other cue when a supervisor 
is on the line. 

Listening in on or rec<MxIing enqdoyees' per^ 
scmal calls or calls outside of a regular service 
observation program have been considered 
eavesdropimig by the courts. Service otoervft- 
tion is discussed in mare detail in chapters 2 
and 4. 

OTA interviewed several employers about 
their policies r^^arding the privacy of PC dis- 
kettes used by employees. All believed th^ 
had a rif^bt to seareh employee diskettes for 
personal material or unauthorized conyany in- 
formation and would do so if they had cause 
to bdieve inappropriate material was being 
stwed on the diskettes. Such audits of PC dis- 
kettes have taken place in the Federal Gov- 
ernment to ensure that computers were used 
for official business and to ched: security pro- 
cedures rdated to confidential information. 

Finding #5 

Telephone caUaccoon ting (co m putergen- 
erated records of the time, duration, desti- 
nation, and cost of calls) gives employers 
a powerfol toed for managing the costs of 
tdeiAoBe systems. However, it raises pri- 
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lued to track cslBng hafahs of ind^ 
Other eost oMtral taduiologieB ctti be iiMd 
to limit moAmimm oaee of telephoneg, 
ther ineteod of or in adtftion to cidl aoooont- 
iag. EetaiiliiyBg a poHcy f oroae of these 
technologiea win be #>ipecfally important for 
the Go ve ram ent as it builds a new Federal 
TdsphoM S jatem. 

CaB-accoimtiDgeqiripmBnt and software rqh 
resent the fastest growing segment of the tde- 
eomnrarication industiy in die past few years. 
Divestitare and der^gulatum of the tel^hone 
indnstry, almig with tlie falling costs of ccmi- 
pater equqmient, have made it possible for 
nmy finns to take closer omtrcd of their tele- 
phone costs. CaB-aoooonting software can gen- 
erate not only a listing of all calls, but can 
produce reports that highlight calls made on 
particular phones, to particular destinations, 
charged to particular accounts w fw a certain 
length of time. All of this information can be 
useful for telephone systems managers in al- 
locating costs and planning new facilities, but 
as discussed in chapter 3, they raise questions 
of privagr and fairness. Many enq>loyees use 
tb ir enqiloyers ' tdephones for scmie personal 
calls, and some firms have used call account- 
ing to track and prevent unauthorized tele- 
p^me use, especially fen* long-distance calls. 

Can accounting has become an issue particu- 
larly in the Fedmd Government, where per- 
sonal use of long-distance lines is illegal A re- 
cent audit performed by the General Services 
Administration, under tiie auspices of the Pres- 
ident's Council on Integrity and Efficiency, 
found that personal use r^resents 33 percent 
of the off-netwoik long-distance calls sampled. 

Privacy concerns are also raised by telephooe 
can a<*''ounting. A great deal of information 
about a person's personal and professional 
activities can be derived from analysis of a 
complete record of his or her telephone calls, 
even though gathering (rf such information was 
not the objective of the can-accounting sys- 
teot Thus, idiat h!ippens to those records and 
idio has access to them are important consider- 
ations. Some observers Iiave eq;iressed fears 
that can records could be used to identify or 
haraaa whistldblowers, union organizers, or 
other dissidents within a firm or agency. 



There are a variety of technological and 
administrative techniques that can help busi- 
nesses and government agencies cut down on 
waste calls. Some of these can be implemented 
without using cail accounting while others are 
more effective if used in conjunction with caU 
accounting. These are discussed further in 
chiq;>ter 3. 

The Federal Government is prqiaring to cre- 
ate a new long-distance telecommunications 
networis, and many individual agencies are now 
planning the purchase of new td^hone equip- 
ment, induding switching equqxment with cidl- 
accounting capabiUty. Now, as these new ^s- 
tems are coming into place, is a good time for 
the government to assess the effectiveness of 
its current policies and determine if more wwk- 
able guidelines on personal use of tel^hones 
might be develc^ied. These options are dis- 
curaed fiuther in chi^ter 3. 

Electrmiic monitOTing is raly one of a 
range of techmriogies uMd in today's work- 
place to gather information about the wotk 
jmcesB or to predict woric quality based on 
personal diaraeteristics <rf the worl:^. 
Bfaqy iVpUcations of tecfandogy , indodh^ 
potygn^ testingt drug testh^, genei.ic 
screabg, and* possiblly, brain wave testl ig, 
niustrate the tension betwera emptoyers' 
rights to manage their enterprise, reduce 
costf, and reduce UaUlity, and the empkiy- 
ees* rights to preserve individual privacy 
and autonomy. Recent conoenis of emph^- 
ers, labor nniras, chrfl liberties groopst the 
coortSt and bdividnal workers suggest that 
a range of woriqilaoe privacy issues are in 
need of resolation. 

Interest in the privacy and stress effects of 
electronic monitoring, while of long standing 
in some industries such as the telephone in- 
dustry, are only now reaching the awareness 
of the general public. At the same time, some 
ot\m hotly contMted issues related to work- 
place privacy are also receiving public at^ 
tention. 

Figure 1 shows a range of types of monitor- 
ing imd testing that raise questions of privacy 
and dvfl liberties in the wrnkplaoe. Sknne types 
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of monitoring seem primarily directed toward 
measuring work performance or work-related 
activities in the workplace. OTA has called 
these "work monitoring'' or ''work measure- 
ment. ' ' Other types of monitoring and testing 
seem to focus more on measuring the worker 
himsdf or hersdf -—investigating activities out- 
side the workplace or personal characteristics 
that mij^t or might not have a bearing on w(nk 
performance. OTA has called these "worker 
monitoring'' or "wwker testing." 

Counting the number of keystrokes some- 
one performs in a day seems on its face to be 
an example of wcfrk monitoring. It is an objec- 
tive measure of how much work is being done 
(leaving aside, for the moment the «iiuestion of 



whether keystrokes are an appropriate meas- 
ure for a given job). On the oth^ hand, per- 
forming a blood or urine test to determine 
wheth^ an employee has been using cocaine 
seem^ clearly to be a measurement of personal, 
individual characteristics— a case of worker 
testing. The test reveals the presence or ab- 
sence of certain chemicals in the body--i t does 
not show current impairment or measure job 
performance. This type of testing could be con- 
sidered predictive— it is used to determine 
whether a person has potential for poor job per- 
formance as a result of drug-induoed im- 
pairments. 

While the terms "work monitoring" and 
"worker testing" may have some value as 
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terms of analysis, it appears that all these 
^: informatioii-gatheriiigtediiuquesarecmac^ 
t tiiiaam with no dear boundaries. It is not al- 
|. wiQrs possible to make a distinction between 
r woric monitoring and woricer testing. Even the 

most extreme er amples seem to have at least 

some elements of both. For ezanq>le, even a 
|\ keystroke^nonitoring^stem impinges <m the 
'^^ worirar as an individual if it re^^als when « 

for how long he or she takes breaks, or ;f the 
Lr way the monitoring informaticm is used causes 
^ stiess-rdatedilh]Ms.Bythesametoken,if a 
f worker's job requires a high degree of cocHxli- 
I- nation* good judgment, or tru st wo r t hiness— 
I e.g., law enforcement or air traffic control— 
f evidenceofdrugusecottldbesaidtobeanob- 

jective measure of unfitness to do that job. 
^ There is a huge gn^ area between the ex- 
^ tremes. Service observation, the practice of 
^ liflteninginonenqiloyee'stdephoaecallswitii 
^ customers, has elenients of monitoring both 
^ the work process and the wcnker. It i^iears, 

however, that the intensity of the privacy de- 
1^ bate increases as we move from tedmiques that 

focus on the wcnk to those that focus on the 

worker. 

Although this report is about dectronic mon- 
itoring technologies, most of which appear to 
be on the " woric performance' ' end of the con- 
1^ tinuum in figure 1, OTA lodcedbri^y at sev- 
^ eral techndogies from the "woriier testing" 
end to see the sorts of questions raised through 
their use. These technologies are discussed in 
more detail in duster 4 and iqypendix B. ThQT 
are: 

• Polygnvhs.— The polygraph is not a new 
techm>l^gy. It has had limited use in law 
enforcement for 60 years. Now, however, 
its dominant use is in personnd screening; 
of 2 million polygnq>h tests given annually, 
about 98 percent are given by employers 
to job i^licants and empk^ees.* 

• SabstanceAbuseTests.— Medicd screen- 
ing for drug or dcohol use, formerly used 
primarily as a diagnostic tool in dinicd 



•Oenlmm Tkmaglfy, ''Privacy in the WatkfUec^ ' Editorial 
Kmeent ReporU, Mar. 21, 1M6, p. 214, dting figuiM from 
dia ABMriean Po lyg ra p h AaaodatioiL 



settings, was used by the Department of 
Defense in the 1970s to identify return- 
ing Vietnam soldiers with drug problems. 
Now nearfy all military personnd, millions 
of private employees, and a growing num- 
ber of government employees find that 
their jobs depend on passing such tests. 

• Genetic Scrcming.—T1iis is sti^ 

ing techndogy for predicting a person's 
likdihood of developing diseases. It is now 
used only in a few workplaces, usualfy to 
identify workers who may be hypersusoep- 
tible to chemic4ils found in those work- 
places. However, researchers e^tect that 
tests for many omimon diseases will even- 
tually be ccHnmerdalfy available; employ- 
ee or insurers may want to include thrai 
in preenq>k9ment physicals. 

• &ahi Wave Testing.— Still in the research 
stage are a number of tests based on brain 
waves. Currently under study is the pos- 
sible use of brain wave anafysis in monitor- 
ing the levd of concentration, detecting 
lies or "guilty Imowledge," and predict- 
ing certain illnesses. A computer-based 
system to detect drug use by measuring 
brain waves is already on tibe maricet. 

In addition, OTA looked at brain wave re- 
search, which in the view of some eiqierts prom- 
ises improved systems for testing for dxug use, 
honesty, and susceptibilify to disease. (See ch. 
4 and app. B for a mare detailed discussion.) 

Serious questimis have been raised about the 
accuracy and reliability of all these tests, as 
is discussed in more de4^ in i^qMn^ 
graph tests have not been shown to have any 
validity in emidoyment screening situations, 
and research shows that they give a high rate 
of false podtivtf results (innocent people iden- 
tified as deceptive.) Nor has there been research 
indicating that use of polygri^hs reduces pil- 
ferage and other crimes in the woriqilace. Drug 
tests can be unreliable due to poor handling 
of urine specimens, sloppy lab woric, or powly 
calibrated test equipment. Regulation at com- 
merdd labs is q>otty, and there are few niech- 
anisms available to enf (me hij^Hiualify wcMrk. 

Employers who use polygraphs or drug 
tests, the types of testing now common, as- 
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seit that testing is necessaiy to protect the^ 
businesses and to maintain a safe enviramnent 
for employees and customers. On the other 
hand, civil libotarians and others argue that 
these gains, to the extent they are actually 
achieved by testing, have a heavy cost: undue 
intrusion into private lives of employees; cre- 
ation of an atmosphere of fear and intimida- 
tion in the w(niq>laoe; and false accusaticm ai^ 
denial of job importunities for many innocent 
pe^^le. 

Vrtmcf. — Drug testing by urinalysis is 
dearfy intrusive in that it requires the subj ect 
to produce aurine qiedmen unto 
Genetic tests reqpure removal of a blood speci- 
men. Both the polygrq>h and brain wave test- 
ing require the subject to wear electrodes a^ 
tached to the sldn* Beyond these physical 
intrusions, however, is another privacy prob- 
lem. Privapy also encompasses the ability to 
withheld certain infmnation about on^elf, 
and some of these tests reveal infonnation that 
is not only personal but is arguably not rele- 
vant to the employment situation. Drc^ tes^ 
ing b> urinalysis cannot determine when the 
drugs were used w whether drug use actually 
impairs jdb performance. Polygri^h testing 
eqiedaUy has raised controversy because some 
employers' tests include perscmal questions- 
particular questions on religion, sex life, po- 
litical beliefs, or union affiliBition. A further 
privaiy question relates to the privacy of the 
records generated by the tests, botii witl^ 
firm and outside. Such records, once released 
to insurance companies, employment clearing- 
houses, or others, might follow a person 
throughout his or her career. 



Fairness.— In this context, the conc^t of 
fairness encompasses both the accuracy of the 
tests and the concept of ''due process** within 
the testing program. Serious dkmbts have been 
raised about the accuracy and validity of all 
the tests discussed above. There is also con- 
troversy about how testing programs are to 
be constructed: should tests be given on a regu- 
lar basis to all employees or ramlomly sdected 
employees, or should they only be given to 
those who have shown by their behavi<»: that 
there is reason to think they have been using 
drugs. A number of omrt dedskns have struck 
down testing programs that have not rdied 
on probable cause, or at least a reasonable sus- 
picion, that the person to be tested is using 
drugs. However these cases have all involved 
State, local, and Federal Government employ- 
ees who are protected by the fourth amend- 
ment against unreasonable seardhes. En^itoy* 
ees do not have this protection from private 
employers. 

Work or performance monitoring tends gen- 
erally to raise debate about stress, fairness, 
and the quality of work life, including ques- 
tions of privacy and autonomy. Worker test- 
ing, which tends to be more intrusive and ex- 
tensive, very clearly raises controversy over 
individual rights of privacy (Le., employer and 
enq>loyee ri^ts to know and control certain 
personal information) and also questions about 
the accuracy and reliabflity of the test results. 
In all cases there seems to be some question 
of balancing the need of employers to gather 
information and the desire of employees to 
keep personal control over some aspects of 
their work and/or private lives. 



HISTORICAL BACKGROUND 



Monitoring in History 

Work monitoring is not new. Employers 
have tried, since the earliest days of organized 
human endeavor, to keep track of how well 
their raoplc^ees were working or how much 
they produced. The organization and supervi- 
sion ot wcnic have changed over time, hut it 



seems clear that work monitoring has been an 
integral part of industrial developmrmt; in 
many ways work monitoring seems to have in- 
tensified as industrializati<m has progressed.* 



*11ii8 aectkm draws on Sandra L. Albred&t. ' ' Histocicil B ack* 
ground to the Electronk Monitoi^ of Office WoriL" ocn 
paper prepared for OTA, Auguet 1986. 
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Industrialization in the United States has 
largely been characterized by a separation of 
jdanning or organizing the work process from 
the actual work itself. Organizational struc- 
tures have evolved that r^ on division of labcn* 
and place primary knowledge about the 
inmhictioi process in the hands of managers 
rather than individual w<n4c0rs. This gives rise 
to a 2!eed for coordination, control^ and stan- 
dardization of woric The search for greater con 
trol leads to a need for more intense monitor- 
ing, whether of {H-ocesses, or wwk groups, or 
individual workers, in order to give manage- 
ment feedback to make future decisions. 

At the same time, new technologies have 
been adopted which incwporate certain skills 
in the equipment, with a corresponding "de- 
skilling" of work and workers over time.^ A 
less skilled work force is one which is easier 
to manage through intensified monitoring. 
This is not to say tibat de*skillingis always the 
inevitable outcome of technolo^cal change. It 
is inqxxrtant to look at this long-term trend, 
which mi^ be obscured by unevenness in in- 
dustrial ctovek^ment. As certain occupations 
undergo de^skiUing others newly created may 
require skills heretof we unknown. Case histo- 
ries of individual occupations, however, show 
that over time these new occupations can also 
undergo a de*sldlling process.* This trend 
may imderlie growth in the use and intensive- 
ness of monitcmng over time. These trends are 
illustrated by the history of work organization 
in the Ujuited States dating from colraial times. 

The Eariy Factory.-- Although the American 
Industrial Revolution dates from the mid- 
1800s, a pre-industrial system of home-based 
production, known as the ''putting-out sys- 
tem,'' abeady enq»k)yed home woricers fpr piece 
rate wages by the late 1700s. Such diverse 
products as shoes, furniture, lace, and textiles 



'Sm Andivw Zfanbdltt («LK Cte StodiM 
Mf (N«ir York, NY: Moothly Itovi«w PftvM. 1979). both his dis- 
coMkmof Bnvmim's thadt in the IntraducUoD and mibse- 
qoiBt cbaptart on cato ttudiet of the de-ekilliiig procena. 

^Scndn L. Albitcht. "Hietori'tl Bediground to the Elec- 
tnnk MonffeoiiQS of Office Wori^,'' contnict paper pr^^ 
OTA, Aqciiat 1966. 



were produced under this system.* Textile 
production employed the largest number of 
home \. orkers, primarily women and children, 
to do spinning, weaving, and production of 
hand csffds for combing cotton and wool.^^ 

Putting-out is a transition stage between 
craft production and factory labor, the precur- 
sor to mass production. It coexisted for some 
time with the early mills and factories, but it 
disiqppeared by the mid-19th century except 
in the the garment industry where hom.^ wor- 
kers continued to be employed. This industry 
is currently seeing a resurgence in what has 
t3i>ically been seen as a pre-industrial work 
form." 

For the most part, deficiencies in the putting- 
out system gave rise to the factory system. 
One factor in the development of the factory 
was the issue of work monitoring. With the 
putting^t system, workers set the pace of 
their work day and control of the work process 
was in their hands. The factory system can be 
seen as a social control mechanism, where 
workers were collected together and could be 
monitored (watched) by supervisors or over- 
seers, both to increase work discipline and to 
discourage theft. 

Some view the social control of workers by 
employers as the primary reason for the de- 
velopment of the factory. Others focus on the 
inability of the putting-out system to effec- 
tively utilize newly developed machinery that 
required a central power source.^^ This inte- 
gral interconnection of social control, organiza- 
tional structure, and technology is a defining 
characteristic of industrial development. 



^Alfred D. Chandler. Jr., The "^iaible Hand: The Managmal 
Revohitioa in American Buaineaa {Cambridge. MA: Harvard 
Univeraity Preea. 1977). pp. 19 and 63. 

><^th Abbott, Woam in lodiuUy <New York, NY: O. Ap- 
pleton, 192 3). ch. 2; and Victor S. Clark. History of Msnufac 
turanin tfae Un/eed State iS07*iS00<New York. NY: McGraw- 
Hill Book Co.. 1929). pp. 168 and 639. 

"Sandra L Attmdit. "Induatrial Home Wo^ in the United 
Statee: Hiilorical DinMPriogte and Copt e n y ot ary Pteqpectlve," 
Ecoooaicsod IndustrislDsmocn^, vd. 3. 1982. pp. 413-430. 

''See dlacuaaka in Dan Clawaon. Bunsucncy uhI the Ls* 
bar Process: The Thuisidrmstioo ci U.S. Industry, 186(^1920 
(New York. NY: Monthly Review Preee. 1980). ch. 2. 
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The factory system coUected workk s to- 
gether under om roof and joined them through 
a cash nexus; labor power was a conmiodity 
sold by workers and bought by employers. 
Monitoring increased, in that overseers could 
count the output and enforce worldng hours 
of each individual or group, but the early fac- 
tory maintained a mixture of traditional and 
new worL f onr s. New patterns of work hou^s, 
work pace, and discipline were instituted; but 
supervision, though often despotic, was pri- 
marily indirect. Management was small in tize 
conq[>ared to contenqmary standards and less 
knowledgeable about the actual nature of the 
work process. ''Inside contractors," skilled 
workOTS who understood how u> produce the 
product, were often responsible for hiring em- 
ployees and overseeing the process.^' In cer- 
tain waySf inside contracting carried on the tra- 
ditions of craft production and brought old 
styles of personal relations into the factory. 
But, as industry expanded and employers 
looked to greater rationalization, efficiency, 
and intensity of labor, this indirect monitor- 
ing of work was seen as an obstacle to increased 
productivity. Managerial philosophies soon un- 
derwent change. 

Scientific Management and the Ass mbly 
Line.— Frederick W. Taylor, known as the fa- 
ther of scient**€c management, began what he 
defined as the scientific study of work in the 
1880s, but it was not until the IGlCs and later 
that his work began to be adopted. Taylor was 
not the first p^irson to scientifically study work; 
craft workers had historically valued the 
knowledge of the labor process as well as its 
production. Taylor's work, rather, was the sci- 
entific study of the management of work, and 
represented the culmination of managerial 
ideas developing in Great Britain and the 
United States throughout the 19th century. 



^'Ibid, ch. 3; and, Graeme Salaman, Qaaa and the Cmpora- 
tioo (Great Britain: Fimtana Paperbacks. 1981), pp. 37-41. 

'^For thia diacuga to n, see Hany Braverman, Labor aod Moo- 
opolyC§pitak TheD^gndMtion of Work in the Twmitieth Cen- 
tury (New York. NY: Monthly Review Pma. 1974). cha. 4 and 
6 . Frederick W . Tayl<M' deecribea nia ideas in The Prindplea of 
SdantiBe Manngemant (New York, NY: W.W. Norton & Co., 
1911). 



The significance of scientific management 
is its extension of the control of work by man- 
agement. Prior to scientific management, the 
overall setting of the workplace and workers 
were monitored: they were concentrated to- 
gether and supervised, work hours were deter- 
mined, and discipline used to ensure produc- 
tion quotas. But, the actual perroimance of 
work was left in the hands of workers. The cen- 
tral core of Taylor's management philosophy 
was the idea of the "separation of conception 
from execution."^^ Decisions about the every- 
day performance of work were removed from 
workers, and centralized in the hands of luon- 
agement, who in turn would determin3 the 
most rational and efficient method of per- 
formance. This brains/hands dichotomy makes 
managen.dnt the depository of all knowledge 
about the work process, capable of determin- 
ing in minute detail the tasks to be carried out. 
Workers, divested of this know^^Klge and con- 
trol over determining work, were responsible 
only for carrying out the designed tasks. 

With this new managerial approach, work 
monitoring intensified. Every tasdc within a j 6b 
came under scrutiny, and elabwate tally sheBts 
and production forms were developed to rec- 
ord each detail in the operation. M'^ isures of 
hand and eye movements, spacing between 
worker, machine, and product, time per task, 
level of efficiency through the day, and the ef- 
fect of rest periods on production were some 
of the many new calculations performed in an 
effort to monitor production more closely. In 
addition to the information coUected on work 
tasks and worker performance, there was in- 
creased emphasis on developing new tools and 
machinery that would conform to the grow- 
ing detailed division of labor tasks. This new 
technology bore a design influenced by em- 
ployers' interest in increasing control over 
work and productivity. Jobs became more sub- 
divided and fragmented. Ilus detailed division 
of labor which separates various job aspects 
into distinct parts and assigns them to differ- 
ent workers dimimshes both the skill an J cost 



''Harry Braverman. Labor and Mc..<^y Capital: The Degra' 
dation of Work in the Twentieth Century (New York. NY: 
Monthly Review Press, 1974). p. 114. 
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of labor.^* Sdentific manage: ^t, by separat- 
ing knowledge from performano'. in creased the 
aUlity of employers to monitor Uie workplace, 
not throned overbearing surveillance, but by 
investing them with the knowledge and deter- 
mination of how work was performed 

The develcqpment of the assembly line pro- 
vides a good example of the changes that were 
occurring during this period.^^ The Ford Mo- 
tor Co., established in 1903, b^gan with the 
empl(qrment of highly skilled workers, former 
hi<7cle or carriage mechanics, who built entire 
ai:tomobiles. As the demand for the Model T 
rose, Ford introduced full assembly lines. 
Rather than skilled mechanics, unskilled and 
semi-skilled workers performed small opera- 
tions in stationary positions along the en^ess- 
chainconv^or. "niis system greatly increased 
manag em ent's ability to control and monitor 
both the pace and intensity of work. Introduc- 
tion of the assembly line, with its skill reduc- 
tion and corresponding wage leveling, met 
worker resistance even at its earliest stages. 
In 1913, Ford had a labor turnover rate of 380 
percent, and a unionization drive began. 

Scientific Mana^Bment hi the Of fice.— The ap- 
plication of scientific management greatly in- 
creased the volume of information to be trans- 
fened from the plant level to the office. The 
result was a ri^id growth in the number of of- 
fice worirars, both managerial and clerical Sci- 
entific management, originally conceived for 
factory employment, was also introduced into 
the office. 

Many offices were restructured according to 
a more ''industrial" style of organization: jobs 
were broken down into more detailed tasks, 
skilled aspects of the jch were separated from 
lesser skilled qperations, and the tasks were 
distributed among differentially paid employ- 
ees* Such firms as insurance companies, where 
woiic was repetitive and easily measured, be- 
gan to inccMrporate an assembly-line approach 
to the flow of work through the office. 

"»^Wd7pp. 72-88. 

^'niid., pp. 148-161; and Melvin Knmzberg and Joseph Gies. 
Brtb$8w9etcitbeBnm(NewYoik, NY: G.R Putman'sSons. 
197RK cL 18. 

^nuth Sward, The Legead d Henry Ford (New York and 
Toraoto: Atheneum, 1948K p. 32, dted in Braverman, p. 149. 



Most measures of work production dq>ended 
on paper and pencil tallies of items completed. 
However, there were also mechanical aids. 
Clock-driven ''time stamps" were used to re- 
cord precisely when clerks received and re- 
turned measiured batches of work. Devices at- 
tached to typewriters for counting keystrokes 
or lines of typing were first used in the early 
1900s. The practice of posting charts or ta- 
bles with each clerk's pwformance statistics, 
''to ezdte the emulation of others," was con- 
sidered a useful tool for increasing produc- 
tivity.** 

While scientific management as a basic ori- 
entation of management philosophy continues 
today, there have been other philosophies of 
management with impect on U.S. industry. 
One was the "human relations" approach 
fostered by E. Mayo and colleagues at Har- 
vard Business School in the 1930s and 1940s. 
This philosophy emphasized the social aspects 
of work and the importance of sodal support 
from fellow workers in helping determine 
worker productivity. Variaticms on this theme 
continue to the present. The human relations 
approach did not replace sdentific manage- 
meat, and by the 1960s, the issue dl pcfwer and 
real differences between managerial and em- 
ployee interests were accepted in many man- 
agerial theories . The challenge was to integrate 
work organization goals^harmony, productiv- 
ity, profits— with those of the employees- 
Privacy in the Workplace 

The idea that a worker should have some ex- 
pectation of privacy in the workplace is a new 
one, one that is only beginning to develop in 
American law. Only a littie more than a cen- 
tury ago, the employer-employee relationship 
was viewed as analogous to the nriisterservant 
relationship; the master had some paternalis- 
tic responsibility for the welfare or moral de- 
velopment of the servant; the servant owed 
obedience and good service. Owners of early 

'*See, for ezanqile, William H. Leffingw^ "This Flan Mora 
Than Doubled Our Typiito* Output," System, voL 30, Novem- 
ber 1961; and William H. LeffingweU, "What 'Scientific Man- 
agement' Did for My Office/* System, vcL SO, December 1961. 

»William H. LeffingweU, "What 'Scientific Management* 
Did fw My Office,** System, voL 80, December 1961. 
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factories believed they had the right, indeed 
the responsibility, to strictly control many 
aspects of their employees' lives, on and ok 
the job. In the ftKrtories of the 18008, work rules 
governing church attendance, place of resi- 
dence, and nightly curfews were not uncom- 
mon. Even as late as the 1910s, the Ford com- 
pany employed a group of 60 s'^dal workers 
to investigate employees' neighborhoods, 
home ccmditions, finances, and habits to de- 
termine if they were worthy of profit sharing 
bonuses.'^ 

Gradually over the course of the 1800s, U.S. 
courts b^gan to view the employment relation- 
ship as analogous to a contract botween oquab, 
with the employer buying the labor that the 
employee wished to sell. This view gave rise 
to the notion of ''emplo}anent at wiU." Each 
party was free to enter or refuse the contract 
for any reason; if either was later displeased 
for any reason, either was free to bx eak it; the 
employer could fire, or the en4)k^couki quit 
The ccmtract analogy does not recognize the 
ver}' large differences in bargaining pcwer that 
often exist between a mnf^ individual and a 
corporatioQ. The National Labor Relations Act 
of 1936, which obligated employers to bargain 
with workers' representatives over hours, 
wages, and working conditions, marked one 
early action of the Federal Government to mod- 
ify the empk)yment-at-will doctrine. 

The concept that an employee has a right 
to privacy —either to be free from intrusion or 
to keep certain information private— is a rela- 
tively new one. Throughout the previous cen- 
tury and up through the 1960s, the right of 
employers to inquire into any aspect of an em- 
ployee's life was virtually undiq)uted. Em- 
ployers could choose their employees in any 
way they wished, and were quite free to say 
''We want only this kind of person work- 
ing."" Worker testing has gone through at 
least two periods of popularity in the United 

"Robert EUk Smith, WoHai^U (N«w Ycrk, NY: Dutton. 
im 13-16. AIM, Stephen III. TheFivBDollMrDi^ 
LMborMMDagmimitMndSocialCiMtrolintheFotdM 
ptaay, 1908-1921 (Alhttiy. NY: Steta Univenity of New York 
Pteee, 1961), pp. 34-86. 

Inciting Alan Weetin in irriMm DonneUy, ''Privacy in the 
Weriqdaoe" EditorUd RB$eutb lUporta, Mar. 21, 1986. 



States, once in the 1920s and again in the 1950s 
when employers compiled psychological pro- 
files, employment histories, and otbBr files of 
personal data quite unrestrainedly.^ 

During the changing sodal climate of the 
1960s and 1970s, court decisions and worker 
protection legislation gave employees some 
protections in how their employers could use 
information about them and placed a greater 
burden on emplc^ers to demonstrate scientific 
validity of employment tests. Other legislation, 
like the Occupational Safety and Health Act, 
gave employees certain protections as well as 
rights to information about hazards in the 
workplace. Antidiscrimination legislation be- 
gan to limit employers' right to discriminate 
on the basis of race, sex, religion, age, and (in 
some States) union activity. A number of 
States have passed ''mini-privapy acts" to pro- 
vide some protection of workers records. In 
addition, a number of court decisions in the 
past two decades have further eroded the doc- 
trine of emplo3rment at will, limiting em- 
ployers' freedom in firing employees. 

The changes in legislation and in social val- 
ues in the l%0s and 1970s gave some measure 
of additional power to the individual in an em- 
ployment relationship, and led people to tiie 
expectation that they had certain ri|^tS; in- 
cluding the right to privacy. Workplace pri- 
vacy is a new right, however, and probably a 
tenuous one. It will be tested on two fronts: 
by the drive toward hig^ {ntxiuctivity , which 
encourages employers to use electronic moni- 
toring, and current social concerns, such as 
drug abuse, that encourage employers to 
gather more and better information about the 
people they bire. Although employees are now 
beginning to feel a ri|^t to privacy in the work- 
place, these pressures to gather information, 
along with availability of the technological 
means to collect that information, may weaken 
the development of this emerging right. 

The field of players involved in labor rela- 
tions questions is broadening. Traditionally 
the parties involved were the employer, em- 



"''Can You Pass The Job Teat," N0W8week, May 6, 1986. 
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ployees, and, if it existed, a union. Government 
, Wolvement has been limited to establishment 
of guidelines for union contracts. Government 
has also become involved through laws that 
cover all workers and workplaces regardless 
of the union or the collective bargaining agree- 
ment. These include laws on child labor; mini- 
mum wage; nondiscrimination on the basis of 
race, religion, sex, and age; and finally protec- 
tion of health and safety on the job. In addi- 
tion, a number of lawb have been passed in the 
past decade at the State level governing the 
privacy of employment and nodical records 
and the use of polygraphs in employment. 

Such laws were enacted because of heavy lob- 
bsring by a range of groups including unions, 
dvil ri^ts advocates, women, environmen- 
talists, community-citizen alliances, health pro- 
fessionals, and others. This move to the legis- 
lative area to deal with workplace issues has 
accelerated in recent years, particularly at the 
State and local level. The coalition among la* 



bor, women, and environmental organizations 
has strengthened around the introduction of 
VDTs into the workplace, and on related is- 
sues such as computer monitoring. W«}rking 
together, these groups are largely responsible 
for the generation (rf legislative efforts in at 
least 22 States to explore VDT standards. 
While most of these have not passed, some 
have resulted in advisory guiddines, as in New 
Mexico. In a few States these same coalitions 
have pushed for laws concerning electronic 
monitoring and service observation. 

The declining proportion of the labor force 
represented by unions is one of the factors in* 
fiuendng the move toward legislative solutions 
to woAbt and workplace problems. There is 
persuasive evidence that efforts to establish 
expanded employee rights through State and 
local legislation will continue, both in the areas 
of electronic monitoring and in worker testing. 
Legal and policy questions are summarized be- 
low and discussed in greater detail in chapter 4. 



POLICY OPTIONS 



Before addressing the problem of bow Con- 
gress might act, it is first necessary to con- 
sider whether and when action may be appro- 
priate. Some factors suggest that a ''wait and 
see'' posture may be appropriate; uncertainty 
about whether monitoring causes stress, the 
lack of judicial precedent, tiie possibility of pri* 
vatdly negotiated restraints on monitoring, 
and marketplace checks on monitoring are 
among these. Other factors indicate that Con- 
gress may want to act now to alleviate grow- 
ing concern about monitoring in the worlq>lace. 
These include the lack of union representation 
in the bulk of the monitored work force, the 
inadequacy of current law to address concerns 
over health, privacy, and dignity, the difficul- 
ties of legifidating against powerful economic 
interests at the state level, and the ino^easing 
sc^histication of the technology itself. Severd 
possible directions of Federal policy are de- 
scribed below. 



Option 1: 

Take no Federal action concerning work 
monitoring at this time. 

Questions of the fairness of work monitor- 
ing practices would be left, as they are at 
present, in the hands of stakeholders, em* 
ployers and employees. In industriep where la* 
bor unions are active, collective bargaining 
with regard to technology change, monitoring, 
and methods of evaluation would continue un- 
der the current practices. 

Although many unions have adopted posi* 
tions opposing electronic work monitoring, 
their bargaining strength with respect to it, 
whether by informal negotiations or by formal 
collective barg^dning or arbitration, is prob- 
ably not great. However, the monitoring that 
does take place varies between industries and 
companies. An argument can therefore be 
made that, pending the development of a 
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longer history of negotiations between labor 
and management on this issue, monitoring is 
best addressed at the company or union level. 
The parties concerned are most familiar with 
the specific problems, and contracts, rather 
than national policy, may be the best way of 
approaching what i^pears to be situation- 
specific prcriblems (see ch. 4). Under these cir- 
cumstances, Ccngress may want to avoid legis- 
lating on the is5Rie of monitoring per se, and 
instead make monitoring an item for compul- 
sory arbitration or collective bargaining under 
Federal labor law. 

This, of course, does not necessarily ensure 
an outcome that is satisfactoiy for the majority 
of monitored workers, who are not unionized 
and are therefwe powerless to n^tiate fair 
monitoring practices, or any other aspects of 
the quality of work life, through the collective 
bargaining process. Furthermore, an increas- 
ingly large segment of the work force is made 
up cl temporary w(n4cers, who, since th^ come 
and go on a weekly or monthfy basis, have litUe 
ability to improve the quality of work life. 

There is the argument that natural ''mar- 
ket forces" may tend to limit unfair monitor- 
ing and prechide the need for congressional ac- 
tion even on behalf of nonunionized workers: 
employee backlash, low morale, and hig^ turn- 
over should dissuade employers from monitor- 
ing practices that their workers find onerous. 
If monitoring is indeed stress-producing, then 
employers who use it will inevitably see the 
effects of stress on diminished quality and out- 
put of its product or service. The response to 
this is that many monitored jobs are routine 
work that is subject to and indifferent to a Irigh 
turnover rate, and in many instances, high at- 
trition works to the employer's benefit (by 
lowering the costs of pension, salary increases, 
etc.). Thus it is not dear that ' 'natiu^'' checks 
will be sufficient to ensure that monitoring is 
not abused 

If nahu^al checks are not sufficient, politi- 
cal action is still available. Unions and other 
interest groc^s have wwked to pass State-level 
l eg i s l a tio n on monitoring, service observation, 
or VDT health and safety . These activities will 
probably continue. Some of these attempts 



may be successful, giving rise to a variety of 
legislative or regulatory approaches to deal- 
ing with the issues related to electronic moni- 
toring. Some may serve as models for Federal 
action at some later time, should the need for 
the harmonizing effect of national legislation 
be seen more clearly in the future. 

Option 2: 

Establish whether stress effects of elec- 
tronic moottoring are an occiqMiticmal health 
hazard; if th^ are, consider creating Fed- 
eral Ic^slation or regulations governing the 
use of electronic monitoring. 

The effect of monitoring on stress and 
health— issues which might provide the p<ri- 
icymaker with the most dkect and least vahie- 
laden approach to acting on monitoring— is in 
a state of scientific uncertainty. There exist 
few authoritative studios on the ejects of deo- 
tronic monitoring on health. Some studies and 
informal polls of workers have suggested that 
monitoring has stressful effects, and there is 
a certain common sense i^peal to the idea that 
working in fast paced, h^hly monitored envi- 
ronments may be hi^^y stressful However, 
there is no research separating the effects of 
monitoring from other office stressors, nor is 
much known about the types of monitoring 
that are stressful, bow stress mig^t be reduced, 
or how stress due to monitoring manifests it- 
self (if at all) in physiological symptoms. Unr 
til more is known about the effects of moni- 
toring on health, policy action under a ''stress'' 
rationale may be premature. The policymaker 
may consider it appropriate, therefore, to ini- 
tiate studies on stress in the workplace, and 
on the role that monitoring pla3rs in such stress. 

The National Institute of Occupational 
Safety and Health would seem to be the logi- 
cal agency to supervise or carry out studies 
of stress as a workplace hazard. Specific 
studies of monit<»ed workers would have to 
be done with an eye to separating the effects 
of monitoring from those of other workplace 
stressors, a major defidency in AT'«ti>g stud- 
ies. In addition, however, it would be useful 
to understand more about the phenomenon of 
workplace stress in general, given the rising 
number of worker compensation claims and 
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Other evidence of the growing importance of 
fltrws in occiqmtional health. Research may 
reveal that other factors in the wm-kplace are 
as inqxxtant as or mare impcRtant than mon- 
itoring in contriboting to stresa-rdatedilfaiess, 
md that these should also be covered by pro- 
tertive legislation or regulation. 

Conaidar Federal legidation aimed at 
gfpB bk corrat law. TUa oooU be in two 
possible AectioMigeiwal legislation anned 
at sstahHsMag certain rights for employees 
within the weriiplace,crsiifgicalhgtoiM 
aimed at wptdBc monitoring practices. 

There have been few, if any , court cases chal- 
lenging the types of mmiitoring considered in 
this report. Two differing condusions can be 
drawn fitmi this. The fiffst is that, until the ju- 
4idary acta, Congress has no way of knowing 
llie type of legal inadequades it sb^^ 
and ought theref wait to legislate on work 
monitoring. The seccmd is that current la w is 
inadequate even to form the basis for a law- 
suit, mid that Congress must take the lead in 
providing rights to monit<n:ed employees, 
should it dedde that certain forms of monitor- 
ing are unreasonable. 

Current worker protection legislation gives 
workers a variety of rights, such as the right 
to a minimum wage, to wganize, to bargain 
collectively , and increasing, the ri£^ to Im^ 
about heatth and safety hazing 
of the woridng environment However, U.S. 
law has not heretofore involved itself deeply 
in quality of work life issues nor in issues of 
personal inivacy or dignity in the woiiqilace. 
There is no legal right to be treated witii dig- 
nity or as an autonomous person. There is no 
ll^rii^t to a weOrdesigned, interesting job, 
nor is there law that compels emptoy era to con- 
shier mxfhyee bxpat in dedsioas about new 
technology or new monitoring procedures. To 
the extent the law treats ^vacy in the wcrk- 
plaoe, it looks to a standard cS what an em- 
ployee mi^t reasonalify eq[iect to remain pri- 
vate; as discussed in chiq[)ter 4, this standa^ 
may fail as a guide for action in the face of em- 
pkqrer's incrMsinguse of monitoringt surveil- 
Isnce, m testing technologies. 



That these issues are not currently addressed 
in law does not mean they could not be. As 
is discussed in appendix A, a number of other 
countries have quality of work life legislation. 
Such legislation could give guideliMS on the 
rights to health, safety, privacy, constitutional 
{m>tections, or hif ormation thert; enqd^^ 
expect to enjoy in the worlq>lace. As indicated 
earlier in this chiq>ter, the erosion of the doc- 
trine of '*enq>loyment at will" through anti- 
discrimination, health and safety legislation, 
and public interest concerns, has already 
mariced some involvement of the U.S. Govern- 
ment in regulating the work environment. The 
issue of electronic monitoring in offices is prob- 
^bly too narrow to serve as a basis for com- 
prdiensive work environment legislation. It 
should be just one factor of many to be con- 
sidered in determining what rights U.C. citi- 
zens have in the worlq>Iace, both as enq>loy6rs 
and employees. 



However, if blanket l^;ielation on work life 
quality is neither wise nor desirable, Congress 
mifi^t address concerns over spedfic issues 
throufi^ the use of specific amendatory legis- 
lation. If, for example, telephone call account- 
ing is an area of particular concern. Congress 
mifl^t cddress the problem qiedfically by 
amending the Electrwuc Communications Pri- 
vacy Act to comport with what it considers 
''fair** monitmingpractice. The guiddines de- 
veloped for the audit conducted by the Gen- 
eral Services Administration for the Presi- 
dent's Council on Integrity and Efficiency 
miglat form a tenq>late fat such legislation, or 
instead, Cong^ress may mandate alternatives 
to telephone call accounting discussed in chap- 
ter 3 of this report. 

Another example of an area of the law not 
currently addressed, and on which Congress 
nmy wish to act, is what mij^t be called trans- 
actioaal priva^, car the cdlection of ' 'informs- 
tion about information.** For exBsaple, the 
number of k^strdces, the number of visits to 
the restroom, the destination of calls, etc, all 
provide information about transactions, rather 
than about the content of communications or 
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activities (see part 11 of ch. 4).'' Although 
present law, such as the Privacy Act and the 
Fan* (>edit Reporting Act* r8gulid;es wh^^ 
be done with transactional information once 
collected, it does not forbid its collection as 
such. As discussed in chapter 4, however, the 
coDecftp of tra n sacti on a l infonn^^ 
larly if done on an intensive basis, can arouse 
feefings of having one's privacy, dignity, and 
autonomy invaded Moreover, because of the 
power of computers to generate profiles and 
crossmatch many transactions, transactional 
information can yield informed estimates of 
the substantive content of comnnmicatimis or 
patterns of bdiavior— it can be, in other words, 
a ''back door" for getting at personal informa- 
ti<ni that existing law r^;ulates. 

Certainty, to forbid or regulate the collection 
of all transactional information would be un- 
reasonable. Much transacticmaldaia collected 
by electronic monitoring software is used to 
monitor equipment utilization, to track totals 
of transactions made, and to determine 



^^IVaiMactkiiial inf onnatkm, it wiD be recalled, differs fnm 
substantive infonnetion, in that the letter reveals the content 
ornieaiilngofcoB ainunOTt io ns ordocttniepte.TVansactk^ 
lormatioD, in contrast, reveals facts about communications or 
docamnts. 



whether security systems are working pn^ 
erly. The collection of transactional data be- 
comes most subject to controversy when it is 
collected about the performance of an individ- 
ual worker. It may be that Congress would 
choose to treat electronic monitming as a 
''right to know" issue fm workers; that is, em- 
ployers could have the right to cdlect what- 
ever kind of transactumal data thqr wish about 
employee perf mnance, but would be required 
to give employees access to, and if need be» 
correct, this information. 

As this report indicates throughout, how- 
ever, the issue of work monitoring cannot be 
adequately understood, nor q^propriatety ad* 
dressed, in isolation from larger labors 
management, priva<7, and Imdth aiul safety 
contexts in which it is embedded Nor win spe> 
dfic policy actions taken with respect to par^ 
ticular forms of monitoring neceflHBarity end the 
controversies arising out of the iqqdication of 
new f orms of tedmdogy to the woriqdaca The 
pdicTpudor :«nould therefore be aware that an 
ezchuive ^ icus on the forms of monitoriiig con- 
sidered in mis report wiU at best form the ba- 
sis for a series of patchwork solutions to what 
has been a perennial issue b^^ween woikers and 
employers. 



SOURCES OF INFORMATION FOR THIS REPORT 



In conq>iling this report, OTA used a num- 
ber of major sources of iirformation in addi- 
tion to published literature dted in the foot- 
notes throughout the report. 

One major OTA contract, complied by Alan 
F. Westin of the Education Fund for Individ- 
ual Ri^ts, includes the rMults of site visits 
and interviews of 1 10 pubHc aond private offices 
m 1983 and 1986-86 to examine their use of 
office automation including electeonic work 
monitoring.* The Westin rep<»t also sununa- 
rizes some of the l^al implication^ of work 



"Alen F. W«itiii, "Privacy and Quality of Ufe Im^ 
ployaQ Mooitoriai," oontractor report for OTA, 1986. 



monitoring and telephone call accounting. A 
subcontractor to the Westin project, Dr. Elame 
J. Eisenman, provided a paper summarizing 
her 1984-86 research on empkyee perceptions 
of monitoring at six private sector sites (three 
unionized and three nonunionized). Her find- 
ings are based on questionnaires and group 
workshops conducteid with 366 employees and 
27 supervisors.* 

OTA also participated in a survey on office 
automation equqmient use that was conducted 

'■Elaine J. EiMunan, ''Ei^pk^ Piroeptioiia and Supwi- 
sory Behaviors b Clerical VDT Work PtorftMned on ^ys^ 
that Allow Elactronic Monitoring. " prafMt^ 
tor report for OTA, Aprfl 1986. 
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by Hay Management Group in 1986.^ In 
that survey of 45 large New York area firms 
OTA inserted several questions to determine 
how many of the firms make use of electronic 
monitoring for puiix>ses of planning or indi- 
vidual ev^uation. 

OTA staff conducted semi-structured inter- 
views that encompassed 35 work locations in 
, private industry and in the Federal Govern- 
ment to discuss the use of work monitoring 
and the reactions of managers and workers to 
it 

In addition to the staff interviews, OTA con- 
tractor Dr. Michael J. Smith, of the Univer- 
sity of Wisconsin, conducted semi-structured 
interviews of 41 monit<n^ woikers at 5 work 
sites.* These int«*views were in support of 
his report to OTA on behavioral and psycho- 
logicd implications of monitoring. 

An ad hoc group of rq>resentatives from a 
number of labor organizations working under 
the auspices of the AFL-CIO provided a set 
of 34 case examples highlighting employee re- 
action to the use of monitoring at a variety 



of unionized and nonunionized workplaces in 
the United States."" 

Information about the use of electronic mon- 
itoring in other countries came from a report 
by Russell Pqie and Alan F. Westin of the Edu- 
cation Fund for Individual Rij^ts, and one by 
Dr. Steven Deutsche of The Center for Work 
and Society, University of Oi^n. Dr. Deutsch 
also provided a paper on the context of labor 
management relations in the United States."' 

Information on historical evolution of work 
monitoring came from a paper by Dr. Sandra 
Albrecht, University of Kimsas'^ and contri- 
butions of Dr. Sharon Strom. 

Information on telephone call accounting, in 
addition to published sources, came from OTA 
staff interviews of sqyproximately 12 ccmmiu- 
nications managers and 3 telecommunications 
consultants. Staff also used a mini case study 
'^f the State of New York telephone system, 
based on interviews and documents provided 
by the State telecommunication office. Staff 
aLso interviewed officials of the General Serv- 
ices Administration and a number of Federal 
agencies. In addition, staff interviewed two ex- 
perts on whistleblowing. 



"Hay Group Inc., "1986 Office Sy8tc:aB Survey." Septem- 
ber 1986. 

^Michael J. Smith, Paacale Carayon, and Kathleen Miezio, 
^Motivational, Behavioral and Psychological In^licationa of 
Electronic Monitoring of Woricer Perf (Minance, ' * contractor re- 
port prepared for OTA, July 1986. 



^ted in this report as "AFIX^IO Case Examplea," Novem- 
ber 1986. 

'Steven Deutsch, "The Context for E^iloring Workplace 
Monitofing," contract paper prepared for OTA, September 1986. 

^'Sandra L. Albrecht, "Historical Backgrcund to the E!^- 
tronic Monitoringof Office Work," contract piqMr iwepared lor 
OTA, August 1986. 



ORGANIZATION OF THE REPORT 



Cluster 2 of this report discusses the tech- 
nology of computerized work measurement, 
some of the jobs in which it is used, and the 
worlq)lace issues raised by its use. Chapter 3 
focuses on the use of telephone call account- 
ing in both government and private firms, 
along with the use of other technologies to 
manage telephone costs. Chapter 4 presents 
a discussion of the legal aspects of privacy and 



quality of work life issues as weU as a discus- 
sion of policy alternatives related to work mon- 
itoring and telephone call accounting. 

In addition, this report has tw^ appendixes: 
appendix A discusses policies toward monitor- 
ing in some foreign countries while appendix 
B sunmiarizes the issues raised by worker 
testing. 
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INTRODUCTION 



Eleciatnuc work niomtoring is the conqniter- 
ized coUectira, stwage, analysis, and rqKxrt- 
ing of infcmnation about enqdoyees' produc- 
tive activities Within this broad defm 
primary focus of tiiis report will be on obtain- 
ing data about onplos^MS directly through 
their use of conqniter md telecommunication 
equipment.^ This type of information gather- 
ing has been called ''electronic monitoring/' 
''dectronic work measorementt" or ''tcdephrae 
nionitoring/'* Tliis chapter will also include a 
cUscussion of ''servic<^ observation," the prac- 
tice of listening in on conversations between 
employees and custcmiers to evaluate the em- 
pk^ees' courtesy or competence. Service ob- 
servation is often used in conjunction with 
electronic wotk measurement for tel^hone 
operators and customer service workers. 

Some pec^le have warned that use of elec- 
tronic nx)nitoring leads to creation of dectrtniic 
sweatshqw. ''Electaxnic 8weatsh<^"— the term 
coiqures up images that combine the worst fea- 
tures of both the factory and the office: bor- 
ing, repetitive, fast-paced work that requires 
constant alertness and attention to detaU, all 
done under the pressure of constant supervi- 
sion and demands for faster work. Worst of 
all, the supervisor isn't even human. Employ- 
ees must labor at top speed under the view of 
unwinking computer taskmasters that record 
every item of woik completed, along with every 
mistake, rest break, and deviation from stand- 
ard practice. A person's job depends on the 
computer's comparison of performance to the 
standard Interaction with fellow workers is 



'lUt definition is voy flimf^ar to one found m: Ai^^ 
cnt, "Eleetronic MMOMgrn^nv: The New Tecfandogy of Work 

Smti a n 84 Ptoceedinga, Calgaty, Alberta, Mey 9-1 1, ld84, pp 
259-206. 

HntUe chapter, "worfcmeaeiininent''ieuaedtoiiidiidethe 
whole prooeee of develofrfng prooadnrea and etandarda for job 
perfoimanoe, ooUectSiig data on actual performance and com- 
paring actual performance to etandarda. "Worii monitoring'' 
nine ontjr tocoOection of infonnation about actual performance. 



in^ossible because of the pace of work; job 
satisfaction is low, and stress and stress-related 
health problems are the ineviteA>le result of 
having to work under such conditions. 

Electronk woric monitoring is abeadty a daSy 
reality for milliims of U.S. workers. They seem 
to be having varied experiences with it. Some 
view dectaionic monitoring as a us^iil tod that 
helps them get better control of their w<^ 
ensures that their supervisors give objective 
evaluations, and he^ their craapany be more 
productiva Others believe they indeed do work 
in electronic sweatshops as described above, 
and that monitoring is an unfair surveillance 
used to control them. Still others have mixed 
feelings: they may not mind monitoring per 
se, but th^ fed it isn't being used in the fairest 
or most effective way. 

Electronic monitoring is usually used in con- 
juction with a work measurement system. Woric 
measurement systems usually do four things. 
First, th^ set standards for the time it shouU 
take to produce certain units of work. Second, 
th^ monitor the actual time it takes to pro- 
duce each unit of woriL Third, they analyze the 
variance of the actud time from the standard. 
And finally, th^ provide data for use in plan- 
ning, cost estimates, and productivity improve- 
ment.* As more employees use computers in 
their jobs, computer software is increasingly 
used to monitor actud performaiice, compare 
performance to standards, and provide plan- 
ning data. 

As more capabilities of the computer and 
telephone are being explored for office work, 
it is probably naturd that some of the same 
capabilities are found useful in supervising 
work as well Both work and supervidon are 
becoming automated. Work done on a com- 



'See U.S. Department of Defenae, Office of The Inepector 
General H^ark MegBumoeat SyttODB and Engiound Labor 
Standarda (Waahington, DC: October 1986). 
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pater is very abstract Many information work- 
era no longer handle concrete items like docu- 
ments, file fdden, pi^dqw, ordm, invoices, 
rubber stamps, or clicks. Those physical ob- 
j ects have disappeared into tbe computer and 
have become abstract analogs of their fonner 
sdves. The various stages of work that trans- 
form raw materials into &ial products take 
place inside the conqniter, too. A supervisor 
who could only observe the physical activity 
of people at their conqmter terminals, with- 
out knowing what was going on inside the com- 
puter, would know little about the work being 
done. 

The tool that gives apicture of what is hap- 
pening inside the computer is the computer it- 
self .Computers' capacities fw recording and 
storing information make it possible to keep 
detailed records about all aspects of tl^ pro- 
duction imcess. And their idbility to sort that 
information in different ways means that the 
information can be put to many uses. 

Conqmter records can give a picture of the 
total performance of a work group , or a depart- 
ment. Statistics on historical patterns of pro- 



duction can be used to estimate future work- 
loads, to plan for new personnel, or to justify 
new equipment. Performance statistics may 
also be compared with bu(^ted costs to de- 
termine the cost-effectiveness of an operation. 
Such complete and up-to-date information is 
necessary in a cybernetic model of manage- 
ment that requires immediate feedback to 
managers about current activities to be used 
as the basis of future decisions. 

Computer work m<mitoring can also give in- 
formation on individual performance. The fo- 
cus of this chapter is computer moniUning of 
individual perf <»rmance. Computer-generated 
statistics can be used as a tool to increase or 
maintain levds of employee performance. They 
may be used in individual personnel decisions 
~"PAy> promotion, retraining, and discharge. 
Th^ can be a feedback tool to he^ employees 
gain more control of their own wwk; conversely, 
th^r can be used to limit employee decisions 
about the work process. Lake most technologi- 
cal tools, work monitoring per se is neither bad 
nor good. Its effects depend on how it is used. 



WHAT KIND OF WORK GETS MONITORED? 



Most of the electronic monitoring found by 
OTA and other researchers affects office work- 
ers with shortH^cle ''production" jobs, that 
is, jobs where a limited number of standard- 
ized tasks are perf ormed rq;)eatedly to produce 
some information-based end-product. Most 
such jobs are considered clerical, for example 
data entry or insurance claims processing. 
However, monitoring can also be applied to 
professional jobs with a quantifiable output, 
fm example computer programmers or insur- 
ance underwriters. 

Data-entry jobs are perhaps the epitome of 
routine, standardized information^processiog 
work. The <^ierator reads information from a 
mqMr source and enters it on a keyboard or 
keypad to be recorded on computer tape or 
disk. Most key-to-disk and key-to-tape data- 
entry systems are equipped to count operator 



keystrokes, and in these high-production jobs, 
counting keystrokes is an obvious way to 
measure performance. 

However, key entry is not the only job where 
production can be monitored electronically 
using computer counts. Table 1 lists some of 
the office jobs that are often subject to work 
measurement from production data gathered 
through electronic monitoring. The list is by 
no means exhaustive The table summarizes 
a few of the aspects of work that can be elec- 
tronically monitored for each job. 

What do all the jobs in table 1 have in com- 
mon? Why is it that they lend themselves to 
computer monitoring? Jobs that are subject 
to electronic monitoring are generally those 
that are subject to work measurement tech- 
niques. In work measurement systems, man- 
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Tabid l.—Some Office Jobs Currently Subject to Electronic Woric Monitoring 



Job What is measured 

Word processors speed, errors, time working 

Dataentry clerKs speed, errors, time working 

Telephone operators average time per call 

Customer service workers . . iime per customer 

number and type cf transaction 
Telemarketing/other sales . . time per customer, sales volume 

insurance claims clerks — number of cases per unit time 

Mail clerks letters or packages per unit time 

Bank proof clerks checks processed per unit of 

time 

SOURCE: Offlct of Ttchnology kunmrnW, 1967. 



Hew Obtained 



Iteystroltes counted by computer 
Iteystroltes counted by computer 
each call timed by call distribution system 
each call timed by call distribution system; 

transactions counted by computer 
each call or transaction timed; sales tabulated by 

computer 

time spent on each form tabulated by computer 
collected by letter of package sorting machines 
collected by proof machine 



agement sets standards of production and then 
makes recOTds of actual performance in order 
to conq>are them to the standard For mai^ 
lands of work, manual recordke^ing systems 
or physical counts of completed work are used 
to gather perfcmnance infcnmation, but the 
growing availability of computer-based sys- 
tems in offices has led many employers to col- 
lect this inf(»ination electronically. 

Table 2 identifies some of the work condi- 
tions most favorable to tJie q>plicati(m of work 
measurement The first set of conditions is that 
the work be routine and require the repetitive 
performance of a smaU range of tasks. When 
this is the case it is possible to time those tasks 
and establish a standard amount of time in 
which a competent worker can be expected to 

Table 2.— Conditions iMoat Favorabie to Eiectronic 
Work iMeasurement 



• smali number of taslcs performed by each employee 

• large volume of work 

• relatively continuous supply of work 

InfffCtenj^eiMe ivo#ften.* 

• relatively k>w training requirement 

• relatively smell difference in the productivity of experi- 
enced and inexperienced workers, or short time needed 
to bring inexperienced workers to 'ull capability 

• tolerence for turnover 

• ample labor supply 

ArfnyMv una oofmcnoth 

• empk>yeaa use infonmatk>n technology as part of their work 

• informatkM) about transactions is already being collected 
for other purposes 

• data coiiectlon is transparent to the users, and making use 
of It is aimpie fbr aupervlacrs 

SOURCeS: AdipM ffom Robtil E. NoUn/'Work Mtat u w n u n t," In RoM N. 

UHmm, mii$ OoHmPivduelMty (Htm rcnk, NY- MoQraw HUl. ittS); 
mto ptrMMMtf cfwwm i inte H on from J«nM Ruta, Augutt 1986. 



perform them (more about work measurement 
standard setting below). Measurement is also 
easier and more meanmgful when there is a 
large volume of work from which to draw, or 
a relatively continuous flow of work. 

Routine tasks can be performed by inter- 
changeable work^s. Individual employees 
may come and go (turnover) but the work still 
gets done. These jobs do not require a worker 
to have rare personal qualities, extensive 
professional training, or highly specialized 
skills. The training required for most routine 
jobs is minimal, and the amount of time needed 
for a newly trained worker to reach full com- 
petence is usually short. Training for some 
types of data-entry jobs, or for such jobs as 
proof machine <^>erators in banks, can be ac- 
complished in as little as a few days. Other rou- 
tine jobs, however, require more skills and 
longer training. For example, training for tele- 
phone customer service representatives at 
firms interviewed by OTA ranged from a few 
days to 6 week«« depending on the firm and 
the complexity of the services offered 

Although work measurement is most easily 
applied to less skilled jobs, it is increasingly 
being directed to hi£^ levet more skilM 
nical, professional, and managerial positions. 
Even the most complex work has its routine 
elements, and given sufficient analysis, those 
elements can be identified, grouped together, 
and counted. The jobs of commodities brdcer, 
computer programmer, and bank loan officer, 
for example, could lend themselves to moni- 
toring. They all Have a high proportion of rou- 
tine elements. But these jobs also require 



33 

r 



30 • Tim Electronic Supervisor New Technology, New Tensions 



hi£^ tovds of training and experience. Work 
measurement and electronic monitoring can 
be used in jobs like thme, but if workers re- 
sent them, the costs of resistance mi^^t be un- 
aooeptaUy high for the em^oyer. A firm's per 
ception of tl^ interchangeability of certain 
types of workers, the am|deness of replacement 
labor, or their own tolerance for turnover are 
all relative. Th^ can change over time with 
variations in corporate goals, job markets, 
managers' personalities, or internal corporate 
politics. 

As was pointed out in OTA's earlier report 
on office automation, the change in work proc- 
ess that takes place when certain types of 
professional or technical workers start mak- 
ing use of computers, sometimes leads to 
greater standardization or routinization of 
tiieir work.^ Some researchers hdd that the 
increased use of ccnnputers to assist profes- 
sional and managerial work wUl lead inevita- 
bly to the de-sldffing of mental w^n'k and the 
creation of "intellectual assembly lines."* 
Many emgHoyers are greatly concerned with 
getting higher performance from highly paid 
professicmal and managerial woi£ers— the 
''last great frontier" of productivity improve- 
ment. Computer monitoring can offer a way 
to make them more accountable and to meas- 
ure their performance against performance 
goals. There will be furth^ discussion on elec- 
tronic moniUning of professicmal, managerial, 
and technical workers later. 

In table 2 the final group of charactmstics 
typical of moniUnmi jobs is "simple data col- 
lection." As noted below, performance statis- 

^U.& CoQgms, OfGo0 of Technolcgy Aggatment, AuUuna- 
tkm ofAnmks 's Ottcse, OTA-Crr-287 (Waal^igtQii, DC: U.a 
OovmnMot Printing Office, Dmnibcr 1985), p. 106. 

'Judith A. F^rrolk "Intellectual Aeaenbly Linee: Tbe Re- 
tknalitatkm ol llanagBciaL IVoMonal and 
papg| w ei pt edtotlieAma i can8ock)logicalAaeodati^ 
ington, DC, Angnst 1985. 



tics can be coUected about many routine of- 
fice jobs that are not computerized, usually by 
having the employee or supervisor keep paper 
records. Care must be taken to design a means 
of data collection which does not unduly bur- 
den workers or supervisors— otherwise the 
measurement system may decrease produc- 
tivity because it takes too much time or re- 
duces morale. Further, a work-measurement 
system that requires people to take an extra 
step to keep performance records may be sub- 
ject to error or firaud. With electronic moni- 
toring, manual recordkeeping can oftai be re- 
duced or eliminated, even wlile much more 
detailed measurements are being made. 

Jobs involving telephone contact with the 
public are often subject to "service observa- 
tion," that is, having a supervisor or quality 
control specialist listen in on employee tele- 
phone caUs to evaluate courtesy, accuracy, or 
compliance with company guidelines. Ser/ice 
observation is a common practice in telemar- 
keting firms, direct sales outiets, market re- 
search firms, companies with large customer 
service departments, and of course telephone 
conqMmies. Service observation is not new; tde- 
phone companies have been practicing it for 
over 80 years, as have many other firms. Serv- 
ice observation is also not automatic. It re- 
quires a hunuin listener to midce judgments 
on the content of a call. 

However, new information technology has 
been transforming service observation by de- 
veloping systems that integrate service obser- 
vation with other, more automatic, monitor- 
ing techniques and also by improving the 
quality of new equipment. In older telephone 
systems, for example, a drop in volume or a 
click might be heard when an observer came 
on the line. Most modem service-observation 
equipment is perfectly silent and does not in- 
tco^ere with the operation of lines. 



HOW WIDESPREAD IS ELECTRONIC WORK MONITORING? 

Work Monitoring in the Private Sector puter use as part of counter security programs, 

audit trails, or cost allocation programs. Thus, 
It should be noted that many computers re- in nearly every organization that has a main- 
oordinfonnationalxwt individual workers' CO fi-ame, minicomputer, w integrated word proc- 
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easing system, computer-generated records are 
made when a terminal logs on or off; when a 
database is accessed; whm a file is created, re- 
vised, or deleted; or when a remote computer 
is accessed through telecommunication lines. 
Some privacy implications of computer secu- 
rity systems will be addressed separately in 
a companion report/ However, for the pur- 
poses of the inresent report, sach records are 
not considered to be work monitoring. 

There are no reliable figures on how exten- 
sive !y employers are applying compute^based 
software to monitor individual employee per- 
formance, or to what extent they are using it 
to make judgments on individuid pay, promo- 
tion, or discipline. No one has such figures , and 
no available basis for calculating them is at 
hand. 

Before trsdng to estimate how mai^ office 
workers are subject to work monitoring by 
computer, it is inqxxrtant to dearly define work 
monitoring. In this report, work mcmitoring 
will refer to the computerized coUectio.^ of 
transactions on performance statistics used in 
individual work evaluations. Based on this def- 
inition it appears, as will be discussed in this 
section, that only a minority of office workers 
are monitored. 

According to one work-measurement expert 
in the health insurance industry, some sort of 
statistics are collected about the computer 
transactions of nearly everyone who uses a 
computer— about 80 percent of the people in 
the industry. However, he estimated that only 
for about 20 percent of the people were these 
statistics actually used to measure individual 
performance.*^ This 20 percent represented 
primarily the low-skill end of the clerical work 
force. 

Some information on monitoring was col- 
lected in the 1984 National Survey on Women 
and Stress, conducted by 9 to & National Asso- 
ciation of Working Women. This survey re- 



*Sae Office of Technolo^ Assessment, "Federal Policy on 
Electronic Infomution Security: Emerging Issues and Tech- 
nological TVends,** forthcoming, 1987. 

^FVsd Friedman, Director of Operations Strategy, Bhie Cross 
Association, interview. May 23, 1986. 



ceived responses from 40,000 readers of four 
major women's magazines— WorkiDg Woman, 
Ms., Glamour, and Essence. Of the 4,500 re- 
sponses randomly selected for analysis, 43 pe^ 
cent reported that they used visual-display ter 
minals (VDTs), cathode-ray tubes (CRTs), or 
personal computers (PCs). Of these users, 25 
percent were in managerial jobs, 30 percent 
were professional and technical workers, and 
44 percent were in clerical jobs. The clerical 
categcny com!)ined secretarial, customer serv- 
ice, data entry, and similar job titles. 

One question on the survey asked: 

Is your work measured, monitored, ''con- 
stanUy watched'* or controlled by machine or 
computer system. 

Seventeen percent of all office automation 
users answered ''yes'' to this question. When 
broten down by occupation, 20 percent of cler- 
icals answered ''yes," compared with 15 oer- 
cent of managers and professionals and «ind 
13 percent of technical workers. 

Some critics have noted that the sample in 
this survey is sdf-selected, and that tl^ results 
may not be representative of all women in the 
U.S. work force. On the other hand, the posi- 
tive replies to the question on monitoring may 
be lower than the actual incidence of electronic 
monitoring in the United States. In the course 
of doing this study, OTA staff and contrac- 
tors often found it difficult to ask about work 
monitoring with a simple yes or no question. 
Some people simply did not understand the 
question without further explanation. Work- 
ers in some locations did not know that they 
were being mcmitored. In other firms, computer 
use information was collected but not used for 
but individual evaluation. 

One small survey of office automation use 
at 45 large New York firms, conducted for 
OTA, suggests that electronic monitoring is 
still not widespread at those firms. Only eight 
firms ' t8 percent) reported using information 
collected through electronic monitoring as a 
basis for individual performance evaluations, 
and six firms (13 percent) used it for team or 
workgroup appraisal. Fourtem firmp (31 per^ 
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cent) used automatically collected data for 
planning work force requirements.* 

On the other hand, another survey of 110 
cirganizations in 1982-84 found that the great 
majority of firms (80 to 90 percent) collected 
individual performance statistics for at least 
some of their workers.' Most of the jobs af- 
fected were the clerical jobs, but some were 
professional or technical. About one-quarter 
of the firms collecting performance statistics 
said they did so only for assessing group per- 
formance, to plan for peaks and valleys of work 
demand, and to cost-justify their use of the of- 
fice systems. The remaining three-quarters 
were using individual operator statistics to 
make some sort of individual evaluation— 
whether for base pay, incentive pay, promo- 
tion, or training— for some of their work force. 
In some cases, machine statistics were ''almost 
the entire basis'' for such judgements, and in 
others it was "one factor in five or six factors 
used to evaluate performance." 

A survey of the sair a 110 organizations in 
1985-86 revealed no increase in the percent- 
age of en^loyers using computer measurement 
for personal evaluation However, a majority 
of the firms now reported that they had cre- 
ated a "more formal system'' for setting work 
standards and letting employees see the results 
of monitoring if they wished.'^ 

Those organizations not coUecting statistics 
at all were usually either: 

1. organizations using elder word processors 
or microc amputers that did not have soft- 
ware for measurement; 

2. organizations with new applications in 
early implementation; 

3. non-profit organizations or universities 
who "just don't do that"; or 

4. State and local govenmient agencies which 
"saw no need to compile those records." 



Hay Group, Inc/'Anily^i of Customized Items for the Of- 
fice of Technology .Assessmer 1986 Hay Office Systems Sur- 
vmr, September 1986. 

^Alan Westin, ''Privacy and Quality of Work Life Issues in 
Employee Monitoring,*' contractor report prepared for OTA. 
ldB6. 

^^Ibid. 



Service observation, which is usually done 
for jobs where employees have a great deal of 
telephone contact with customers, is often 
combined with electronic measurements cf 
productivity as well As mentioned above, serv- 
ice observation is a standard practice in the 
telephone industry, and most of the Nation's 
226,000 operators and service representatives 
are evaluated in this way. In addition, the great 
growth of telemarketing and telephone cus- 
'^Araer service in the past decade means that 
an increasing number of employees are affected 
by service observation. A few firms inter- 
viewed by OTA reported that they had service- 
observing capabilities in their telephone sys- 
tems but did not use them. 

Westin estimates that the great majority of 
clerical employees working on computer ter- 
minals— in the 65 to 80 percent range— are not 
currently being monitored by computer and 
evaluated for pay, promotion, or discipline on 
that basis/^ Further, most professional tedi- 
nical, and managerial workers— 95 percent or 
more— are not currently evaluated based on 
computer statistics. However, if 20 to 35 per- 
cent of clerical employees are being monitored, 
this means that 4 to 6 million employees are 
being evaluated in this manner, l^e addition 
of professional, technical, and managerial 
workers could add another million or two to 
the total, and this number could grow stead- 
ily larger over the next 5 to 10 years. To this 
total also should be added retail sales workers 
and grocery clerks» whose speed and sales vol- 
ume are sometimes monitored via electronic 
cash registers. 

The clerical work force is predominantly fe- 
male, and the low-skill end of the clerical work 
force has a disproportionate number of minor- 
ity women. Similarly, women are more 
likely to be employed in the lower levels of 
professional work, such as routine computer 
programming or routine insurance underwrit- 
ing, rather than in higher levels of those profes- 
sions. Because monitoring is most likely to be 



"Ibid. 

^*U.S. Congress. Office of Technology Assessment, Automa- 
don of America 'a OfGcea, OTA-CIT-287 (Washington. DC: U.S. 
Governmert Printing Office, December 1986). pp. 300-304. 
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Implied to precisely these lower level jobs, work 
monitoring is a topic that especiaUy affects 
women and minorities. 

Work Monitoring in the Federal 
Government^' 

The work-monitoring practices in the Fed- 
eral Government tend to follow some of the 
same patterns as the private sector. There are 
no reliable statistics on how many Federal em- 
ployees have their work monitored by conq)uter . 

In general, Westin's survey, combined with 
interviews by OTA, found the same sort of dis- 
tribution in the use of work monitoring in the 
government as in the private sector. Some 
ageades, or specific work groups within agen- 
cies, used performance statistics only at the 
aggregate level and only for planning or bud- 
geting purposes. Some used monitoring sta- 
tistics as part of individual evaluation of some 
workers, usually clerical workers. Some, espe- 
cially small agencies and those with older 
equipment, did no monitoring at all. 

The following are a few specific examples of 
applications of work monitoring in the Federal 
Government. For example, p^ormance sta- 
tistics are automatically collected for data tran- 
scribers at the Department of Agriculture's 
National Finance Center. Statistics include a 
total time on machine, keystrokes per hour, 
and errors. Supervisors get daily, weekly, and 
monthly reports; operators get feedback 
monthly and some also maintain manual 
records of their own performance.^^ Similar 
performance criteria are used for data tran- 
scribers at the Bureau of the Census, but be- 
cause of the design of the computer system, 
keyers must record the time manuaUy. When 
a new system is installed in 1988, all informa- 
tion will be collected automatically.^^ 



^This section is based on a survey performed by Westin in 
1984 of 44 Federal agencies. See Alan Westin, "Privacy and 
Q*iality of Work Lifo laaues in Eiiq)loyee Monitoring/' contrac* 
tor report prepared for OTA, 1986, pp. 39^3. In addition, OTA 
staff intarviewbd a number of Federal agency managers and 
union officials. 

'^Based mi OTA interviews. 

'*Baeed an OTA interviews. 



The Department of Labor's Office of Work- 
ers C!ompensation monitors the work of claims 
examiners and bill examiners For claims ex- 
aminers the statistics include time elapsed 
from case creation to case adjudicationt num- 
ber of adjudications, number of wage loss 
claims processed, and eliy>sed time from receipt 
of claim to decision. Bill examiners' statistics 
include number of bills paid per day, time 
elapsed from receipt of bill to payment. Claims 
examiners are in the GS 5-11 range; bill ex- 
aminers are typically GS 4-6.^^ 

The Internal Revenue Service, which has re- 
cently implemented its Automated Collection 
Service, employs about 2,300 contact r^re- 
sentatives who speak with delinquent tax- 
payers by telephone, negotiate payment sched- 
ules, and update taxpayer files. Performance 
data is collected by computer {time per trans- 
action, time logged on and available for work); 
in addition supervisors are required to Usten 
in on calls to monitor for courtesy and correct- 
ness of information. Employees know that 
service observation is performed, but do not 
know specifically when they are being listened 
to. According to IRS sources, service ohset- 
vation is fairly infrequent and used primarily 
for training of new employees. 

At the Social Security Administration's Tele- 
service Centers, service observation capabil- 
ity of the new telephone system has become 
a matter of dispute between SSA and tl^ union 
representing 1,500 teleservice workers (Amer- 
ican Federation of Government Employees). 
The union is attempting to negotiate specific 
time periods during which service observation 
will be used. At present it can be applied at 
anytime and employees do not know whether 
they are being monitored. 

Given similar levels of computerization in 
the Federal Government and the private seC" 
tor,^^ it seems likely that the nimiber of mon- 
itored office workers in the Federal woik force 
is similar to the private sector— 20 to 35 
percent. 



^^Baaed on OTA interviews. 

"See OTA, Automation of America 's Offices t op. dt. 
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HOW TECHNOLOGY ASSISTS SELECTED 
BUSINESS APPLICATIONS 



The technology used in computerized work 
measuratnent is not especially esoteric. Most 
people whose waA is electronically measured 
are working on mainframe or minicomputers 
or are using telephone systems controlled by 
minioompotero. Stand-alone personal com- 
puters generally do not have the power to main- 
tain sophisticated wori^measurement s(rftware 
iriiile fdso carrying out the desired applfeation. 
{Bee later section on "Personal C(»qNiter Mon- 
itoring. ' 1 Office systems that interlink a num- 
ber of OHi^ters may sometimes have one 
computer dedicated to monitoring and meas- 
uring workflow. 

Some woric-monitoring software systems are 
available commercially, but in many cases, 
fbins with large data processing dqwrtmen 
develq) their own wcn^c-monitoring software 
in-houae, or with the he^ of woric-measurement 
consulting firms. Commercially available sys- 
tems in common use include those associated 
with key-to-disk data-entry systems, auto- 
matic call distribut<m, and ''back office com- 
puters" for travel agents, which wiU be dis- 
cussed later. 

Individual work-measurement statistics can 
be devek^ed using information that is ah-eady 
bemg collected for scmie other purpose. Devel- 
oping work-measurement statistics from tliis 
information is simyly a matter of being able 
to retrieve some or all of this information, store 
it in a separate file, and perform statistical 
analyses. 

Because it is based on analysis of *eadi v 
available information, work monitoring ^^aj 
even b^gin ''accidentally," without a specific 
m anag em ent plan to introduce ic. For exam- 
ple, in one Midwestern bank, the data proc- 
essing department installed a ''blade box" to 
lecotd the tame, type, duration, originating ter 
minal, and user for every inquiry or transaction 
in on-line databases. The purpose was to mon- 
itor the speed of computer response time and 
to make sure other departments were getting 
the level of service promised by the data proc- 



easing department. Itemized reports were sent 
to managers, who found that these reports 
were use^ for other purposes, such as plan- 
ning personnel schedides, justifying requests 
for ne^' staff or equipment, and measuring the 
time it took individual employees to complete 
transactions.^* They are now being used as 
work-monit<Ming tools in at least some of the 
participating dq>artments. 

In most locationa, woric-measurement tools 
were developed e:q>licitly for the purpose, but 
the idea is still the same. They collect and re- 
analyze information that is already being 
recordeu about onnputer utilization or busi- 
ness transactions. For example, travel agents 
at some large agendcc work on terminals con- 
nected to a network that includes a nearby 
minicomputer and a mainframe computer at 
some central location. The applications soft- 
v^a/e in the mainframe allows them to check 
schedules and make or cancel reservations. The 
mIniuHnputer, called in some oiganizations the 
"back office omiputer , ' ' records details about 
comput er utilization. It notes who logged on 
to which terminal at which time, and it also 
makes records of the time, type, and amount 
of 6uch transaction that the agents perform 
on the mainframe. Thus the bi^ office conh 
puter provides a local audit trail and sales rec- 
ord for the whole office. This information can 
be used in a numbei of ways, for example, it 
allows the local printing of tickets and itinei> 
aries for customers. It also can be used to de- 
velop individual performance histories, since 
it has a complete record of all the computer 
activities of each agent.^* 

In other Grms interviewed by OTA, work 
monitoring software was an integral part of 
the application software. That is, the same 
computer software package that helps an in- 
surance claims examiner to key in cUent infor- 
mation and calculate the amount of apayment, 

'H)TA Intoiriew with Senior Vies President tor Operatione, 
a midweetern bank. May 1986. 

^HYTA interviaw with thrae travel agency managers, June 
1986* 
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also autcmiaticaliy tallies the number of claims 
of each type that each examiner completes in 
a day. In several cases these tallies were then 
transferred to another craqmter program, per- 
haps in a personal conqmter, whkh does sta- 
tistical analyses, compares performance to 
establisl^d standards, and prints reports for 
supervisors. 

Collection of data about employee perform- 
ance can in m'^ny cases be made transparent 
to the user, that is, inf onnatioii can be cdlected 
without interfering with tlie work that is be- 
ing done. From the viewpoint of the user, an 
automatic call distributor ( ACD) waxply routes 
incoming calls to individual telq>hones. In ac- 
tual fact, however, the distributor is also auto- 
matically recording the type of call (inside or 
outride lin^, tJie time tte cdl arrived, the iden- 
tity of the emphqree to whom it was routed, 
the number of seconds hfion tbs employee 
picked up, the time the cdl started, the time 
the call ended, the number of times the caller 
was put on hdd uid for how long, the ezten- 
rion to which the call is transferred, the num- 
ber of seconds before that person pteked up, 
and so mL In addition, it can show the super- 
visor at any miHnent wluch operators are busy , 
which are writing for work, whkh are on break. 
At the end of the day it can provide summaries 
of individual and group activities. 

Properly organized, this can be very useful 
management information. For example, an 
ACD can r^rt th number of seconds cus- 
tomers were ''delayed'' before someone was 
available to help them or the number of cus- 
tomers that "abandoned'' calls— hungup with- 
out speaking to anyone. If these figuros get 
too high it may indicate the need for num tele- 
phone lines and more customer agents. Anal- 



ysis of daily or monthly work vdumes can he^ 
managers better understand cycles in their 
business 80 they can predict busy periods when 
they must hire temporary workers or offer 
overtime. 

The example in figure 2 shows such a status 
report. Service level ("serv level") is the per^ 
centage of incoming calls that were answered 
within the qtedfied time (typk»lly 20 seconds). 
Calls offered is the total numbw of calls, in- 
cluding those that were lost, ddayed, or 
diverted as shown in the following columns. 
Poritions manned C'pos manned") means the 
number of agents jadced in and ready to woriq 
the following cohunns indicate whether the 
agents are on incomingor outgoing calls. Avov 
age delay is the average time in seconds for 
a call to be processed, whether answered, ^ 
kyed, or lost The next cdumns show the nunh 
ber of calls waiting (CW), the maximum num- 
ber of calls that were waiting at any time in 
this period, and the nund)er of secrads that 
the current longest call waiting has waited 

Here again, reports about individual per- 
formance are fairly simple to devetop based on 
information that must be collected in any case. 
In order to route calls, \h% computer contrdr 
Ung an automatic call distribute must keep 
track of which telephones are busy, which are 
available, and which are unattended at any 
given time. However, this information must 
be sorted and averaged in order to be of use. 
A supervisor could make no sense of all ti^e 
detailed information that a computer cdlects 
about each call The woric-monitoring software 
sorts, totals, averages, and summarizes die in- 
formation so that a supervisor can see activi- 
ties of the entire wosk groiq), or totals and aver- 
ages of each individual's activities for a given 



Figure 2.— Example of a System Status Report for an Automatic 
Call Distribution System 

Serv Calls Calls Calls Calls Pos. Calls Calls Avg. Max Odiy 

Gate level offrd. dlyd. Lost div. manned in out delay CW CW time 

1 47 15 871 6 021010 

2 437440 3 12233 91 
4 67 6 2 1 1 6 0 0 7 0 1 0 

52 28 14 12 2 15 1 4 3 3 

SOURCE: Adapted from Solid Stat* Syatams Inc . "Th« Smart Ttlaphona Systam ACD Suparviaor Uaar'a Guioa. ' Mariatta 
Oaorgla, 1982. 
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^ timed period, (»- exception reports, that show 

J particular calk or particular employees that 

I ; are far out of the average range. 

k Figure 3 shows the type of information typi- 

r caUy available on the VDT screen of the super- 

I viaor of a group of telephone customer service 

r workers using an automatic call distribution 

f: qrstem. Status <^ons heare include vacant 

; r'vcnt'') or on break, talking (''talk") or avaU- 

; aUe for calls "Work'' means the agent 

^ is dcdng other wOi*k related to a previous call, 

F perhaps updating the database or preparing 

^ a letter to the customer, and is not accepting 

[ calls. The agent named Joe is talking and has 

^ signaled for 'help,'' requesting the supervisor 



to come on the line. The time column shows 
how long (in minutes) the individual has been 
in the current status. The last column shows 
that three agents have calls waiting for them 
on other lines. 

The example in figure 4 shows the sort of 
information that mi^t be included in produc- 
tivity reports summarizing periods of a few 
hours, at a day, or a wedL TMs example reports 
the number of calls, the total handle time 
C'hndl'') in minutes (the sum of ''talk time" 
and "work time"), and the total time available, 
and waiting for calls, in minutes. In addition 
the report shows the average handle time, talk 
time, and work time per call in seconds. 



Figufe 3.— Exampla of a Supervisor's Disptoy in an Automstk: Call Distrlbiition Systsm 

AGENT AGENT STATUS TIME 10:32 5/10/87 

SUPERVISOR GATE NO. NAME SUPVS 1 

1 1 513 SAM VCNT 6 3 CW = 4 

1 512 JANE TALK 0 3 

1 514 JOE HELP 1.2 

1 560 BILL WORK 4.7 

2 570 FRED AVLB 6-3 
2 510 SUE TALK 1 2 

2 513 SAM VCNT 6.3 

3 512 JANE TALK 0.3 CW = 1 

SOURCE Adapted from SoHd State Systems Inc The Smart Telephone System ACD Supen/tsor user's Guide,' Marietta 
Georgid 1962 



Figure 4.~Example off Agsnt Statistics From an Automatic Call Distribution Systsm 
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TALK 


WORK 
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AVG 
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GATE 


CALLS 


TIME 


TIME 


TIME 


TIME 
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TALK 
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GEORGE 


454 1 
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00 


0.0 


0.0 


0.0 








HARRY 


455 1 


0 


0.0 


0.0 


0.0 


0.0 








JERRY 


582 1 


6 


84 


8.4 


0.0 


6.9 


84 


84 


0 


SUPV1 


580 1 


5 


3.5 


3.5 


0.0 


5.7 


53 


53 


0 


SUSANNAH 


501 1 


5 


10.0 


10.0 


00 


5.3 


120 


120 


0 


BILL 


503 1 


4 


3.6 


3.6 


0.0 


3.2 


54 


54 


0 



SOURCE Adapted from Solid State Systems \r\c . "The Smart Telephone System ACD Supervisor user's Guide. ' Marietta 
Georgia. 1982 



WORKPLACE ISSUES RELATED TO WORK MONITORING 



^ People in some organizations perceive work 
I measurement and service observation to be 
r useful tools that help en^loyees and manage- 



ment at all levels to put out a good product. 
At other organizationst use of the same tech- 
nologies is resented and feared as ''Big Brother 



l-RJC 
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Figure 5.— Two Models for Electronic Work Monitoring 



UNION 
MODEL 


Individual 
performance 
sampling 


All data 
available to 
employee 


Known pro- 
cedure for 
challenging 
"record" 


Employee can 
pace work 


Group produc- 
tion quotas 


Quality/Problem 
factors 
recognized 


Standard pay 


Individual short- 
fall leads to 

training or group 
discussion 


'TAYLOR" 
PRODUCTION 
MODEL 


Constant 
machme 
monitormg 


Data not 
readily 
available 


No procedure 
for challenge 


Machine paces 
v.'ork 


Individual 
quotas 


Quantity/speed 
standard 


Piecework pay 
or bonus 


Individual short- 
fall leads to 
discipline 






PRIVACY-RELATED ISSUES 
"Intrusiveness" and "Subject Access" 


LABOR RELATIONS/EMPLOYEE RELATIONS ISSUES 
'*Fair Work," "Fair Pay," "Fair Performance Evaluation" 



SOURCE Alan F Westin Privacy and Quality of Life Issues m Employee Monitoring contractor report for OTA 1966 
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1M% 3.— WorfcplaM ItSMs Related to Woffc Monitoring 

Privacy and Labor relations Health/quality 
access reiated or "fairness" of life 

Is monitoring constant or Intermittent? X X 

Can employees see their own records? X 

Can the employee challenge, explain, or correct records? X X 

Does the employee or the machine pace the worit? X X 

Do employees understand performance criteria and use of information? . . X X 

Are quotas set on an Individual or group t>asis? X 

Are quotas fair, allowing wotk at a reasonable pace? X X 

Is pay standard or based on perfonnance? X 

What happena to smployees falling short of quota? X X 

SOUnCEi OfflM of TtohnolOQy AsMMnMitt, 1967. 

surveillance. "The difference seems not to be chose to call the first model the "union" model, 

so much in the speciSc measurement technol- since it represents a blend <^ features included 

oigy, but in the politics of how it is introduced, in modd contract language suggested by some 

how it is used, and what is done with the in- U.S. and international unions. The second he 

fonnati<m collected- called the "Taylor production" model; it is 

Although many workers' complaints about based on an ertrwne form of an industrial engi- 

monitarimTfocua on its intniaivffliesa a doaer neermg approach to work measurement, one 

• u^^'* which places virtually all information and 

kxNc shows that privacy is onty one of a com- i^T -ZtTT 

plexof issuesrafedby etoctrc^c workmoni- powjmthehandsof management. In w^^^ 

toring.Table3outlin^somepos8iblecharac- ?^?S?^ ^ organizatiras mter- 

teristics of a work-nuxnitoringinogram and '^V!!if^2^^l^^'T^^'^,^^ 

indicates the kinds of issuesuSt^ raised J"^. The "Tayte produc- 

hy them. Privacy andaccessissuescover such ^^^^^tJ^^l^liTJJ^^!^^ 

qoestiansaswfaedieramptoyeesknowtheyare action ma few gwenunent and pnvatesectw 

Seing monitored andl^Sether the emplijees ^&>^<«^: 

h^access to records about their own per- e***'*^?^*^*^!??^ ^^5*^"*"^* 
formance. The second set of issues reUt^ ^^''^^'^l^^^^^^i^^'*^'^^ 
the perceived fairness of the monitoring sys- mzatojM interviewed by Westo 
tem^i^way theempl(>yerusesitin^du- * «^ Baylor' model 
ating and rewarding onployees; these are ques- In most cases, employers introduce electronic 
tions of enqiloyee relations. The final set of monitoring unilaterally, only infOTming em- 
issues, overliving the other two, relate to ployees of the chsmge after all decisions have 
stress, health, and the quality of working life. beoi made. Often, too, monitoring is <nily one 
Whetherthee^ofmonitoringisperceived of a number of changes in work pr^ or job 
as intrusive, unfair, dehumaSnTw^un- ^ 7??; 
healthy often depends on how management me^wpur^aseA Aswwdisi^ 

structuiesthewoJfcmonitoringprogrZwto^ 

itdoeswiththe iataitcollects,andhowthose ffcw.anplpyeepia1acipatomdesi^ 
actions are perceived by employees. P ementation is often a k^ to successful un- 

plementation of new office systems. 

What Is Fair En8uringenq>loyeepartidpationcanrequire 

effort on the part of managers, as few U.S. 
Westin used some of the same elements dis- workplaces have mechanisms foe enq)k>yee in- 
cussed in table 3 to construct two models of put in areas of technological chtinge or evalu- 
work monitoring shown in figure 5." Westin ation procedures. Nevertheless, Westin found 
—==r, — ^ . that the differaooe between enudoyees protest- 
qX<:?^S7.£:2'e^1!;S^^ ^ ov^ -Big Brother surveillance" and em- 
tor nport pnpsied for OTA, pp. 1084x2 (drsit). ployees perceiving work measurement as rea* 
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sonable, often depends on wheth^ they agree 
on: 1) the fairness of the standards set; 2) the 
fairness of the numitwing process employed; 
and 3) the fairness of the way measurements 
are used in enqdoyee evaluation. This agree- 
ment was usualfy made through worker-man- 
agement discussions before monitoring was 
imp leme nt ed. Such agreements are possible 
when there is genuine involvement of employ- 
ees—either through joint labor-management 
committees in unionized organizations, or 
through en^loyee involvenuBnt techniques in 
nnmmion settings Where management started 
with the trusting assumption that dmost all 
employees were ready to put in a fair day's 
woifcforajCBirday'spsy, and where toincs such 
as work standards, wcnrk measurement, and 
productivity recogi^tion were matters for open 
discussion, introduction of monitoring was 
usually rdatively painless. 

One inqnession that emerged from OTA's 
interviews is that the way managers and em- 
pbyees deal with monitoring often closely 
parallds the way they deal with other work- 
idace issues. Firms whose ''corporate culture" 
tends toward authoritarianism tend to use 
monitoring in an authi»ritarian way. In orga- 
nizations where relations between emidoyees 
and managers are antagonistic, the monitoi'- 
ingqrstemis a sourceof antagoninn, but onl-^ 
one of many. In organizations where coopers 
tion is the norm, people wcokdd together to de- 
velop a fair systeuL 

Recognizing that employee involvement in 
the design, testing, implementation, and con- 
tinuing acQustment of work monitoring is cru- 
cial to a successful process, it is also necessary 
to deal with the suAstantiVe issues, to be con- 
sidered in designing such a program. Table 4 
shows some of the issues to be considered. The 
main categories, and the specific questions in 
this chart represent recurring themes in a num- 
ber of interviews with monitored workers and 
their managere. 

Westin's sample found that only about one- 
third of the furnia in his sample using electronic 
woik numitoring for individual evaluations 
were following what he called ' ' fan* work ev alu- 
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Table 4.— Key Issues and Problem Areas In 
Monitoring Worker Performance 



Key issues/problem aspects 

Felmme of wotk etandmd^: 

• Do standards fairly reflect the average capacities of the 
particular work force? 

• Will they create unhealthy stress for many employees? 

• Do they take into account recurring system difficulties and 
ottier workplace problems? 

• Do they Include quality as well as quantity goals? 

• Dotbeyr8pr8santa*1airday*spay**fora'fairday'swork?*' 

• Do employees share in any productivity gains achieved 
through Introduction of new technology? 

Feitmee oi the memunmonf proceee: 

• Do employees know and understand how the measure- 
ments are being done? 

• Can the measurement system be defeated easily, thereby 
impairing the morale of those willing to *16lk>w the niles?** 

• Do emptoyeesrecehfe the statistics on their perfonnance 
directly, and in time to help them manage tfieir work rate? 

• Is the rel^lon between quality, service measures, and work 
quantity communicated by supervisors when they discuss 
problems of performance levels with employees? 

• Do supervisors communicate clearly that they are taking 
system and workplace problems into account? 

• Are group rather than individual rates used when particu- 
lar tasks make such an approach mors equitable? 

• Is there a formal complaint process by which an operator 
can contest the way work data has been used by the su- 
pervisor? 

FalrneM Iri iy/ip4^ iiiMia^^ 

• Are there meaningful recognition programs for these em- 
ployees? 

• Is work quantity only one of a well-rounded and objective 
s<>t of performance criteria used for employee appraisals? 

• Does the employee get to see and partteipate in the per* 
fomiance appraisal? 

• Is there an appeal process from the supervisor's perfor- 
mance appraisal? 

• Is there a perfomiance-planning system that identifies em- 
ployee weaknesses in perfomiance and identifies ways to 
remedy such problems? 

SOURCE: Alan R WMtIn, "Privacy and Quality of Ufa laauaa In Employaa 

Monltorfno/' contractor raport for OTA. IMS. 



ation policies' ' along the lines of a positive an- 
swer to most of the questions in table 4. 

Of the 34 case examples submitted to OTA 
by unions, 28 dealt with electronic monitor- 
ing of office workers (unionized and nonunion- 
ized) like the ones studied by Westin. In nearly 
all the caae examples, emplc^ees had little in- 
put concerning the monitoring systenit and in 
only a few cases was it dodr that they had ac- 
cess to information about their own perform- 
ance or the ability to contest wrong informa- 
tion. In'nearly all these cases the workers were 

rr > 
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described as considering the monitoring sys- 
tem unfair.'^ 

Standards of Perfonnance 

Work measurement systems are usually ap- 
plied to jobs for which standard end products, 
or surrogates for end products, can be clearly 
identified. That end product might be "cus- 
tomers served," "claims paid," "programs 
written/' "interviews completed** Generally 
fifpeaking, electronic work monitoring primar- 
ily measures the quantity of work p^ormed. 
Other methods, discussed in the next section, 
measure quality. 

An important element in measurement of 
almost idl kinds of work is time. In almost 
every case in table 2, the purpose of measure- 
ment is to measure the time it takes the em- 
ployee to do something, and then to compare 
the result to a standard* Robert Nolan, an ex- 
pert in developing woiic-measurement ^sterns, 
defines a work-measurement system in this 
way: 

In the most simple terms, it is a means of 
establishing what a fair day *8 wcn-k should be. 
it has two main conq;>Qnents, a measure of the 
vcdume of work, and a measure of the enq>loyee 
time used up. These two factors can be ex- 
IH-essed in their only common denominaton 
the time required to produce <me unit of work, 
or what we call a standard.^ 

Thus, measurement alone is often of little use 
as a management tool, unless its purpose is 
to compare the individual or group perform- 
ancb to a standard. 

Standards may be established in a number 
of ways. Many are arrived at rather informally 
or arbitrarily, perhaps based on supervisors* 
or managers' estimates of how long it ought 
to take to conqdete certain tasks. In some cases 
standards are set based on historical perform- 
ance levels; managers may take an average of 
some past period, and expect that it be main- 
tained as an average in the future. 

""AFWJIO Cm ExunplM/' November 1987. 

'*Rdbert E. Nulan, "Work Meesorameiit,'' in Robert N. Le- 
hm. WhkeCoOerProducdvityfSew York, NY: McGrew Hill 
1988K p. 111. 




Sometimes "standards** are really goals or 
ideals. In one firm interviewed by OTA the 
standard of 50 completed transactions per 
agent per week had recently been established 
by the national office. The standard was de- 
veloped by dividing the average revenue per 
transaction into the total revenue the &m 
hoped to generate at each branch office." The 
new standard was not related to past perform- 
ance levds or analysis of the best way to do 
the job, but rather ^x) the amount that must 
be sold in order to meet revenue projections. 
In this cabe, 50 transactions per week was far 
above past perfonnance; office managers 
hoped that introducing incentive programs 
wcmld inspire agents to achieve the new goals. 

A more formal method of standard setting 
is the "engineered standard." The Methods- 
Time Measurement (MTM) system or the Ad- 
vanced Office Controls {AOC) system have 
been used in many office settings. In these 
methods, a trained analyst, usually an indus- 
trial engineer, observes a work task, selects 
the most efficient method of performing the 
task, and then will time the actions of avetage 
people perfcmning the task under average 
working conditions. General MTM and AOC 
standards have been developed fornearfy every 
imaginable motion in an office workplace. For 
example, the MTM standard for fastening 
sheets of pap^ with a table model stapler is 
41 time measurement units (TMU), or about 
2.9 seconds. Opening an envelope and remov- 
ing the contents takes 198 TMU or 14.2 ser- 
onds. A trained analyst can combine a num- 
ber of these general standards, develop new 
ones, and adapt them to the special circum- 
stances of spadal arrangement, work process, 
or equipment use in a given office.^ 

A well-designed standard, according to ex- 
perts, is not one that makes people work as 
fast as possible, but one that encourages good 
average work. It should include time for per- 
sonal breaks and allow for personal variabil- 



'^OTA interviews, Aseistant maneger, Waahiqgton office, na- 
tional travel finn, June 1986. 

>^Ezample8 from Robert E. Ndan, "Work Meaturement," 
in Robert N. Leherar. White (Mar Productivity (New York, 
NY: McGraw HilL 1983). pp. 142-146. 
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ity— working a little faster at some times and 
slower at others. Fair standards must be real- 
istic, taking into account system downtime, 
slow response time, varying levels of complex- 
ity of different tasks, and so on. When stand- 
ards are not realistic, or when they are not per- 
ceived as fair by empkyyees and managers, they 
can easily lead to declines in morale, increased 
turnover rate, and ultimately a decrease in pro- 
ductivity. 

Since AOC, MTM, and other "predetermined 
time'' systems provide a standard time for the 
completion of each task, an raiployee's actual 
performance can be compared to that stand- 
ard. If the standard time for examining a cer- 
tain t}^ of insurance daim is 10 minutes, thcoi 
an onployee who compl^;es 6 of them will have 
done 60 standard minutes or 1 standard hour's 
worth of woric An emplc^ee who completed 
48 such cases in an 8-hour day would be said 
to be working at 100 percent of the standard, 
that is, his or her paid hours would exactly 
equal standard hours. Faster enq>loyees might 
work at 1 10 or 120 percent of standard, while 
slower ones work at 80 or 90 percent of stand- 



ard. The determination of an '* acceptable'* pace 
depends on the firm, but a well-designed stand- 
ard is one where most trained, experienced em- 
ployees will work in the range of 85 to 100 per- 
cent of standard most of the time.^ 

Figure 6 shows part of a weekly work moni- 
toring rqK>rt for an insurance employee work- 
ing under a "predetermined time" work-meas- 
urement system. The report lists the types of 
tasks done, the standard time to do the task 
once, the number of times the employee actu- 
ally completed the tasks, and a calculation of 
the "earned'' hours. Figure 7 summarizes woric 
of a group of insurance employees. Figure 8 
integrates the work monitoring system with 
a time and attendance report. It shows the 
number of hours each employee was available 
for work ("avail woric"). The time available for 
measured work ("avail meas"— enqdoyees may 
have other duties that are not captured by the 
system) and the number of earned hours C ' earn 
hrs") w(Hth of work conq)leted. Note that there 

''See Robert E. NoUn, "Work Measurement/' in Robert N. 
Leherer, White CoMmt Productivity (New York. NY: McGrew 
Hill, 1983), p. 121. 



FiQure 6.— Exampis of Individual Work Monitoring Raport (Parformance Summary) 

RUN NUMQER - ARM1B140 WORK MANAGEMENT PROGRAM 

DAT' OF RUN - 10/09/84 INDIVIDUAL PERFORMANCE REPORT 

TIM OF RUN - 18:00 

WEEK ENDING 10/6/84 

E' PLOYEE: EMPLOYEE D 

DIVISION G CLAIMS AND SERVICE 

DEPARTMENT: GB CLMS PROC 

CALCULATION OF EARNED HOURS 



KVI DESCRIPTION 



DV 


DP 


CODE 


NAME 


G 


GB 


0040 


EOB STUFF 


G 


GB 


0050 


SUBSCRIBER PREP 


G 


GB 


0070 


SUBSCRIBER CODING 


G 


GB 


0080 


PROVIDER CODING 


G 


GB 


0140 


MEP ADJUDICATION 


G 


GB 


0150 


VISION ADJUDICATION 


G 


GB 


0175 


PRIMARY GSCR ROSTER 


G 


GB 


0176 


GSCR CHK-ADJUDICATOR 


G 


GB 


0190 


COB PROCESSING 


G 


GB 


0210 


COB RETURN LETTERS 


G 


GB 


0185 


PULLING CLAIMS 



UK VI AVERAGE TIME ITEMS EARNED 

FLAG TO DO ONE ITEM X COMPLETED = HOURS 



00 MIN 16 SEC 


148 


0.6 


01 MIN 48 SEC 


2 


0.0 


03 MIN 54 SEC 


2 


0.1 


01 MIN 03 SEC 


8 


0.1 


02 MIN 47 SEC 


482 


22.4 


02 MIN 33 SEC 


68 


2.9 


00 MIN 10 SEC 


621 


18 


00 MIN 08 SEC 


454 


1.0 


04 MIN 57 SEC 


20 


1.6 


00 MIN 49 SEC 


50 


0.6 


03 MIN 00 SEC 


8 


0.4 


TOTAL EARNED 




32.0 



SOURCE' Adaptfd from Jm— S Hogg. Manao«r. Profatsionat Prod jctivity, Biu« Crots & Blut Shltld of Maryland 
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Figura 7.--Example of a Work Monitoring Report for a Group 
(Volume of Work Accomplished by Group in One Week) 

RUN NUMBER - ARM1B130 WORK MANAGEMENT PROGRAM 

DATE OF RUN - 10/09/84 VOLUME SUMMARY FOR WEEK ENDING 10/06/84 

TIME OF RUN - 18:13 

DIVISION: G CLAIMS AND SERVICE 

DEPARTMENT: GB CLMS PROC 
UNIT: XXX 
SECTION: YYY 



KVI 


i\y\ 


VULUMC 
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CODc 
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n cr c ric n U c 




UU1U 
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0020 


on^^CCC lM<^^ftiD< CTCC 

rnUCcoo INUUIV1ri.cl co 


Ol Q 
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1 Q 


UU40 


cno cti ICC 




A nfXAR 


Q 7 


AACO 

UUOU 


oUdoCHIdcH rntr 






f\ n 
o u 


AAC4 


PHOVIDcH rHfcr 




U.UU4D 


1 Q 
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McDICAHc CLAIMo PHUC 


jy I 


A AIQXk 




0070 


oUdoCHIdcH CUDINt;: 


AOf 


A (\Rt^7 

U UOOf 


oU.U 


UUoU 


rnUVIUCM UUUIIMu 


1 *I9U 


n ni7Q 


26 8 


0090 


SUBSCBR DATA ENTRY 
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0.0224 


66 


0100 


PROVIDER DATA ENTRY 


1072 


0 0185 


19.8 


0110 


VISION PREP & CODE 


164 


0 0246 


40 


0120 


VISION DATA ENTRY 


168 


0 0236 


4.0 


0130 


PAF REPORT UPDATE 


232 


0 0100 


23 


0140 


MEP ADJUDICATION 


846 


0.0466 


39 4 


0150 


VISION ADJUDICATION 


70 


0.0426 


30 


0160 


PHONE INQUIRY 


382 


0.1015 


38 8 


0175 


PRIMARY GSCR ROSTER 


1740 


0.0030 


52 


0176 


GSCR CHK-ADJUDICATOR 


926 


0.0023 


2 1 


0180 


ADJUSTMENT CODING 


15 


0.0927 


1 4 


0181 


PROC. CODED ADJUSTMTS 


14 


0 0454 


06 


0182 


HND.PROC.ADJ/NO FILE 


14 


0 0102 


0 1 


0183 


ART COMP-HANDLG REFD 


15 


0.1284 


1 9 


0185 


PULLING CLAIMS 


8 


0.0496 


04 


0190 


COB PROCESSING 


36 


0.0823 


30 


0195 


WRITTEN CORRESPONDENCE 


21 


0 3801 


80 
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PROC OCC DELETES 


43 


0 1054 


45 


0210 


COB RETURN LETTERS 


55 


0 0135 


07 



SOURCE Adapted from James S Hogg Manager Professional Produciuiiy Blue Cross & Blue Shield of Maryland 



is a wide variation in effectiveness C'eff 
wUch calculates the earned hours as a percent- 
age of measured hours. This particular firm 
does not use an incentive system so all en^loy- 
ees are paid for their regular hours despite 
these differences. The report also shows totals 
for the whole group. 

The work process— the set of procedures that 
govern what tasks are done and how tasks 
interrelate— also has a major impact on many 
predetermined-time work-measurement sys- 
tems. Because the ''standard" for each task 
or set of tadcs depends on a dose study of the 
woric performed, any changes in the work re- 
quire a change in the standard, if the stand- 



ard is to be fair. Changes in the work might 
arise when a new product is introduced (say, 
in an insurance company, a new kind of pol- 
icy), or when regulations change (e.g., requir- 
ing a change in the kind of information banks 
must supply to customers), or when the tech- 
nology changes. Work-management specialists 
at firms using predetermined-time systems 
note that ''maintenance" is a major need if 
work measurement is to be applied conscien- 
tiously. Work must be periodically re-analyzed 
and standards must be adjusted. 

Standard setting is often combined with job 
design, work simplification, or procedural 
changes, because it is difficult to establish a 



Figure 8.— Example of Individual Work Monitoring Report (Hours Summary) 



RUN NUMBER- ARM1B140 
DATE OF RUN - 10/09/84 
TIME OF RUN - 18.08 



DIVISION: 
DEPARTMENT: 



G CLAIMS AND SERVICE 
GB CLMS PROC 



WORK MANAGEMENT PROGRAM 
HOURS REPORT 



WEEK ENDING i0/06/8^ 



-EMPLOYEE 



-TIME SPENT AT WORK- 



-TIME NOT MEASURED - 









REG 


OVER 


TIME NOT 












A AIL 


EARN 


EFF 


NUM 


NAME 


ST 


TIME 


+ TIME 


- WORKED 


= WORK 


- PROD - 
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- UKVI 


- OTH 
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% 
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EMPLOYEE A 


03 
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00 


23 2 


14 30 


00 


00 


00 


00 


14 30 
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81 


4529 


EMPLOYEE B 


03 
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00 


02 
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00 


00 


00 


49 


32 40 


26 4 


81 


4669 
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03 
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00 


02 
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00 


OC 


00 


04 
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49 
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02 
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00 
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00 


1 9 
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90 
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66 
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02 
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CO 
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00 


57 
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69 
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02 
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00 


00 


00 


00 
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66 
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Ou 


02 
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00 


00 


00 
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29 1 
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00 


09 
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00 
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00 
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0 
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00 


00 
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SECTION TOTALS 




450 0 


00 
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00 


00 


00 


37 2 


335 10 


250 3 


74 


COST CENTER TOTALS 




450 0 


00 
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372 30 


00 


00 


00 


37 2 


335 10 


250 3 


74 



PERSONNEL EMPLOYED 



14 



EQUIVALENT PERSONNEL AVAILABLE FOR WORK 



99 



SOURCE Adapted from James S Hogg Manag-^r Profess, ona} Productivity Blue Cross & Blue Shield of Maryland 
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set time for perfonning a task if everyone is 
free to do it in a different way. Some ways are 
better than others, whether faster, less fatig- 
uing, or more reliable. Experts in productivity 
and work measurement usually coimsel that 
employees should be included in the process 
of cJianging procedures and establishing stand- 
ards. Tl^ey argue that employee involvement 
not only short-circuits resentment to stand- 
ards that are imposed from outside, but usu- 
ally leads to the creation of better procedures 
and fairer standards^ since employees under^ 
stand the work that needs to be done better 
than anyone, including their managers. 

An example of employee involvement in 
standards develc^ment is the case of legal case 
analysts at an insurance firm.^ These highly 
skilled workers handle correspondence and track 
the progress of legal cases on a compute^based 
legal diary system (LDS). Although the LDS 
software created some internal statistics on 
the transactions done» they had not been pre- 
viously used for individual evaluation because 
no standards had been developed for the case 
analyst's work. The work-measurement spe- 
cialist assigned to develop standards found the 
work very complex and also saw that the le- 
gal diary software was very flexible, allowing 
analysts to use several different procedures for 
certain tasks. Instead of trying to prescribe 
procedures and standards, the work-measure- 
ment specialist held a series of 24 tv. o-hour 
seminars in which the analysts talked about 
their work. They discussed different tasks, 
compared their approaches, and decided among 
themselves the simplest and most effective 
procedures for each task. They also helped to 
set the standard times for the tasks. Interes^ 
ingly, the productivity of this department, in 
terms of dollars recovered through legal ac- 
tions, began to increase before the final work 
measurement program ryas in place, presum- 
ably because the case analysts voluntarily be- 
gan using the improved procedures as soon as 
they were developed in the sem'^.j's. 



^Juoes Hogg, "The Results of Technical and Professional 
Measurement in Insurance/' in Proceedings, 1986 AOC Users 
Conference, May 15-18, 1986, Robert E. Nolan Co.; also, per- 
sonal communication. May 29, 1986. 



Within many organizations, introduction of 
work measurement and the process of setting 
standards can become a hotly contested labors 
management issue and a major source of em- 
ployee discontent. Where employees are not 
involved in standard setting, they may view 
a new standard as an unfair ''speed up/' an 
attempt by management to make them work 
harder for the same pay. Similarly, work sim- 
plification or procedural changes that are im- 
posed from outside can be viewed as remov- 
ing variety and autonomy from the job, and 
making it less interesting and more me- 
chanical. 

For example, the changes in work standards, 
evaluation, and pay that accompanied work 
monitoring for claims examiners prompted a 
unionization drive at Equitable Life Assu. 
ance. With the introduction of the measure- 
ment system, pay was changed from a straight 
salary to an incentive program that was based 
on performance. Examiners complained that 
they had to work much faster in order to make 
the equivalent of their old salaries. A few ac- 
cepted transfers to lower pa3dng jobs because 
they could not keep up the pace. The contract 
between Equitable and District 925 of The 
Service Employees International Union 
(SEIU), addresses some of the issues discussed 
in the section on "What Is Fair.'' Under the 
contract, employees now have access to their 
own performance records and a procedure for 
challenging records. Evaluations are based 80 
percent on computer-based statistics and 20 
percent on supervisors' judgments. In addi- 
tion, the contract changed several other work- 
ing conditions, such as leave policy, that had 
been a subject of dispute. 

When electronic monitoring allows a com- 
plete record of each worker's performance, it 
becomes easier to pay workers based on their 
output. Some call this a revival of the *'piece- 
rate' ' system and decry it as a foi-m of worker 
exploitatioa Often, however, performance does 
not translate into pay directly on a per-piece 
basis. For example, ''incentive" plans pay a 
base rate for acceptable performance and bo- 
nuses for higher levels of performance. 
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In(^tive programs appear to be fairly com- 
mon in data entry, where there is a wide range 
of performance." Operat<H-s who are very fast 
can increase their income by 50 percent or more 
above the base rate, depending on how the in- 
centive plan is structured. In some firms where 
standards are based on a pr^etermined-time 
method (i.e., so many keystrokes equal one 
standard hour of work), slower keyers can make 
bonuses if they are willing to work for a longer 
time. This also raises fairness questions and 
worker protection questions, for example, should 
employees feel pressure to skip lunch or breaks 
in order to improve their performance? 

Incmtive programs have also been used by 
employers to increase the performance of a 
group of employees. In one bank, for example, 
industrial engineers studied the work of check- 
proof reading operators and found that the 
engineered standard was far above the current 
level of achievement of the departmmit. Rather 
than insist that operators begin to work to the 
new standard, management began to pay regu- 
lar wages to those who met the old average 
and bonuses to all whose work approached the 
new standard As departmental proficiency in- 
creases, the management expects to raise the 
standard and adjust the bonus structure to en- 
courage even faster performance.^ 

The practice of ''rate busting" or increasing 
performance standards over time is the basis 
for many objections to monitoring. Ever-increas- 
ing standards do not have to be related to in- 
centive pay. Standards can rise due to new 
technology, revised productivity goals, or for 
other reasons that lead management to expect 
better performance from employees. In the 
weU-publidzed case of one data-entry center 
operated by the Internal Revenue Service, em- 
ployees and their union were complaining about 
the stress resulting from the increased pace 
of work. In this instance, workers were sea- 
sonal, and were invited bade to work again each 

'^Data Entry Management Association, "Si^th Annual 
Member Statistical-Compensation Survey,'* DEM A Newaht- 
ter, April 1986. The average rate for U.S. operators is 11,400 
keystrokes per hour, but the fastest operators can do around 

26,000. 

"Interview with V/crk Measurement Manager of a southern 
bank. 



year based on their previous year's perform- 
ance. Since the number of available jobs had 
declined, only above-average keyers were in- 
vited back. However, performance standards 
were also raised yearly, presumably to deal 
with the workload. Thus, each keyer was re- 
quired to make an increasingly greater effort 
to remain "above average."^ An annual in- 
crease in standards has also been a cause of 
complaint among key entry operators in Dade 
Ck)unty, Florida.^ 

Complaints about job stress in the U.S. 
Postal Service, which received a great deal of 
publicity in 1984 and 1985, were directed pri- 
marily at fast pace and high work standards 
rather than at automated equipment or the 
presence of monitoring per se.^^ Industrial 
engineers have noted since the beginning of 
the century that there is a limit to how much 
a pace can be increased, even if incentives are 
offered. Bqrond a certain point the employees, 
either individually or as a group, mil not per- 
form any faster on a regular basis, no matter 
what the inducement. Tolerance for perceived 
unfair standards may depend on many factors, 
including the availability of other jobs. One 
case example noted that at three Internal Rev- 
enue Service Centers (where standards have 
been increased over the years), the turnover 
rates for key entry operators are very high; 
presumably workers left due to the heavy 
workload and fast pace required. However, the 
Wilkes Barre Service Center, located in an area 
of high unemployment, has a low turnover rate, 
but a high incidence of dbsenteeism.^^ 

QuaUty of Work 

One problem with computerized work mon- 
itoring is that it focuses mainly on quantity 
or speed of work. Although a weU-design^ 
work standard should allow worlds time to 
do a good job, some standards require such 

*Alan Weetin, "Privacy and Quality of Work Life Issues in 
Employee Monitoring," contractor n^)ort prepared for OTA. 
1986; also John Harris. American Federation of Government 
Employees, personal cooununication, February 1986 

""AFL<:iO Case Examples." November 1987. 

^'For example. Peter Perl "Mcmitoring by Computer Sparks 
Employee Concerns." Waahingian Poat, Sept. 2. 1984. 

""AFL^IO Case Examples," November 1987. 
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a fast pace that workers fed quality must be 
sacrificed, or that the pressure to maintain 
both speed and quality leads to excessive 
stress. In a number of cases, for example, tele- 
phone operators have objected that the pres- 
sure to complete calls within the standard time 
prevents them from giving courteous, high- 
quality service. Some customers agree. On the 
other hand, because most operators are also 
subject to service observation (i.e., a supervi- 
sor sometimes listens in on calls to check for 
adherence to company procedures), they some- 
times feel stressed beciause of the conflict be- 
tween quantity and quality imperatives.'^ 

In one mail order firm employee morale 
dropped and turnover rose to 80 percmt after 
monitoring was introduced for VDT operators. 
''Everything was numbers," one executive 
recalled, with ''no attention to the downtime 
and slow-response-time problems of the new 
system, or the changes in volumes operators 
faced during peak periods, or of the different 
length and complexity of customer orders." 
In addition, the pressure <^)erators felt to speed 
up their work led to mistakes and improperly 
filled orders. This productivity system was 
scrimped after several years of operation, and 
replaced with a new 6|qpR^^ 
individual operator statistics, but has stand- 
ards geared to actual system operations and 
load cydeB. In addition, as part of an overall 
"Quality First" campaign in this firm, the new 
performance standards stress "order quality" 
over "sheer numbers." Several dozen long-term 
employees interviewed for OTA said that the 
first productivity system was a "v^ bad 
time" at the company, but that the new ap- 
proach is "fair to both company and employ- 
ees," and they have no trouble in meeting both 
the quantity aid quality standards.'^ 

Quality evaluation often requires inspection 
by a human supervisor, but even here computer 
technology can be of assistance. Some office 
systems allow the supervisor to view on his 
or her screen whatever transactions are tak- 

""AFlrCIO Cue Examples/' November 1987. 

*^Al«n Westin, "Privacy and Quality of Work Life Issues io 
Employee Monitoring/' contractor report prepared for OTA, 
1986, p. 72. 



ing place on an employee's screen. Thus su- 
pervisors can view transactions as they are 
taking place to check them for correctness. 
Computerized letter-sorting equipment used 
by the U.S. Postal Service has similar capa- 
bility, so supervisors can periodically check 
each worker to be sure he or she is keying in 
proper zip codes. 

For telephone service workers, quality 
checks are made by supervisors who listen in 
on calls to check that employees are courte- 
ous, are using proper procedures, and are giv- 
ing correct information. Correct information 
is of interest to many firms whose representa- 
tives deal with the public, because employers 
may be held liable for information their em- 
ployees give out over the telephone or for ac- 
tions taken as a result of telephone conversa- 
tions. In some cities ''911" emergency calls or 
utility company ''trouble" calls are recorded 
so that there be a record of time, address, 
or other information for possible future use. 

In some organizations enqdqs^ees know when 
their supervisor is listening, either because 
there is a drc^ in volume or because a beep tone 
is heard. In other cases, the monitoring equip- 
ment is completely silent. One organization 
was so concerned that employees not know 
when the supervisor was listening that super- 
visors were required to wear their headsets all 
da3' so that employees would not be able to 
guess whether they w^ listening or attend- 
ing to other duties. 

In some firms quality assurance is consid- 
ered such an important function that a sepa- 
rate departmoit handles it. At American Ex- 
press, for ezan4)le, customer service supervisors 
listen in on calls on an regular basis and rate 
the quality based on established criteria In 
addition, a separate quality assurance worker 
listens in on calls of employees in any unit. Re- 
sults are always discussed with the employee 
within a short time after the call. 

Some workers object to service observation 
precisely because it is not necessarily objec- 
tive. Some firms, in fact, do not have firmly 
established criteria for how often to listen or 
how to rate quality. At one government agency 
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there were even stories of service observation 
being used punitively— i^e., a supervisor lis- 
tened to certain workers almost constantly, in 
order to accumulate enough mistakes to dis- 
cipline them. This would clearly seem to be an 
abuse of service observation* 

Service observation also invokes feelings of 
invasion of privacy, even though the conver- 
sation involved is not really a private one. One 
q;>erator interviewed for OTA said, "When 
th^ are listening to me, I'm very upset be- 
cause you can't st<^ it/'^ The privacy aspect 
iq;>plie8 mon clearly to the customer's side of 
the conversation. Some people may object to 
third parties overhearing their conversations. 
Two States, West Virginia and California, at- 
tenq>ted to legislate restrictions on service ob- 
servation. The West Virginia law required a 
beep tone when the supervisor is on the line 
as well as a published notice to customers that 
calls might be observed. This law was passed 
in 1983 but repealed in 1986. A similar law was 
passed in the Calif omia l^;islature but was ve- 
toed by the Governor. 

In the case of West Virginia there is evidence 
that both operator productivity and customer 
satisfaction remained high during the period 
when '"secrrt" service obsm^ation was not per- 
mitted.** However, several employers, par- 
ticularly AT&T objected to the legislation. 
AT&T's threat to build its new credit manage- 
ment center in another State was instrumen- 
tal in the repeal of the West Virginia monitor- 
ing law.*^ 

Job Design and Work Process 

As discussed in greater detail in OTA's re- 
port Automation of America 's Offices^ new in- 
formation technologies sometimes offer firms 
more flexibility in the way office work is de- 

'^Michad J. Smith. Pascale Carayon, and Kathleen Miegio, 
"Mothrational, Behavioral, and Psychological ImplicationB of 
Electnmic Monitoring of Worker Performance," contract re- 
port prepared for OTA, July 1986. 

'^'ReeulU Summary. Key Service Indicators.*' C&P Tele* 
phone Co. of West Virginia as of Sept 11. 1986. supplied to 
OTA by Communicatiims Woricers* of America. 

'^Teetimony of D. Landers, AT&T, before the Judid- 
aiy Conunittee, West Virginia House <rf RepmenUtives. F^b. 
12. 1986. 



signed. While many firms use computers to 
continue or intensify the assembly line work- 
ing conditions of the industrial style of work 
organization, some others have experimented 
with new forms of organization that reinvest 
the jobs of individual workers or teams with 
more variety and responsibility.^ 

Some of these experimental organizations 
make use of what is called a semi-autonomous 
work group— a team of workers who are re- 
sponsible f not only doing the work, but man- 
aging some aspects of their own work as welL 
In tl^se cases, work monitoring data may still 
be collected, but is used by the work group as 
a tool for assessing its own progress. 

One well-publicized example is the HOBIS 
(Hotel BilUng Information System) office at 
Tempe, Arizma, in an experiment worked out 
jointly by AT&T and the Communications 
Workers of America (CWA) in 1982.* This 
office of 100 qierators was r&;»f;anized accord- 
ing to the autonomous work group principle. 
It had no first-line supervisors and only one 
second-line supervisor in the role of advisor. 
Operators assumed the responsibility of supers 
visors, rotating throu^ administrative duties. 

The employees changed the traditional woric 
monitoring practices. They eliminated individ- 
ual measurement and remote secret service 
observation. Average work time (AWT) was 
measured only for the whole group. Service ob- 
servation was performed by small groups of 
peers by the old-fashioned ''jadc-in" method, 
where the observer sits beside the person be- 
ing monitored, listens to a few calls and then 
discusses the results with the employee. 

It was generally agreed by CWA and AT&T 
that the Tempe experiment was a success: to^ 
tal office AWT was equal to or better than that 
of traditionally supervised HOBIS offices; 

"U.S. Congress. Office of Technology Assessment, Autoauf 
tioD ofAmencM 's Offioas. OTA-CIT-287 (Washington, DC: U.S. 
Government Printing Office. December 1986). ch. 4. 

''This description is based on Ronnie Straw and Gregory 
Nichlas. "Office Automation and Autonomy A Comparison 6t 
Choices.*' Cooununications Woricers of America, 1985; Alan 
Westin. ''Privacy and Quality of Work Life Issues in Employee 
Monitoring." contractor report prepared for OTA. 1986; Thomas 
Taylor. Mountain Bdl T^hone, telephone interview. Apr. 16. 
1986. 
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there were fewer customer conq>laint8; the em- 
ployee grievance rate was lower and absentee* 
ism was Iowa-. In addition, there were consid- 
erable savings in management salaries, and 
some of the money was spent on trailing for 
employees. The Tempe office was closed 
8h(»1iy after the AT&T divestiture fm reasons 
conq>letely unrelated to the experiment. Other 
joint labor-management experiments in alter 
native methods of work organization are be- 
ing sponsored by CWA, AT&T, and some of 
the local telephone companies. For example, 
further experiments with semi-autonomous 
wmk groups are being carried out among 
AT&T operator groups in Cohunbus , Ohio, and 
south-oratral Florida.^ 

In a financial services firm interviewed by 
OTA, autonomous work groups were also con- 
sidered successful Worters were taken out of 
'"fimctional" areas and organized into teams 
servicing the needs of certain large diesnts or 
client groups. Employees ''cross-trained" one 
another in different jobs so that each could do 
a variety of work and imderstand the whole 
process. The group met together to establish 
productivity goals. Although this firm main- 
tained a more traditional management struc- 
ture within each group and still applied indi- 
vidual measurement to some joDs, officials and 
employees believed that the reorganization, 
teamwork, and greater diversity of work greatly 
improved both productivity and que^ty of 
wcrking life.^^ 

Supervision end Evaluation 

A few researchers have attempted to com- 
pare how perceptions of closeness of supervi- 
sion, emphasis on performance measures, and 
job satisfaction dtffer in monitored and non- 
monitored workers. This is a difficult task be- 
cause so many other cultural, lob design, and 
environmental factors can overshadow the ef- 
fect of electronic monitoring. 



^H^ommunJcatkms Workars of Amflrica and AT&T Commu- 
nk a t ioni, Tb$ EmeigBooe oiSecood GeoenUan Quality at Wctk 
Lite Models in ATATCou^mtinicMticns: A Pilot Study, Febru- 
ary 1986. 

^WA intarviewfl. November 1985. 



One researcher who studied data-entry oper- 
ators, claims processors, and data coUectors 
(telephone interviewers and collection agents) 
and their supervisors, found no significant pat- 
tern of differences between the monitored and 
nonmonitored sites.^^ The differences she did 
notice were between unionized and non-union- 
ized locations. The work^ in unionized loca- 
tions were better informed about VDT health 
issues and more willing to ask questions and 
state opinions during informal woikshops held 
after their survey forms were complete. She 
found, however, their conc^ns encompassed 
a variety of VDT health issues, including vi- 
sion problems, workstation design, and repro- 
ductive hazards; monitoring did not emerge 
as the major focus of concern. 

Another study found that in both momtored 
and nonmonito*^ sites, rou^y half the wcn'k- 
ers (47.8 and 46.3 percent respectively) ex- 
pressed satisfaction with the evaluation proc- 
ess.^ Among the monitored workers, 17.3 
percent were not satisfied and 34.7 percent 
were neutr aL Among the nonmonitored work- 
ers, 28 percent were not satisfied and 25 per- 
cent were neutral (see table 6). In reviewing 
the supplementary comments made by inter- 
view subjects, the authors found clear differ- 
ences in the causes of dissatisfaction. At the 
monitored sites, nearly all dissatisfaction was 
directed at the electronic monitoring system; 
at the nonmonitored sites it was directed at 
a number of causes, including supervisors, lack 
of standards, unfair evaluations, and the l£ke. 

This study also found that workers at moni- 
tored sites tended to believe that their evalua- 
tions overemphasized quantity and under- 
emphasized quality, tended to see their re- 
wards as closely tied to thdr evaluations, and 
thought that level of supervision was too dose. 
The majority of workers in both groups felt 
they had little participation in workplace de- 



^'Elaine J. Eiaemnan, ''Employee PeroepUcms and Supervi- 
sory Briiaviors in Clerical VDT Work Performed on Systems 
That Allow Electronic Moaitoring/' prepared for Educati<mal 
Fund For Individual BiffiUs and submitted as a contract re- 
port to OTA, 1986. 

^ItH. Irving. C.A. Higgins, and F.R. Safayeri, ''Ccmiputer- 
ized Performance Monitoring Systems: Use and Abuse/' Com- 
municstioos of the ACM, August ld86. 
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Table 5.— Comparison of Monitored and Nonmonitored Workers 

Dimension Monitored Percent Not monitored Percent Total Chi Sq (df) (p) 

SMileiecilon: 

Not satisfied 8 17 3 23 28.0 31 

Neutral 16 347 21 25 6 37 

Satisfied J2^ 47.8 _38^ 46.3 60 

Total 46 82 128 2.25 2 p=0.3247 

Emphesia on performence measures: 

Quantity: 

Underemphasized 0 16 20.2 16 

Appropriate 19 38.0 45 56.2 64 

Overemphasized ^1^ 62.0 Jt9^ 23.7 50 

Total 50 80 130 23.79 2 p =0.001 

Quaiity: 

Underemphasized 22 44.0 15 20.2 37 

Appropriate 19 38.0 45 56.2 64 

Overemphasized _5 8.3 1 1.4 6 

Total "50" 74 124" 15.3 2 p =0.0005 

Cfiaraetertstlca of feedback: 

Amount of feedback: 

Not enough 21 42.8 41 45.0 62 

Enough 22 44.8 41 45.0 63 

Too much _6^ 12 4 _9^ 9.8 15 

Total 49 91 140 0.20 2 p=0.9048 

Usefulness of feedback: 

Not useful 8 17 0 13 14.2 21 

Adequate 13 27 6 20 21.9 33 

Useful _26^ 55 3 5S_ 637 64 

Total 47 91 138 0.93 2 p=0.6281 

Importance of evaluation for rewards: 

Not important 2 4.3 18 22.2 20 

Marginal importance 3 6 5 8 9.8 11 

Important _41_ 891 _55^ 67.9 96_ 

Total 46 81 127 8 08 2 p=0.0176 

Cloaeneaa of aupervlslon: 

Not close 16 32 6 38 41 7 54 

Acceptable 10 20 4 36 39 5 46 

Too close _23^ 46 9 J!7^ 18 6 j40 

Total 49 91 140 13.14 2 p=0.0014 

Participation In eveluetlon process: 

Low participation 30 65 2 50 62.5 80 

Average 8 17 3 11 137 19 

High participation _8^ 17 3 _19^ 237 27 

Total 46 80 126 0 84 2 p =0.6570 

SOURCE R H Irvitig, C H Higg.ns, and F R Safayeni, "Computerized Performance Monitor ng Systems Use and fi^buie," Communications of the ACM, August 1966. o 796 



dsions. This study found little evidence that 
workers oppoaed computer monitoring in prin- 
ciple; their chief problems were not with the 
technology itself but with the way it was used 
by management. 

Personal computer Monitoring 

Most electronically monitored work is per- 
formed on workstations attached to main- 



frames or minicomputers. Yet personal com- 
puter (PC) use is growing rapidly, especially 
among professional and managerial workers. 
OTA did not find examples of production mon- 
itoring of workers using PCs, but there was 
considerable interest and controversy over 
privacy of an employee's PC files and the right 
of employers to inspect them. 

Three primary areas of employer interest in 
PC monitoring have already surfaced: 

6x 
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h abuse of PCs (using company resources 
for personal purposes), 

2. confidentiality (security breaches), and 

3. violation of legal/regulatory duties in use 
of client or employee data. 

Of the 10 firms interviewed for OTA regard 
ing PC monitoring, none were doing any in- 
spections or searches of PC-user disks or files. 
All of them, however, said they felt they had 
the l^;al right to do so, and would not hesi- 
tate to do so if a specific rule violation or com- 
promise were suspected. A typical comment 
by one information system director was: 

We have issued a policy guide for privacy 
and security compliance in PC use, and have 
stated that the company reserves the right to 
inspect all PC files and materials bought by 
the company md used here for our business 
purposes. But we haven't felt it wise or neces- 
sary to swoop down on people and demand to 
see what they have on their disks. 

On the other hand, representatives of all 10 
firms said their organizations audited trans- 
actions done by PCs interacting with data- 
bases on other computers. These were part of 
the regular, user-password-based security pro- 
cedures of mainframe/database management. 
The monitoring consisted of: 1) foUowing up 
on any unusual use pattern? indicated in regu- 
lar audit'trail records; or 2) ad hoc inspections 
of audit records to identify use levds and pat- 
terns. End users are informed (in ail the orga- 
nizations) that such auditing is conducted. 

As for assuring end-user compliance with le- 
gal and regulatory rules governing an organi- 
zadon's handling of client or employee personal 
data, 4 of the 10 organizations reported th^ 
had issued written policies to PC end-users 
restating such requirements (e.g.. Fair Credit 
Reporting Act; State employee access to per- 
sonnel records laws; confidentiality of medi- 
cal information laws; etc.). However, none of 
the 10 firms reported having done surprise or 
announced inspections of disks or other desk- 
held file materials. Interviews with officials of 
the Inspector General's office of General Serv- 
ices Administration (GSA) indicate that inspec- 



tors from GSA and other agencies' Inspector 
Generals have inspected PC disks of govern- 
ment employees. TTiese audits have been done 
both to determine that computers are being 
used for official purposes and to ensure that 
confidential information is being properly used 
and properly protected.*^ 

Monitoring and Stress^^ 

One area in which electronic monitoring may 
have far-reaching implications is in the area 
of health effects. A number of authors have 
noted the likdihood of a liidc between electronic 
monitoring and physical and psychological 
stress. Many of the published stories of of^xres- 
sive, heavily monitored workplaces dte the 
overwhelming fear, anxiety, hatred, and loss 
of self-image that workers suffer. Many 
authors have stated that there must be a link 
between monitoring, stress and health prob- 
lems, absenteeism, and lowered produc- 
tivity.« 

Stress is now recognized as a major occupa- 
tional health problem. Stress-related symp- 
toms have been estimated to cost U.S. indus- 
try $50 to $75 billion per year in absenteeism, 
company medical expenses, and lost time.^^ 
Statistics indicate that claims for worker com- 
pensation, based on disability due to gradual 
accumulation of stress, have been growing rap- 
idly during the 1980s.^ For workers under 



^Interview with Don Sheridan. Office of Inspector General. 
General Services Administration, Dec. 16, 1986. 

^This section draws heavily from Michael J. Smith, Pascale 
Carayon, and Kathleen Miezio, "Motivational, Behavioral, and 
Psychological Implications of Electnmic Monitoring of Worker 
Performance," contractor repent prepared for OTA, 1986. 

^See, for example, Tim Healy and Peter Marshall, "Big 
Business is Watching You,'' In These Tunes, Feb. 26-Mar. 1 1, 
1986; Arlene Hershman, "Corporate Big Brother is Watching 
You," Dun 's Business Month, January 1984; Robert Howard, 
Brave New WoHcpIace (New York, NY: Elizabeth Sifton Books- 
VikUig, 1985); Peter Perl, "Monitoring by Computers Sparks 
Employee Concerns," The Washington Post, Sept 2, 1984; Peter 
Perl, "Watching the Workplace: Hi^ Tech Methods Boost 
Productivity, But at a Cost," The Washington Post, Sept 3. 
1984. 

^^Robert Amdt and Larry Chapman, "Potential Office Haz- 
zards and Control," September 1 984, report prepared for OTA 
project on Preventing Illness and Injury in the Wor^ilace, p. 30. 

^Naticmal Council on Compensaticm Insurance, "Emotional 
stress in the Woricplace-New Legal Rights in the Eighties," 
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age 40 , daims related to stress exceeded claims 
related to other occupational disease in 1985/^ 
These claims are from workers of all kinds, in- 
cluding managers and supervisors, who are less 
likely than other workers to file claims for 
physical injuries. To the extent that electronic 
monitoring is associated with stress, then it 
must be viewed as contributing to an impor- 
tant health hazard. 

According to the view most frequently cited 
in the literature, the presence of stress can be 
inferred in an individual from a very general- 
ized physiological response pattern.^ Symp- 
toms indude increases in adrenaline secretion, 
the dumping of sugar into the bloodstream, 
and other related physiological processes. 
These s3rmptoms can be provoked by a vari- 
ety of environmental agents and situations, 
such as drugs, fear, and job ambiguity. While 
there is nothing wrong with physiological 
arousal per se, it can, if chronic, produce seri- 
ous degenerative effects due to wear and tear 
on the body. Thus, stress provides a basis for 
the development of various illnesses called 
''diseases of adaptation," since they are not 
a direct function of the agent or situation that 
elicited the response pattern, but a conse- 
quence of the body's adaptive reaction. 

A 1982 journal article suggests that job fac- 
tors can create stress and lead to chronic dis^ 
orders." The author states that individuals 
may perceive the demands imposed by the 
environment as either stressful or not stress- 
ful, depending on factors such as prior experi- 
ence, current emotional status, health status, 
and genetically predisposing features. If de- 
mands are perceived to be stressful, then acute 
biological and emotional responses occur, 
which, if they continue to occur with some con- 
sistency over a prolonged period of time, can 
eventually lead to disease. Various interven- 
ing factors, which determine the potential for 
disease to develop, include individual coping 



^•ibid 

"Hans Selye, Tbe Stress of Life (New York, NY: McGraw 
HiU, 1966). 

^'L. Levi, "Methodology Considerations in Psychoendocrine 
Research/' Acta Medics Scsadinsvis, 1982, 191, Supplement 
62S, pp. 28-64. 



style, genetic predisposition to disease, and 
emotional support from others. 

Although there has been some research on 
the health effects of office automation, there 
has been little research attempting to draw a 
direct link between electronic monitoring and 
stress. There are theoretical grounds for 
postulating a link between monitoring and 
stress, and the few studies that have been done 
suggest that monitoring may be stressful Un- 
fortunately, none of these studies have success- 
fully separated the effects of computer-based 
monitoring from the combined effects of other 
stressors. 

Although there is no clear scientific valida- 
tion of a link between electronic monitoring 
and stress, several surveys have found higher 
incidence of stress among people in monitored 
jobs. One survey that attempted to look 
directly at stress and health outcomes of work 
monitoring was the 1984 National Survey on 
Wom^n and Stress, conducted by the 9 to 5 
National Association of Working Women. As 
noted above, this survey includes one question 
directly related to monitoring: ''Is your work 
measured, monitored, 'constantly watched' or 
'controlled' by machine or computer system?" 
When the health problems experienced by 
women who answered "yes" to this question 
are compared to those of all respondents, as 
shown in table 6, they show a consistently 
higher experience of stress-related illnesses. 
Respondents whose work was subject to com- 
puterized monitoring were also more likely to 
rate their jobs as "very stressful." Forty nine 
percent of them rated their jobs as very stress 
ful, compared to 33 percent of all respondents. 
Seventy-four percent of the monitored work- 
ers reported strain, stress, or pressure "often 
or always" in the previous month, compared 
with an overall rate of 63.5 p^cent for all re- 
spondents." 

A related question in the 9 to 5 survey asked 
about production quotas. Almost half (47.4 per- 
cent) of the women working under production 



to 5 National Association of Working Women, "The 9 to 
5 National Survey on Women and Stress— Office Automation: 
Addendum/' 1984, pp. 4*5. 



Table 6.— Rales of Frequent Health Problems Related to Computerized Monitoring of Wortc Performance 

Respondents an swering the question- '1s your work measured, monitored, constantly watched, or controlied by machine or computer syster rT?" 



Health problems experienced two to three times per week or more/daily 



Heada ^es 


Nausea, 
dizziness 


Exhaustion, 
fatigue 


Digestive 
problems 


Chest 
pain 


Anxiety, 
nerves 


Anger 


Depression 


Medical 
problems 


31 0% 
24 7 
24 2 


9 83Vo 
554 
6 '0 


49 40Vo 

38 33 

39 70 


25 9% 

178 

190 


9.75% 
5 40 
560 


40 34% 
31 15 
31.90 


39.20% 
28 44 
28 50 


32 2% 
20 0 
208 


40.5% 
32 0 
31.6 


0 0201 


0.0033 


0 0001 


0 0008 


0.0333 


0 0001 


0 0001 


0 0001 


0 0019 



Yes (358 of all respondents) 
No 0705 responses) 
Rate for all respondents 

C hi squar e probability ratio . . 

SOURCE Nine to F.ve National Association of Working Women The Nine to «^.ve NatioTiil Survey on Women and Stress Office Automation Addendum 1984 



Table 7.-~Rates of Frsquent Health Problems Related to Production Quotas or Productivity Standards 



Respondents answering the question •'How often does the following statement describe your job-? I am requiredTS'completea ceTtaui^ 
of wor k per hour or per day, e g . a certain number of keystrokes, form s, or items to process/' 



amount 



Health problem two to three times 
per we ek or more/daily 

Eyestrain , . ... 
Headaches. . 
Nausea/d 1221 n ess 
Insomnia 
Muscle pain. 
Exhaustion/fatigue 
Digestive problems 
Chest pain 

Nerves, tension, anxiety 
Anger/irritabiiity 
Depression 
Medical problems 
Lost work time 

Base IS all currently employed respondents 



All 

respondents 



20.2% 
24 0 
62 
176 

38 6 

39 7 
18 8 

57 
31 2 
27 4 
20 0 
31 6 
209 



Never 
(3,135) 



17 8% 
22 3 

56 
154 
35 5 
35 7 
16 7 

4 4 

28 0 
24 7 
16 7 

29 9 
193 



Sometimes 


Often 


Always 


If ever 


(761) 


(334) 


(443) 


(1,531) 


23 3% 


23 4% 


27 4% 


25 0% 


25 3 


28 0 


28 7 


2714 


65 


76 


89 


74 


21 5 


20 9 


24 2 


221 


42 6 


45 2 


49 3 


43.2 


44 4 


47 6 


56 0 


48 4 


20 8 


22 8 


26 8 


23 0 


70 


78 


10 9 


83 


34 3 


39 1 


418 


37 7 


30 3 


32 5 


37 6 


32 9 


24 3 


29 3 


28 7 


26 6 


34 7 


34 4 


36 3 


35 1 


23 4 


24 1 


25 4 


24 1 



SOURCE Nine to Five National Association o' Working Women The Nine to Five National Survey on Women and Stress Office Automation Addendu n 1984 
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standards reported that their work was meas- 
ured or monitored by a computer. For the 
others, work is presumably counted by super- 
visors or by the workers themselves. Women 
working under production standards were 
more likely to rate their j obs as very stressful 
(48.1 percent if always under standards, 41 per^ 
cent ^ often, 29.2 percent if never). Their ex- 
perience of stress-related illness, as shown in 
table 7, was higher than the experience of all 
respondents.^ 

These results are consistent with other re- 
search suggesting that monitoring induces 
pressure to perform. Some managers may feel 
that this is a desirable effect, since it implies 
high production. But occupational stress re- 
search indicates that excessive work pressure 
is not conducive to good long-term perform- 
ance and brings about adverse health conse- 
quences.*^ In fact, there are a range of stress- 
ful working conditions that may be related to 
electronic monitoring of employee perform- 
ance. These include hMvy wcvkload, especially 
of repe/dtive or machine^>aced tasks; routinized 
work activities; lack of control ov^ timing, 
speed, and variety of tasks; and social isola- 
tion, including lade of peer social support, re- 
duced supervisory suppcnrt, and fear (rf job loss. 

There are many potential causes of stress 
in tl^ wwkplace, and it is not dear from worker 
compensation claims that work monitoring is 
a dominant one. However, a review of mental 
stress worker con^nsation claims from the 

"Ibid. 

*^.L. Cooper and J. Marshall, ''Occupational Sources of 
Stress: A Review of the Literature Relating to Coronary Heart 
Disease and Mental 111 Health/' Journal of Ocaitmtiontd Psy- 
chology 49, 1976, pp. 11-28. 



State of Oregon shows that a little under one- 
fifth of the total claims were made by people 
in occupations where monitoring is common. 
Worker compensation records do not release 
the detailed cause of injury or the detailed job 
description of the claimant, so it is impossible 
to determine if electronic monitoring was ac- 
tually a factor. Of the 542 cases listed, about 
102 (18.8 percent) were in occupations where 
electronic monitoring is fairly common. These 
occupations include clerks (of various kinds), 
insurance adjustors, bank teUars, tdephone 
operators, dispatchers, and retail sales work- 
ers. The rate of acceptance and denial of claims 
is shown in table 8. The acceptance rate for 
potentially monitored office occupations was 
roughly the same as for all jobs, 34.2 and 35.2 
percent respectively. 

Other studies have found a high inddence 
of stress-related illness among woricers most 
likdy to eiq)erienoe elecbonic monitoring, even 
though monitoring itsdf was not examined as 
a variable. For example, a study by the Na- 
tional Institute of Occupational Safety and 
Health found that secretaries had the second- 
highest incidence of stress-related illness 
among 22,()()C wcH^urs. Tlie Framing^iam heart 
study, released in 1985, found that women clei> 
ical workers develop coronary heart disease at 
nearly twice the rate of other women work- 
ers.^ Researchers have commented that the 
stress-provoking factors in these j obs are ri^id 
w(»:k pacing, including machine pacing, monot- 
onous or repetitive work, and lack of discre- 
tionary control 



"Woridng Women Education Fund, "Health Hazaids for Of- 
fice Workers/' April 1981. 



Table 8.~R«vl0w of Oregon Worker Componsatloit Claims Involving Mental Stress 
January 1985 Through S6pteml>er 1986 



Number of Percent 
Occupation s claims Accepted accepted Denied 

All occupations 542 191 35.2 351 

P099lbly monliotwd oecupeHone: 

Office* (percent of total 13.4) 73 25 34.2 48 

Retail sales (percent of total 5.3) 29 11 37.9 18 

*Occup«Mon«, in ord»r of dtcrVMlng ff«qu«ncy, art. cltrk (30), Insurance adjuaior (10), ditpttchar (9), admlnlairttlv* support 
(S), compirtsf opsrMor (4), dds sntry (2). bank ttliar (2), islaphona oparator (2) 

SOURCE Orsoon Wofkar's Covnpansatlon Oapartmant, Rasaarch and Statistics Saction, *'Acc«ptad and Oaniad Claims In* 
voMng Mantai Strcaa, Oragon, 1/85^." 
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Time pressure, such as having to meet dead- 
lines, is another significant factor in stress. 
Studies have shown increases in stress level 
as difficult deadlines draw near.^ The experi- 
ence of deadline pressure on a constant basis, 
as mif^t be the case in a f ast-p aced monitored 
job, miy be moge damaging than deadline pres- 
sure experienced on an occasional basis. 

Two organizational actors have been shown 
to be of special significance for increased job 
stress and decreased worker health. These are: 
1) job involvement or participation; and 2) or- 
ganizational support, as reflected by supervi- 
sory style, support from managers, and chances 
for career devek^ment. Lack of participation 
in work activities has been demonstrated to 
result in increases in negative psychological 
moods.*^ In terms of organizational support, 
it has been shown that close supervision and 
a supervisory style characterized by constant 
negative performance feedback are related to 
hi^ levels of stress and poorer wotker health." 
The implication of these findings is that ex- 
cessive, impersonal electronic monitoring of 
employee performance that produces close su- 
pervision and constant negative performance 
feedback could promote worker stress. 

It has also been demonstrated that workers' 
feelings of lack of involvement are related to 
stress and that prolonged stress can be related 
to health complaints.^ Electronic monitoring 



''M. Friedman, R.H. Roflemnan, aod V. CarroiL "Changes in 
the Senim Choleiterd and Blood Cbtting Time in Men Sub- 
jected to Cyclic Variation of Occupational Streas, " Qrcuiation , 
1958. pp. 862-861. 

Margolia. W.M. Kroes, and R. Quinn, "Job Stress: An 
UnUated Occupational Hazard," Journal of OccupMtional Medi- 
cine 16. im, pp. 664^1. R.D. CepUsu S. Cobb. J.RP. FVench. 
R.V. Harriscm, and S.R. Piimeau, Jo6 Demands and Worker 
Health (Washington, DC: U.S. Government Printing Office. 
1975). M J. Smith, B.C. Cohen, and L.W. Stammerjohn, "An 
Investigation of Health Complaints and Job Stress in Video 
Display Operations," Human Factors 23, 1981, pp. 387-400. 

**R.D. Caplan, S. Cobb, J.R P. French, R.V. Harrison, and 
S.R. Pinneau, Job Demaads and Worker Health (Washington, 
DC: U.S. Govenmient Printing Office, 1975). M.J. Smith, B.C. 
Cohen, and L.W. Stammerjohn, "An Investigation of Health 
Complaints and Job Streea in Video Display Operations," Hu- 
man Factore 23, 1981, pp. 387-400. 

**World Health Organization, Psychosocial Factors and 
Health: Moaitoring the Psychosocial Work Environment and 
WcHurs' Health (Geneva: 1984). J. Rutanfranz, W. Colquhoun, 
P. Knauth, and J. Ghata, "Biomedial and Psychosocial Aspects 
of Shiftworic," Scandinanvian Journal of Work Environment 



has a propensity for reducing worker feelings 
of job involvement and may in this way in- 
crease worker distress. The chances to partici- 
pate and be involved in the job process may 
be diminished in work systems that are driven 
by employee performance monitoring. 

Reduced cowork^ support can also contrib- 
ute to stress. Monitored workers in several 
studies, and those interviewed by OTA stated 
that, due to their production standards and 
the electronic monitoring systm, they had no 
opportunity to interact with coworkers.^ 

One study of work monitoring in the tele- 
communication industry suggests that the pos- 
sible connection between monitoring and job- 
related stress is through the changed struc- 
ture of the work. In this study, no direct cor- 
relation was found between electronic moni- 
toring and stress-related illness. However, a 
correlation was found between monitoring and 
low job control which h^j3 been found, in other 
studies, to be associated with stress-related 
illness. The conclusion reached by the research- 
ers is that when jobs are redesigned to facili- 
tate computerized monitoring of work perf cmn- 
ance, they are also reshaped in ways that 
increase the degree to which management 
directs both the pace and the method of work. 



and Health 3, 1977, pp. 165-182. R.A. Karasek, Jr., "Job Deci- 
sion Latidute, Job Design, and Coronary Heart Disease," in 
G. Salvendy and M.J. Smith (eds.). Machine Pacing and Oc- 
cupational Stress (London: Taylor & Francis, 1981), pp. 45-56. 
R.D. Caplan, S. Cobb, J.R.P. FrendC R.V. Harrison, and S.R. 
Pinneau, Job Demands and Worker Health (Washington, DC: 
U.S. Government Printing Office, 1975). M.J. Smith, B.G. Co- 
hen, and L.W. Stammerjohn, "An Investigation of Health Com- 
plaints and Job Stress in Video Display Operations," Human 
Factors 23, 1981, pp. 337-400. B. Gardell, "Technology Aliena- 
tion and Mental Health," Acta Sociologica 1 9, 1976, pp. 83-94. 
B. Margolis, W.M. Kroes, and R. Quiim, "Job Stress: An Un- 
listed Occupational Hazard," op. dt. S.G. Hayn^a and M. Fein- 
leib, "Women, W(vk and Coronary Heart Disease: Proapective 
Findings From the Framingfaam Heart Study," American Jour- 
nal of Public Health 70, 1980, pp. 133-141. M.J. Coiligan, J.J. 
Smith, and J.J. Hurrell, "Occupational Incidents Rates of Men- 
tal Health Disorders," Journal of Human Stress 3, 1977, pp. 
34-39. 

'^For example see R.H. Irving, C.A. Higgins, and F.R. 
SafiQreri, "Coo^terized Performance Mcmitoring Systems: Use 
and Abuse," Communications of the ACM, August 1986. In- 
terviews in Michael J. Smith, Pascals Carayon, and Kathleen 
Miegio, "Motivational, Behavioral and Psychological Implica- 
tiona of Electronic Monitoring of Worker Performance,," con- 
tract report prepared for OTA, July 1986. 
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This lack of personal control, in turn, places 
workers at significantly greater risk of ill 
health." 

Computer Pacing and Stress 

Machine pacing is different from computer 
monitoring. The work of a directory assistance 
operator offers an example of a 'iow control 
job," one that is both paced and monitored by 
computer. A compu« or-controUed distribution 
system passes a call to an operator. He or she 
greets the customer, hears the name to be 
looked up, and ^ceys it into a co^iiputer termi- 
nal. Once the proper information appears on 
the screen, the operator presses a key to re- 
lease the call. A voice synthesizer actually 
reads the telephone number to the customer. 
Once the call is released, the distribution sys- 
tem presents another call to the operator. 

The job is momtored, L. that records are kept 
on the operator's performance within each 
call— the time to respond to the call, locate the 
proper information, and release the call (simi- 
marized as average work time or AWT). In 
addition, the job is also maciune paced in that 
the cycle time between ^alls is controlled by 
the computer, not by the operator. Work pres- 
sure increases if that cycle time is very short. 

It h'^s been roted that new technology has 
turned the job of directory assistance opera- 
tor into a literally thankless task. Not only is 
the pace hectic, but because the operator re- 
leases the call before the customer receives the 
neeilad information, the operator never hears 
customers say ''thank you." Job design fac- 
tors, along with the fast pace, probably grec^tly 
contribute to stress in this job. 

Machine pacing has been implicated as a sig- 
nincant factor in Hi-health among factory work- 
ers. Computers— which c^n operate at high 
speeds on a continuous basis— have increased 
the pacing impact c i office workers. Recent 
reseaich suggests that pacing produced by 
computer-driven video display systems may 

Steven P. Vallas and William V. Calabro» "Occupatior^al 
C ditions and Worker Health in the Communications Indus- 
try," New York Institute of Technology, Human T^esources De- 
velopment Center, no date. 



have an even greater stress effect than tradi- 
tional factory pacing.^^ 

Feedback and Motivation^ 

Perhaps the best use of information about 
an employee's performance is to give it back 
to the employee. One advantage that electronic 
measurement can offer to workers is accurate 
and timely information about their own per- 
formance. Studies of feedback, whether related 
to sunple sensory feedback or to higher levels 
of feedback related to knowledge of results, all 
indicate that ^eople want to know about their 
performance and will seek out such knowledge 
when it is absent.^ 

Immediate sensory feedback helps employ- 
ees to exert better control over skilled actions 
and to correct errors.^ For example, the feel 
of the keyboard and the display of the charac- 
ters on the video screen hdp a data entry or 
word processing operator to know that data 
is being L w/ed properly. This type of feedback 
is continuous throughout the task. 

A higher level of feedback, knowledge of re- 
sults, occurs when a task is completed and 
evaluated against some external standard, and 
the results are fed back to the employee; 'Tou 
have produced 10 percent over the production 
goal today," or 'Tour output had 2 percent 
errors." This kind of feedback provides direc- 
tion to the worker about future output. 

Feedback about one's own activities can be 



'^^M.J. Smitli. B.G. Cohen, and L.W. Stammerjohn, "An In- 
vestigation of Health Complaints and Job Stress in Video Dis- 
play '^Derations," Human Factors 23. 1981, pp. 387-400. A. 
Cakii .i. Reuter, L. Von Schmude, and A Arrobruster Inves- 
*^igatioDS the Accommodations of Human Psychic and Phys- 
ical Functions to Data Display Screens in the ]\orkplace (Ber- 
lin: Institute fur Arbeicswissens'-^uft der Technician 
Universitat Berlin, 1978). 

^^This ser 'on draws heavily from Michael J. Smith, Pascale 
Carayon, aL Kathleen Miegio, "Niotivational, Behavioral and 
Psychological ImplicCitions of Electronic Monitoring of Worker 
Performance,,*' contract report prepared for OTA, July 1986. 

^S.J. Ashford and L.L. Cummings, "Feedback as an Indi- 
vidual Resource: Personal Strategies of Creating Information,** 
Organizational Behavior and Human Performance 32, 1983, pp. 
370-398. 

^K.U. Smith and M.R. Smith, Cybernetics Principles of 
.jeamingand Education Design (New York, NY: Holt, Rine- 
hart & Wi iston, 1966). 
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a very powerful motivator and has been found 
to have a strong influence on productivity, and 
in some cases on job satisfaction as well. Peo- 
ple like to do a good j ob, but without informa- 
tion they often don't know whether they are 
doing one or not. 

Because computer technology is adept at 
gathering and correlating information, it can 
be very useful in giving timely feedback to 
wori^ers in a useful form. For examine, office 
systems can be designed to give performance 
information to workers as weU as to supervi- 
sors. In some firms, for example, customer 
service representatives can get private access 
to their own recent performance by keying the 
proper code into th^ir workstations.^ Any in- 
formation that is available to their supervisor 
is available to the individual workers, as weU 
as comparisons with the gro ) average and 
the standards. 

A recent study reviewed ' case Mstories 
and found that without excep« ^n^ pie per- 
formed better when they were gi jome ob- 
jective, quantitative feedback about their own 
performance or output. This study did not fo- 
cus on electronic work measurement, but 
rather on both manual and electronic methods 
in a variety of work settings, including banks, 
payroU offices, reservation offices, manufac- 
turing facilities, and health care facilities. The 
form in which feedback was given also varied 
from one setting to another. The three meth- 
ods most commonly used were private individ- 
ual fe«Hiback, public individual feedback, and 
public group xeedback. In some cases, objec- 
tive feedback was combined with other inter- 
ventions such as praise, public recognition, or 
additional treining; but positive results were 
also noted where feedback alone was 
provided.®^ 

Feedback may serve as both a motivator and 
an instructional device. When people receive 
what they perceive as objective feedback, they 
can compare what they actually did to: 1) what 

"^Interviews at Americui Expreaa Southern Regional Goer- 
ations Center. 

•^Richard E. Kopelmf n, Managing Productivity in Organi- 
zmtiona: A Practical, People-Oriented Perspective {New York. 
NY: McGraw Hill. 1986). pp. 163-187. 



they thought they did and 2) what they are 
expected to do. In some cases it may correct 
misconceptions or inaccurate perceptions about 
what thoy are domg. In one example, airline 
reservation clerks were provided with profiles 
of their verbal behaviors based on sample 
recordings of their telephone conversations 
with customers. One clerk commented on see- 
ing the feedback: 

When apked previously whether I used the 
customer's name I would have said— and 
bfiieved— ''Of course, we were trained to do 
tjiat.'' I was really surprised when I saw ob- 
jective evidence on how little I was actually 
doing it.®* 

As a result of the feedback, use of the custom- 
er's name by the clerkc. rose by 87.5 percent, 
while the clerks' interrupting of customers (a 
habit the employer wished to discourage) 
nearly disappeared. 

Feedback is an effective modifier of behavior 
if it is seen as a valued commodity by the re- 
cipient and if it is timely. It ^akes on value to 
the individual when it is effective (relevant, un- 
derstandable, accurate, useful) and when it 
comes from a trusted or highly regarded 
source. Although feedback need not be imme- 
diate or continuous, it should be given fre- 
quently. The longer che delay, the less effec- 
tive it is in affecting performance.®' A 
nimiber of the workers interviewed for OTA 
expressed a desire for more frequent feedback 
about their work. They also thought that feed- 
back information from the electronic monitor- 
ing system could be better designed to help 
them gam more control of their work. 

If employees perceive that rewards and/or 
punishments could ensue from an evaluation 
of their performance, they are especially inter- 
ested in feedback. They want to understand 
the basis of rewards and punishments, and 
feedback helps to resolve feelings of ambiguity 
or uncertainty. 

"Ibid., p. 176, citing Stephen A. Allen. ''Aer Lingua— Irish 
{Br* '^aae #9-477-640 (Boston, MA: Intercollegiate Case Clearing- 
house, 1976). p. 7. 

Smith. B.G. Cohen, and L.W. Stammerjohn. *'An In- 
vestigation of Health Complaints and Job Stress in Video Dis- 
play Operations.'* Human Factors 23, 1981, pp. 387-400. 
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At the same time, feedback of performance 
can create feelings of anxiety, frustration, and 
lowered self-esteem. Since feedback fulfills an 
error-correction function as well as a perfor- 
mance-appraisal function, it can indicate to em- 
ployees that they are not doing their job as 
wcU as they would like to, or as well as the 
employer would like them to. This can create 
stress, even when it resolves the stress asso- 
ciated with uncertainty and ambiguity. In 
short, feedback is a two-edged sword insofar 
as stress is concerned. 

Feedback is necessary to groups as well as 
individuals, and computer monitoring systems 
can also give workers immediate information 
about tl^ work environment letting them know 
how their work group is doing right now, and 
how they can best contribute. 

To take telephone customer service again as 
an example, some offices have clearly visible 
displays on the wall that show the number of 
incoming telephone calls waiting to be an- 
swered and the age, in seconds, of the oldest 
call. Such displays could be used as weapons 
of callous management to keep constant pres» 
sure on agents of imderstaffed offices. How- 
ever, in a properly staffed office, where peaks 
of incoming calls occur for a few minutes at 
a time, a few times a day, status displays be- 
come tools in the hands of the work group. Peo- 



ple know how to pace their work. When the 
display shows all zeros, agents feel freer to take 
a little extra time with a difficult caller, to catch 
up on paper work, or to take a break. When 
many caUs are backed up, they can make an 
extra effort to finish a caU quickly, or perhaps 
to defer a break for a few minutes rather than 
abandon their colleagues in a crunch. 

Team spirit and friendly competition can be 
powerful motivators, and both employers and 
employees can benefit if they are not abused. 
However, workers can also perceive employers' 
use of feedback and social pressure to be un- 
fair and manipulative. A Pacific Western Air- 
lines (PWA) productivity campaign drew union 
protests when company posters urged reser- 
vation clerks tor 

Compare yourself with your friends. Com- 
pare yourself with ones who aren't your 
friends. Are you pulling your weight at the of- 
fice? When the monthly statistics are pub- 
lished, ensure you're not dragging down your 
team and your office. 

The union newsletter charged PWA with set- 
ting workers against each other, and called the 
campaign a "new low in . . . degradation."^® 



^"Lawrence Archer, "I Saw What You Did and I Know Who 
You Are," Canadian Business, November 1985, p. 81. 



THE FUTURE OF WORK MONITORING 



The OTA report on Automation of America 's 
Offices pointed out some trends in the growth 
of computer-based office automation t^quip- 
ment that have implications for the future of 
work monitoring. 

One trend was the inevitable movement 
toward direct machine-to-machine communi- 
cation. Increasingly, data will be captured in 
machine-readable form at the point of origin, 
customers will enter their own data (as with 
automatic tdler machines) information will be 
recorded using optical scanning and voice rec- 
ognition, and different computer systems will 



talk directly to each other, thus reducing the 
need to keyboard data. 

Another trend was the growth in the intro- 
duction and use of office automation equip- 
ment and its rapid adoption by all sectors of 
the economy. It is estimated that by the year 
1990 there will be one computer terminal for 
every three workers in the United States; by 
the year 2000, terminals may be as conmion 
in offices as telephones. 

Both of these trends suggest possible ch&* ges 
in the population of workers that will be af- 
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fected by computer-based WQrk-monitoring 
technology. For example, the prime example 
of the monitored job today is that of the data- 
entry operator, but over the next 20 years the 
growth rate of data-entry workers is expected 
to slow or perhaps decline. Those that remain 
will probably still be monitored, but they will 
be a smaller prc^xntion of the office work foixe. 

The other trend— towards wider use of cono- 
puter^based office equipment— suggests that 
more jobs will be at least partly automated or 
dependent on the use of a computer. As a re- 
sult, more types of j obs will be possible candi- 
dates for electronic monitoring. Although the 
characteristics of monitored jobs listed at the 
b^gmniAig of the chi^ter (r^titive tasks, high 
vdume of woik, low training requirement, high 
tolerance for turnover, ample lidx>r supply) de- 
scribe ideal conditions for monitoring, th^ are 
not absolutes. It is already possible to apply 
electronic monitoring to some highly sldlled 
professional and management positions. Some- 
times monitoring has not worked well in hi£^- 
level positions. Employee resistance may have 
caused management to back down on imple- 
mentation plans, or, as in the case of bank loan 
officers interviewed by Westin, employees may 
have foimd ways to '"game" the system 
feeding it false information.^^ The costs and 
importance of employee resistance can diange 



^^Alan Westin, "Privacy and Quality of Life Issues/' Alan 
Westin, "Privacy and Quality of Work Life Issues in Employee 
Monitoring/' contractor report prepared for OTA, 1986. 



over time, however. If at some future time man- 
agement determines that the benefits to be 
generated fit>m moniUning a particular job cat- 
egory will outweigh possible costs in higher 
turnover, monitoring systems are likely be in- 
troduced. And while professionals may be able 
to defeat their current monitoring system, a 
system that automatically collects correct in- 
formation could be designed if their employer 
ever decides it is worth the cost. 

The growing use of computer-based manage- 
ment information systems also means that 
more managers will be subject to closer moni- 
toring, simply because more of their day-to- 
day decisions will be revealed to superiors 
through the computer system, rather than 
waiting for monthly or quarterly reports. 

If there is a growth in computer monitoring, 
or a spread to other tjrpes of work, it does not 
necessarily mean a devaluation of office work. 
Computer-based monitoring can offer advan- 
tages to empl(qrees, for example, improved 
fe^back and better control of their own work. 
Professional and managerial workers may be 
able to use their bargaining power with em- 
ployers to participate in decisions about the 
redesign of their jobs or the implementation 
of work measurement and monitoring, as to 
assure fair use of monitoring. As with other 
examples of technology in the workplace, many 
nontechnological factors, including manage- 
ment and employee attitudes, corporate cul- 
ture and relative power relationships, will gov- 
ern how the technology is used. 
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Chapter 3 

Telephone Call Accounting 



INTRODUCTION 



The perscmal use of gov^nment telq)hoiies, 
HH^ the controversy about what to do about 
it, was in the news throughout 1985 and 1986. 
News stories carried headlines like: "U.S. 
Agencies Use High Tech To Curb Workers' 
Phone Use: Savings Estimated at $300,000 a 
Year,"* * U.S. Phones Raise Issue of Privacy: 
New Equqnnent Would Ptovide Detailed 
Records of Calls.''* "U.S. To Use Program To 
Audit Federal Employees' Calls,'" "Planned 
Phone Audit Brings Blast From Several 
Groups,"* "Toll Calls Abused by U.S. Em- 
ployees,"* and "Lipten Up Government 
Workers: You May Be Allowed One Call"* 

Personal phone use in government was ex- 
amined in an audit conducted by the General 
Services Administration (GSA) under the 
F^Bsklent's Councfl on Integrity and EfGdenQT 
(PCIE). That audit rq>orted in the spring of 
1987 that an average of about 33 percent of 
off-network caDs sampled on the Fedma Tde- 
communicaticms System (FTS) were "unoffi- 
cial," i.e., made for personal reasons.^ 

Of course personal use of employers' tele- 
phones is not a phenMoenon limited to gov- 
emmoit. Tdq>lione use has been called a 
"phantom job benefit" becoose many employ- 
ees, in both public and private sectcm, believe 
they have a right to make s<mie calls fitMn the 
telephone CO their desk. Reliable data are not 
available for the private sector, but telecom- 
munications experts have given estimates of 



^nUrview wUh Edward Homll, MitcheU & HomU, Inc . 
Jnna 24, 1966. 

W«ir ybrlr fimm. Mar. 17, 1M5. 

'Coa puim wm H Mar. 25, 1965. 

^FtOmw! Tbom, Mar. 26, 1965. 

^WmhingUm Pott, June 21, 1966. 

•Waahington Pkmi, Sapt 11, 1966. 

^IVaaidnt't Gmncfl on InUgnty and Effir cy, "Cooioli- 
ditod Biport oe Pwl— i T ri t f w nm ai ni catiopa S 4m(FTS)Uti- 
]iiMioB,"praparadby thaOaovalServkaa Admu^ 
fiot of the Impactor GaMral, Mar. 16, 1967. 



personal use in the private sector that range 
from 10 or 15 percent^ to as high as 30 or 
even 50 percent.' 



Emplc>yees' personal use of telephones has 
been going on for years— a common practice 
that many firms and agendas haveigncn^das 
being o: Uttle importance. However, in the past 
few years new techndogical tools to measure 
and control tel^hone costs have come on the 
market and are being enthusiastically pro- 
moted by a growing segment of the telecom- 
munication industry. Deregulation of the tele- 
phone industry has forced many firms to pay 
greater attention to the costs and management 
of their tel^hone systems. Although kmg-dis- 
tance rates have declined steadily for the past 
decade, telq>hone costs remain a maj<n- busi- 
ness expmse. Many firms have adopted new 
techncrfpgies, such as tdq>hone call-accountt#ig 
software, in an effort to further control these 
costs. 



Controvert arises because use of call- 
accounting software may impinge on the 
privacy of people using the telephone system. 
Although its best and most common use is as 
a statistical tool to analyze patterns of tele- 
ph<Mie use for a firm or office, call-accounting 
records can also provide detailed inf ormati<m 
about each miividund call, wh^tt^ officia! or 
p^sonaL The software automatically can re- 
ccHtl the inf <mnation kw enforcement offiuaals 
sometimes gather udng ' 'pen r^jsters"— the 
exact tame, date, originating eztensi<m, and 
destination numbo* of every call— local or long 



'Inttfview with Edward HorreU, MitcheU & HomU, Inc., 
June 24, 1986. 

Uudith HaveoiaiUL 'Toll Calls Abueed by U.S. Enmloyees," 
WMBt^ngt4m Post, June 21, 1986. 
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distance. Such information, properly exam- 
ined, can sometimes provide considerable in- 
formation about the caller/^ 

This chapter reviews the growing trend in 
use of call-accounting software by employers 
in and out of government. It also attempts to 
place call accounting in the context of other 
telecommunication management tools. Call 
accounting is only one of a number of technol- 
ogies gaining use in firms and government 
agencies to control telephone costs. This chap- 
ter also discusses other techniques that can 
be used instead of or in addition to call 
accounting. 

Managing Telephone Costs 

Controlling personal calling is not the only 
way to reduce the telephone bill. Industry ex- 
perts estimate that 35 to 40 percent or more 
of all long-distance calls are ''waste caUs." 
These are sometimes characterized as a com- 
bination of four factors: 

• poor system design, 

• fraud (imauthorized use by outsiders), 

• abuse (personal use by authorized users), 
and 

• misuse (overuse or the use of a high-cost 
service when a low-cost alternative is 
available).^^ 

The proportional importance of each category 
varies from one organization to another, but 
abuse and misuse are often the largest, accord- 
ing to some experts. Several technological ap- 
proaches for combatting them are discussed 
in this chapter. 

Poor system design means that telephone 
equipment and service are not suitable to the 
particular calling patterns of the firm. In the 
past 10 years, « bewildering variety of alter 
natives has developed for business telephone 



>^or a discussion of the use of pen registers in law enforce- 
ment, see U.S. Congress, Office of Technology Assessment, Fed- 
md Gavmuoeo^ InformMtioD Technology: Electronic Surveil- 
iMDce and Civil Uberties, OTA-CIT-293 (Washington. DC: U.S. 
Government Printing Office, October 1985). 

"Interview with Edwaid Horrell Mitchell & HorreU. Inc.. 
June 24. 1986. 



subscribers. Good teleconun unications man- 
agement begins withundersi anding the needs 
of the firm and making basic decisions about 
the size of the system needed, what long-dis- 
tance carriers to use, whether to lease private 
lines or to own private switches, and so on. Be- 
cause of the wide variety of services offered 
and the different rate structiu*es of the long- 
distance telephone companies (carriers), wrong 
design decisions can be costly. Telephone call 
accounting, as discussed lat^ in this cheater, 
can be usefid in giving a clear picture of tele- 
phone use on which to base management de- 
cisions. 

Telephone fraud perpetrated by outsiders 
can be costly to an individual firm, but most 
of its costs fall on the telephone industry and 
users as a whole. Fraudulent activities range 
from individual hackers using private systems 
for their own calls to multilevel marketing 
schemes that sell illegally obtained authoriza- 
tion codes to consumers. If the Intimate user 
(individual or corporate) notices charges for 
these calls on the phone bill and denies making 
them, the cost is usually absorbed by the long^ 
distance carrier. The cost of telephone fraud 
was estimated at $500 million in 1985.'' The 
telephone industry is attempting to combat 
fraud by improving system software's ability 
to detect and investigate illegal users. As will 
be discussed later in this chapter, telephone 
call accounting can he^ firms reduce costs due 
to fraud by giving them an accurate listing of 
telephone ciJls independent of their telephone 
bill. 

There are two basic approaches to reducing 
unwanted calls. The first is to keep careful 
track of all calls so that problems of misuse 
or personaluse can be tracked and people who 
make the calls can be identified. This is called 
a passive ^proach to telephone management, 
and the principal tool is telephone call account- 
ing. The second approach is to design the tele- 
phone system so that unwanted calls are diffi- 
cult or impossible t'^ make, and so that calls 
that are ma^e are of reasonable length. This 

'^Walter G. Frier, "Combating Long Distance Service 
Abuse/* Telephony, Aug. 11, 1986, pp. 69-70. 
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active approach to telephone system manage* 
ment is aided by such technological tools as 
least-cost routing, call blocking, and timed 
signals. 

As the Federal Government begins the proc- 
ess of revamping its telephone system, it will 
undoubtedly make use of several of these tech- 
niques. The one that has aroused the most con- 
troversy is call accounting, because of ques- 



tions about the privacy of individuals who 
make the cells. With the advent of improved 
records on all long-distance calls, the govern- 
ment finds itself faced with the need to review 
and revise some outdated policies related to 
the use of its telephone system. Before discuss- 
ing these policies in detail, however, it would 
be good to look at how active and passive tele- 
phone management tools work and how they 
are used in government and private industry. 



TELEPHONE CALL ACCOUNTING 



In the past 3 years, telephone call account- 
ing has become one of the fastest growing seg- 
ments of the telecommunications market, but 
call accounting is nothing n^w. Every con- 
sumer engages in telephone call accounting at 
home by reviewing the monthly telephone bill 
to make mre that all the long-distance calls 
listed were actually made by someone in the 
household. 

Telephone bills for businesses, while they are 
sometimes more complex than residential bills, 
provide essentially the same information: the 
date* time, duration, destination, and cost for 
calls. Usually all this information is provided 
to business customers as a matter of course 
for direct-dial or operator-assisted long-dis- 
tance calls. However, long-distance calls made 
cm Wide- Area Telecommunications Service 
(WATS) lines (which are billed on an average- 
cost*per-call basis) and local calls usually are 
not reported in detail to business customers, 
imless specially requested and paid for. 

Businesses and government agencies are be- 
coming more aware of the value of an accurate 
record of calls in managing and reducing their 
telephone costs. Even if call detail is provided 
by the carrier (long-distance telephone com- 
pany), the firm may want an independent rec- 
ord of telephone calls in order to verify the car- 
riers' bills or allocate telephone costs to 
different dq)ai:tmt ts within the wganization. 
Businesses can get such accurate, up*to-date 
call accounts either from a ''service bureau," 
or through a call-accounting system on their 
own premises. 

ERIC 



It is estimated that about 19,600 stand-alone 
call-accounting systems were sold in 1985, 
amounting to revenues of about $206 million 
for their manufacturers. This market is grow- 
ing at about 50 percent per year and there are 
currently about 130 firms that either manu- 
facture a call-accounting device, write call- 
accounting software, or provide call-account- 
ing services." In addition, many private 
branch exchanges (PBXs), the computerized 
switching systems that route telephone calls 
in many offices, have built in call accouni^ing 
capability. 

How Call Accounting Works 

Raw data about calls— the time, duration, 
called number, originating extension, and 
estimated cost— can all be coUected by a de- 
vice called a station message detail recorder 
(SMDR) that can be attached to the telephone 
system. SMDRs can produce an enormous vol- 
ume of information that is of little use until 
it is processed and analyzed. 

Probably the oldest type of call accounting 
is offered by computer service bureaus, which 
came into existence around 1970. The service 
bureau uses mainframe computers to process 
the magnetic tapes produced by SMDRs and 
provides the customer with monthly or quar- 
terly reports. The cost for such a service varies 
widely. Depending on the number of lines, the 
fee can range from $1 to $4 per telephone.^^ 

^'Daniel I. Strusaer, ''Good News in the Call Accounting 
Maricet/' Tclecontiect, March 1986, p. 62. 

^^Daniel I. Stnisser, ''The Six Kinds of Call Accounting/' 
TelecQfuiect, March 1986, pp. 66-71. 

' 76 



64 • The Electronic Supervisor New Technology, New Tensions 



Figure 9.— Sample Call Detail Report 



Date: 03/07/84 
Time: 11.56:20 

Report Period: 2/24 - 2/29 

Name: Dan Jones 
Ext: 1551 



Page. 1 



Division- Telecommunications 
Department: Engineering 



Date 


Time 


Duration 


Charge 


Number called 


Facil 


(1) City 


ST 


2/24 


08:01 


00:12:15 


0.06 


616^29-2998 


Local 


St. Joseph 


Ml 


2/24 


11:35 


00:25:00 


5.86 


703^200880 


WATS 


Roanoke 


VA 


2/25 


08:46 


00:00:30 


0.06 


616-4294151 


Local 


St Joseph 


Mi 


2/25 


08:52 


01:12:30 


25.90 


212-8294272 


DDD 


New York 


NY 


2/25 


10:57 


00:07:30 


0.10 




Incmg 


Anaheim 


CA 


2/25 


12:57 


00:10:56 


4.10 


714-525-5252 


MCI 


2/25 


14:00 


00:16:01 


6.27 


312-577-7901 


FX 


Chicago 


IL 


2/25 


14:07 


00:01:30 


0.10 




Incmg 


Anaheim 


CA 


2/27 


09:43 


01:05:03 


35.12 


714-525-5252 


DDD 


2«7 


12:55 


00:01:00 


.42 


703^20-0880 


WATS 


Roanoke 


VA 


2/27 


13:14 


00:10:00 


0.06 


616429^241 


Local 


St Joseph 


Ml 




Totals: 


03:42:15 


77.15 












Fixed: 




5.00 


Calls: 11 


Cost/Min: 


.33 










82.15 











(2) Acct. Code 



There are about 30 firms in the United States 
that provide this service. Service bureaus have 
general^ been used only by large firms with 
high volumes of calls and multiple sites/^ 

Advances in computer technology are now 
making call accounting more economical for 
smaller firms. Call-accounting software is now 
available for direct use by the customer, and 
it can be run on personal computers, minicom- 
puters, and mainframes. About half of the serv- 
ice bureaus, along with dozens of other com- 
panies, lease or sell call-accoimting software 
for customers to use. In addition, some PBXs 
come with built-in capability to record raw call 
data with a SMDR and to process call- 
accounting reports. Prices for call-accounting 
software vary widely, from as low as $800 up 
to $40,000, depending on the size of the tele- 
phone system and on the special features that 
might be desired.^* Many software packages 
prmiuce not only a detailed listing of all calls, 
but also allow the development of a number 
of standard and customized reports. 



"MCI Education Center. Gaining the Competitive Edge: 
Network Design, p. Lr6. 

**Daiuel I. Strusser. "The Six Kinds of Call Accounting, ' 
Teleconnect, March 1986. pp. 66*71. 



Call Accounting and Telephone System 
Management 

The report-generating capability of the sys- 
tem is important. While the call-accoimting de- 
vice keeps track of all calls in the order they 
are made, a simple printout of all call records 
may be of little use, especially in a large firm 
with thousands of telephones and dozens of 
locations. 

Figure 9 is a sample printout from a cail- 
accounting system. This particular system is 
designed for small companies— with perhaps 
100 to 500 telephones— ard runs on a personal 
computer. Raw call data is transferred to the 
personal computer from the SMDR through 
a RS232 connection (like the nnxhilar phone 
jack on most tdephones). Once the call records 
arMoaded on the computer, che caH-accounting 
software can produce a nunber of standard and 
customized reports. Figure 9 shows all the calls 
of a particular extension (1551), including the 
date, time, duration, cost, number called, and 
city and State of destination number. This in- 
formation is similar to that found on a tele- 
phone bill, except that there is somewhat 
greater detail. To some extent the level of de- 
tail to be used in reports can be chosen by the 
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Figure lO.—Sample Summary of Calls 

Date: 03/07/84 

Time: 11:43:37 Page: 1 

Report Period: 2/24 - 2/29 



Ext. 




Total 


Fixed 


Local 


LD. 


OutDur 


Incom 


InDur 


Name 


cost 


cost 


cost 


cost 


HR:MN 


Cost 


HR:MN 


101 


Jackson, John 


16.54 


0.35 


0.00 


16.19 


0:25 


0.00 


0:00 


102 


Cheever, ChucK 


4.48 


0.27 


0.00 


0.75 


0:05 


0.40 


10:32 


103 


Berg, Wendy 


9.36 


0.42 


5.61 


3.33 


0:11 


0.00 


0:00 


104 


West, Ellen 


4.00 


4.00 


000 


0.00 


0:00 


0.00 


0:00 


111 


Cassidy, Mike 


16.88 


0.56 


0.00 


13.62 


0.18 


2.70 


5:12 


125 


Ryan, Pete 


3.25 


3.25 


0.00 


0.00 


0:00 


0.00 


0:00 


150 


Potts, Karl 


1.20 


1.20 


0.00 


0.00 


0:00 


0.00 


0:00 


155 


Jones, Dan 


83.05 


5.00 


0.18 


77.67 


3:33 


0.20 


0:09 




Totals: 


138.76 


15.05 


5.79 


111.56 


4:32 


3.30 


15.53 



system manager. For example, this particu- 
lar firm has chosen to list and assign a cost 
to local calls as weU as long-distance ones, and 
to include a listing and charge for incoming 
(Incmg) calls. 

Figure 10 shows a summary report by ex- 
tension, summarizing the costs and activities 
of all telephones in a particular department. 
Similar detailed and summary reports could 
be generated by extension, by caller, or by ac- 
count code, for each department or division in 
the firm. 

More sophisticated cost-accounting reports 
are also useful for equitably allocating tdecom- 
mimication costs. Based on reports generated 
by the call-accounting system, costs can be al- 
located to the proper department, project, or 
customer account. Law offices, for example, 
which must keep accurate records of each at- 
torney's expenditure of time and resources for 
each client, can generate accurate reports of 
telephone calls rented to each case. This might 
be done either by having staff members dial 
a cost code before dialing each number, or by 
having the call-accounting system store tele- 
phone nimibers known to be fi^uently used 
for each client. Call accounting software for 
hotels and hospitals produces phone changes 
for inclusion in client bills. 

Another advantage of modem call-account- 
ing software is the ability to process mountains 
of raw call data into useful information about 



calling patterns and system utilization. For ex- 
ample, a summary of all calls by trunk (or type 
of service) would enable a telecommunications 
manager to compare the number of calls and 
relative esqienditures for direct dial and WATS 
lines to determine if the firm has the right fa- 
cilities to meet current needs. Or the system 
could produce a report of the 50 most fre- 
quently called numbers, in order of frequency. 
The telecommunications manager might use 
this information to determine whether a pri- 
vate line connection would be a more economi- 
cal way to carry calls between the main office 
and a frequently called branch office. A report 
on trunk utilization, by day and hour, can also 
be useful in analsrzing the level of use of the 
telephone, and might also be useful evidence 
in case of disputes with carriers about the 
amount of the telephone bill. 

Call Accounting and Employees' 
Personal Use of Telephones 

At some firms and government agencies, 
analysis of the most frequently called niunbers 
turned up a large number of calls to off-track 
betting, "Dial-a-Pom," the weather rqx»t, and 
many long-distance calls to locations that did 
not do business with the organization. 

Employees' personal use of employers' tele- 
phones has become a concern in the past few 
years and reference to the money being spent 
on personal calls is a major sales tool for ven- 
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dors of call-accounting equipment. Telecom- 
munications trade magazines (and advertise- 
ments of co8t*accounting system vendors) are 
full of anecdotes about abuses uncovered when 
firms first start keeping track of their tele- 
phone calls. Stories include, for example, the 
secretary who placed a one-hour long-distance 
call during lunch every day in order to listen 
to a aoap opera on her mother's television. Or 
the man who ran his personal business fron^ 
the office telephone— a business that required 
hundreds of longniistance calls weekly. Or the 
woman who used the call-forwarding feature 
of her office telephone to receive many hours 
of long-distance calls at home in the evening. 

On the other hand, many other people are 
using employers' telephones in much less ex- 
pensive, but still pervasive ways. Employees 
are human beings with concerns beyonu the 
workplace, and th^ sometimes have personal 
business that must be somehow completed dur- 
ing work hours. People with toothaches have 
to call the dentist. People with car trouble have 
to call the mechanic to see if the work is done, 
and then call aneighbor to ask for a ride home. 
Woridng parents need to know if their children 
have arrived home from school; indeed, par- 
ents in windowless offices may need to con- 
sult the weather report first to know what in- 
structions to give their children. 

One surv^ of Fortune 1000 firms estimated 
that employees spent an average of 14.9 min- 
utes per day on personal calls (about 3 percent 
of an 8-hour day), or the equivalent of 1 Vi work 
weeks of personal telephone calling per 
year.^^ The numbers may be suspect, since 
they are based on estimates by personnel man- 
agers, but they show that perception of a prob- 
lem is widespread. As mentioned earlier, some 
teleconununications experts have estimated 
personal calling in the private sector to range 
from 10 to 50 percent of calls.^® 



^^"Employees Spend Over One and A Half Weeks of Job 
Tune on Personal Phone Calls Each Year, Nationwide Survey 
Reports/' Sandford Teller Communications for Accountemps. 
New York, Aug. 30, 1984. 

^'Judith Havemann, "Toll Call)* Abused by U S. Employ- 
ees,'* Waahington Poet, June 21. 1986. 



Despite the long-term decline in long- 
distance telephone rates, and the sharp decline 
since divestiture/^ telephone costs remain a 
majw expenditure for many firms. Technologi- 
cal tools that promise to further control these 
costs are attractive to managers, and vendors' 
assurances of reduced telephone costs have 
fueled the sales of call-accounting equipment 
and software. 

Personal use of an employer's telephone has 
been called a ''phantom job benefit." Many 
people consider personal use of the telephone 
on their desk to be a reasonable perquisite, and 
the question of when this personal use becomes 
''abuse" is sometimes difficult to decide. Many 
people would agree that employees who place 
several hours of personal long-distance calls 
per day are outrageously misusing their em- 
ployer's facilities. Many of the same people 
would think that an employer that doesn't al- 
low parents to call home each day is insensi- 
tive to employees' needs. Reasonable behavior 
on both sides is somewhere between these ex- 
tremes, but where should the line of "reason- 
able use" be drawn? Two local calls per day? 
Ten? One local call and one short long-distance 
caU? 

Often firms recognize a need to balance good 
management of the firm's resources with the 
biblical injunction against "binding the 
mouths of the kine that tread the grain." They 
are also aware of their own interest— there are 
other productivity factors to consider in addi- 
tion to the cost of the telephone call. People's 
minds are clearer to focus on work if their per- 
sonal problems are settled. Some calls simply 
have to be made, one wayr or ai ther. It may 
be better for the firm's total productivity to 
let people take care of personal bur* dxir^ 
ing a short break at their de^^ks than to require 
them to wait in line at the pay phone. 

Organizations differ in t]\9xc official policies 
of employee use of telephones. OTA inter- 
viewed teleconununications managers of sev- 
eral large firms. Some say flatly that office tel- 



'•For example see FCC Orders AT&T. Local Phone F>m8 
to Lower Long-Distance Rate of Return/' Wall Strett Journal, 
Aug. 8, 1986, p. 3. 
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ephones are for business use only. However, 
the view of one telecommunications manager 
was conmion, ''We say company phones are 
for company business, but actually we don't 
care about local calls as long as they keep it 
reasonable/'^ A few organizations had no 
problem with personal long-distance calls as 
long as they were of reasonable length and the 
employee reported the call and reimbursed the 
organization. 

And of course, regardless of official policy, 
there is a wide variation in the enforcement 
of the policy. Offices that do not keep track 
of their telephone usage through call account- 
ing have little idea whether the poUcy is being 
observed or not. 

Even firms using call-accounting systems 
seldom find it cost-effective to evaluate every 
call to see if it is official The common practice 
is to use the call-accounting system to gener- 
ate ''exception reports," reports that indicate 
unusual call patterns that might result from 
misuse. Here is where the ability of the call- 
accounting system to track all calls by time 
and originating telephone, and then to corre- 



^Inter/iew with telecommunications manager of a financial 
services organization^ December 1985. 



late and process that information, becomes par- 
ticularly important. For example, a numba* of 
long-distance calls from a department that has 
no out-of-state business might indicate that 
personal long-distance calls are being made. 
Many calls after business hours might indicate 
that the security or cleaning crews are mak- 
ing use of telephones. The call-accounting sys- 
tem may be programmed to produce a report 
of calls to certain prefixes, for example, in 
many cities, all 976 number^ are assigned to 
"audio text" services like "dial-a-prayer,'' 
"dial-a-joke," figure 1 1 shows a sample excep- 
tion report of all calls over $5.00 in cost or 30 
minutes in duration. 

The use of exception reports to find major 
offenders is effective because most people ac- 
tually make few personal calls. Despite esti- 
mates of the "average" amount of time spent 
on the telephone, common sense and evidence 
from a few studies suggest that there is a wide 
variation in personal behavior. For example, 
an examination was made of 1,400 unofficial 
long-distance calls (all to audio-text services) 
made from the U.S. Department of Education 
in Washington. The Department has about 
5,000 telephones, but two-thirds of these audio- 
text calls came from just 41 telephones; 45 per- 
cent (650 calls) came from just 11 tele- 



Figure 11.— Sample Exception Report 



Date: 03/07/84 
Time: 11-48:33 

Report Period: 2/24 - 2/29 
Calls $5.00 or 30 min 



Date 



2/24 
2/27 



2/24 
2/24 
2/27 



2/25 
2/27 
2/29 



Time 



Duration 



Extension: 226 

09:44 00:31:30 
13:57 00:36:30 

Extension: 1466 

10:46 00:31:45 
15:19 00:35:30 
12:37 00:17:32 

Extension: 1533 
09:54 00:22.26 
15:33 01:34:12 
13.42 00:45:01 



Charge 



9.45 
.10 



$17.00 
0.10 
5.99 



6.12 
0.00 
4.89 



Number called 



Facility 



User: Tom Best 
714-964-6732 WATS 
Incmg 

User Joseph Carr 
616-983-5555 WATS 
Incmg 
C/0 



212-888-1357 

User: 

312-665-7863 
616^29^589 
702'734-4444 



Ellen 



WATS 

LOCAL 

MCI 



City 



Anaheim 

St Joseph 
New Yorl: 



Evanston 
St Joseph 
Las Vegas 



Page: 1 

state 
CA 

Mi 
NY 



IL 
Ml 
NV 
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phones.^^ Similarly, a 1984 study by the De- 
partment of Energy fomid wide variation in 
the level of unofficial calling in different 
offices.^ Telecommunications managers have 
found that by relsdng on ''exception reports" 
to seek out patterns of misuse, they are more 
likely to find habitual major offenders. This 
is also considered fairer than closely scrutiniz- 
ing the telephoning habits of every employee. 

Just the existence of a call-accounting sys- 
tem can have a deterrent effect on personal tele- 
phone use, even if management makes little 



'^U.S. Dq;>artment of Education, Office of the InspectcH- Gen* 
eral letter report ACN 1 1-40100, July 25, 1984. The 1,400 calls 
were made over a 12-month period from November 1982 to Oc- 
tober 1983. 

**\J,S. Department of Energy, Office of the Inapector Gen- 
eral, "Review of Abuse of Long Distance Telephone Service 
(FTS) in the Department of Energy/' DOE/IG-0217, Mar. 22, 
1986. 



use of the reports. When employees are made 
awar^ that records are being kept, their per- 
sonal use of telephones tends to go down. The 
reverse can also be true when they know there 
are no records. One firm interviewed by OTA 
removed its call-accounting capability for sev- 
eral months while making the transition from 
one telephone system to another. The total 
number of calls increased dramatically during 
that period, although it was impossible to tell 
from which phones the calls v/ere made. Once 
the new system was running, each employee 
was sent a memo containing a reminder of com- 
pany policy and a list of the previous weeks' 
calls from his or her telephone. Nothing fur- 
ther was necessary to cause the volume of call- 
ing to drop to its former levels.^ 



^Interview with telecommunications manager, linandal 
services organization, December 1985. 



ACTIVE COST CONTROL METHODS 



Active methods of tel^hone cost control can 
make use of technology to reduce the cost per 
telephone call and also to prevent unnecessary 
callhig. Techniques include least-cost routing, 
calling restrictions or blocking, authorization 
codes and levels of service, and timed signals. 

Least-Cost Routing 

Least-cost routing automatically connects 
a call with the least expensive line available. 
Many modem PBXs are equipped with this 
feature, which requires a computer program 
to "hunt" through the available lines to find 
one appropriate for the call being placed. For 
least-cost routing to be most effective, the firm 
shotdd first study its telecomunication needs 
to make sure that it has access to the proper 
assortment of different carriers (AT&T, MCI, 
and Sprint, for example) and different types 
of facOities (WATS lines, leased lines, and di- 
rect dial) to match its calling pattern. 

There are at least 40 different ways to call 
from New York to Richmond, VA--each with 



a different price.^^ DeciHiing which is the 
cheapest method of calling a given destination 
at a particular time of day can be a complicated 
problem, one which would be inconvenient for 
an employee to solve every time he or she 
needed to make a long-distance call. The least- 
cost routing feature makes choosing the right 
route ''transparent" to the user. The employee 
merely dials; a computer program searches 
through a table of available lines, times, and 
rates to pick the least costly route for each calL 

At busy times of day, when the cheapest fa- 
cilities are all busy, several options are avail- 
able. The system may automatically queue the 
call, and signal the user when a line is free, Ox 
the system may signal the user to try again 
later. Yet another option is to give the caller 
a warning tone, indicating that the low-cost 
lines are all busy. It the call is urgent, the user 
can hang on, and the call will go through at 
a higher cost. 



^^nterview with Edward Horrell, Mitchell & Horrell, Inc., 
June 24, 1986. 



ERLC 



Ch. 3^Telephone Ctui Accounting • 69 



Calling Kestrictioiis 

The caU-blockmg feature allows mcra .x rde 
phone systems to be programmed to restrict 
the type of calls made by certain telephone-" 
or certain callers. For example, the switch may 
be programmed to block any calls to exchange 
"976" in order to restrict the use of "audio 
text" (weather, time> dail-a-juke) calls. Tele- 
phones in departments that do not deal with 
the public can be programmed to make oniy 
in-house calls. Telephones of workers with no 
out-of-town business can be programmed to 
provide only local service. Certain telephones 
can be authorized to make long-distance calls 
only via the w^est cost service, where others 
may be able to override the least-cost routing 
feature und make a long-distance call ^^'<)n 
when low-cost lines are busy. 

Authorization Codes and 
L^^vels of Service 

Telephone systems can also be programmed 
so that no telephone will put through long-dis- 
tance calls unless preceded by an authoriza- 
tion code that should be known only to people 
authorized to make calls. The code also allows 
the system to chr^ge the call to a particular 
person or account, which is use^'i for cost al- 
location purposes. 

Authorization codes can form the basis for 
different levels of service. Workers with a need 
to make international callb can b . assigned an 
authorization code that permits such calls. 
Those who only need to make calls within one 
State can be given a uxle that all )ws this more 
restricted level of calling. Similarly, the tele- 
phone system can be programmed to allow 
some classes of users to make calls by the 
lowest cost service only, whUe other users may 
have an "executive override" stu^us that al- 
lows calls on higher cost lines if low-cost lines 
are busy. The State of New York, for exam- 
ple, has 26 different levels of service to accom- 
modate needs of different classes of users.^ 

The advantage of authorization codes is that 
they are independent of the individual teltr 
phone instrument. A person who is authorized 

•Intarviw with Patar Annnt, SUto of New York, Dhdsion 
r^TulMommunicatioiif , Septamber 1986. Tha 26 levali of se v- 
^ ''Hide both voice uA date tranamiseioL'e. 
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to make Ic ig-^iistance calls may do m from any 
telephone in tiie system. The code is still valid 
if the user moves to another office. On the oth^ 
hand, i \ unauthorized person carnot make 
calls on any phone, imless he or she discovers 
a code. In addition^ authorization codes can 
be easily cna. For example, if the user's 
job changes a) require a different level of serv- 
ice, or if it is discovered that pjs unauthoriz^ 
person is using a code, the old authorization 
code can be canceled and a new one issued in 
short order. 

A disadvantage of authorization codes is 
that they require the user to dial five to seven 
additit)raf digits at t **e beginning of each long^ 
distance ^all. This is annoying to most users 
and a real hardship for those who need to make 
-nany calls in a day. The State of New York 
has overcome this problem by making use of 
the speed dialing feature of modem telephone 
systems. Speed dialing allows the user to store 
p ^**9t of frequently called long-distance num- 
oers (in some systems up to 60 numbers per 
user) in the telephone's memory. Each num- 
ber is then referred to by a two-digit code^ 
When calling any of these numbers the user 
must still dial the authorization code in hiU, 
but only dials the tw Jigit code to reach the 
frequ.^atly called r .oer. ITius the total num- 
ber of digits dialed per call is reduced to a man- 
ageable number. 

Because authorization codes are generally 
used to allocate costs, they are usually used 
in conjunction with a call-accounting program. 

Timed f^gnals 

Several firms and government organizations 
use timed signals to remind callers of the time 
they are spending on telephone calls. Telq>hone 
systems can be progranmied, for example, to 
give users a tone after some predetermined 
period— say 4 or 5 minutes. While no penalty 
accrues to the user who continues to talk be- 
yond this point, the feedback is often useful 
in reducing the average length of calls.^ Peo* 
pie sometimes have no idea how long they have 
been talking, and a 5-minuto warning reminds 
them that long-distance calling does cost 
money 

^b^dr 
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STUDIES OF UNOFFICIAL USE OF 
GOVERNMENT TELEPHONES 



Personal ase of Federal Government tele- 
phones is not or^^y u)ntrary to "company 
policy' '—it is illei \ 'i ae Federal Information 
Resources Management Regulation (41 CFR 
201-38.007) specifically forbids the use of FTS 
or other govenmient-provided long-distance 
service for personal reasons, and provides for 
fines, suspension, or difflxussal of offending em- 
ployees. Furthermore, I CFR 735.205 prohibits 
the use of government property generally for 
personal tefMm. Some employees and contrac- 
tcnrshave"^ ^beenindictedunderTitle 18, Sec- 
tion 641 .>ublic Money, Property, or Records), 
which provides criminal penalties for the theft 
of athingofvahie" from the government. For 
example, 4 emplcyees and 25 contract employ- 
ees of the Department of Ener^ were indicted 
for personal tel^bone use in 1981. Under a pre^ 
bifid diversion, the defendants repaid the gov- 
ernment $38,487." 

Despite the illegcdity , government employ- 
ees use their employer's telephone for personfid 
reasons ju5t as much as private sector employ- 
ees do; some would say more so. A number of 
Hudies conducted by individual depcutments 
ini\e past few years ha . fouMd tW an esti- 
mated 30 to 60 percent of long-distance ccdls 
are of an unofficifid nature. A more recent 
study, part of a coordinated multi-agency au- 
dit* >xrted personfid cfidlsmfiuie up an average 
of 3& ^cent of off-network cfidls sfiunpled in 
the Federal Teleconomunications System (see 
below for a description of FTS off-network 
calls). About 20 percent of Cfidls sampled on 
tho government's co^nmercifid lines w^re 
personal.^ 



"U.S. Departnwnt of Energy, Office of the Inspector Gen- 
eral, ''Review of Abuse of Long Distance Telephone Service 
(FTS) in the Department of Energy/' DOE/IG-0217, Mar. 22, 
1986. 

""Judith Havemann, "Listen Up Goveniment Workers: You 
Mmy Be Allowed One Prnme Call." Wiiahiogtco Post, Sept 11, 
10S6. See alio PrMideiit's Council on Integrity and fiftdency, 
* *Con solklated Report on Fedt ral Telecommunication- ' 'stem 
(FTS) U&ilization," prepared by the General Services AOAninis- 
tratlon. Office of the Inspector Omeral, Mar. 16, 1987. 



Some agencies' studies have also tried to 
estimate the loss to the government in terms 
of wages paid for time spent in personal call- 
ing. The Department of Energy, in its study 
of phone use, added to the $3 million per year 
cost of personal calls, an additional $6 million 
per year for lost wages. This was calculated 
by multiplying the total minutes of ^alls dur- 
ing work hours (8 a.m. to 12 noon and 1 p.m. 
to 5:30 p.m.) b> the average wage rate for the 
department.^ llie figure is probably inflated 
as the calculation does not consider that em- 
ployees could have made calls during their 
breaks or o^her slack periods when they had 
no other work. However, in the caoe of major 
offenders, for example a person running a 
private business from a government phone, 
wages lost to the government could be signifi- 
cant. In the Richland, Washington case men- 
tioned above, the 29 defendants were required 
to repay lost wages along with other fines and 
the cost of th calls themselves. 

The Federal Government is a major user of 
telephone 'iervices. its Federal Telecommuni- 
cations System (FTS), establish. 'inl9e3,pro- 
vidcn voice and low-speed data telecommuni- 
cation services throughout the United States, 
the U.S. Virgin Islands, and Puerto Rico. The 
system contains about 1.3 million telephones, 
1,60U loc al switchboards, 52 major switching 
centers, and 15,000 long<listance trunks. 
About 88 percent of the long-distance FTS 
service is throufh leaokl AT&T facilities, with 
the rest provided b; GTE/Sprint, MCI, and 
other carriers. 

The General Servicer A^dminis^ ration (GSA) 
mane FTS and supplies telep^one service 
to most Federal agencies as rxjuired by the 
Federal Property and Administrative Services 
Act of 1949 (40 U.S.C. 481). Some of these are 
''full service agencies," in that they receiv ^' 
than* telephone service throuAjh GSA. Othek s, 

^.S. Jepartme^ cf Energy, Office of the Inspector Gen- 
eral, ''Review of ^ of Long Distance T- *'>^h<me Service 
(FTS) in the Department of Energy, 'DOE/K )217,Mar.22< 
1985. 
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including Departments of Energy, Justice, 
Commerce, and the Veterans Administration, 
procure their own local telephone service in the 
Washmgton area, and rely on GSA only for 
long-distance services. These are known as " ex- 
clusive use agencies/' 

There are three t3i>es of "long-distance" 
calls: 

• A commercial call is made by dialing 9 
from a government phone and accessing 
the local telephone system; intercity calls 
made after dialing 9 are billed at the regu- 
lar conun^dal toll rate. 

• FTS on-net calls are intercity calls be- 
tween two government telephones. 

• InFT^Soff-netcails.thj originating tele- 
phone is part of FTS but the receiving tele- 
phone is not. In such a case, the call would 
travel usfar as possible on FTS, and then 
would go off-network and use commercial 
lines to reach its destination. 

Off-net calls are generally more expensive than 
FTS calls; commercial calls are most expen- 
sive. On many government telephones, a fra- 
ture called Automatic Route Selection (ARS) 
automatically transfers commerical calls to the 
lower cost FTS network whenever possible. 
This is similar to the "least cost routing" fea- 
ture discussed earlier. 

FTS handled about 300 million calls in 1986 
ap4 cost the government about $500 million. 
Off-network calls represent about 65 percent 
of the calls and 69 percent of the cost. In addi- 
tion, commercial toll calls cost about $15 mil- 
lion in 1986. 

For FTS calls, GSA pays the long-distance 
carriers, bills the participating agencies quar- 
terly, in advance, and then adjusts for actual 
usage. Usage figures f w longdistance calls are 
currently collected by the telephone industry, 
using the Autom .oed Message Accounting 
(AM A) systems of local telephone companies 
and tong-distance carriers. The detail^ 
crd includes the telqihone numlm* of th3 origi- 
nating user, a biUiiig account code, the date 
and time of the call, the telephone number of 
the called party, and the duration in minutes. 
Currently, caJ! detail information is collected 



on only a 20-percent sample of FTS calls one 
call in five. GSA uses the information in this 
sample to calculate quarterly telephone bills 
for each department, and also sends copies of 
the call records to agency telecommunications 
managers. Due to the large backlog of work 
in calculating telephone bills for all the agen- 
cies, AM A reports have been sent to the agen- 
cies 3 to 6 months after they are collected.^ 

Local calls are billed to each agency monthly 
through GSA's Telephone Inventory Account- 
ing System (TIAS). Conmierdal toll calls are 
billed to agencies directly by the long-distance 
telephone companies. 

The PCIE Review of FTS U. ation 

The previously quoted figures on person^ 
use of FTS came from an audit recently con- 
ducted by GSA at the direction of the Presi- 
dent's Council on Integrity and Efficiency 
(PCIE). It is the most recent attempt by the 
Federal Government to study telephone use on 
a goyemmentwide scale. The study involved a 
statistical study of telephone use at 16 agencies 
(basically an analysis of exception reports). In 
addition, GS A conducted a cidl-back audit of a 
sample of teli^hone caUs from 14 agendes.^^ 

For purpopes of the auditing project, GSA 
provided a 3ample of call detail listings of o^- 
network and commercial long-distance calls to 
the Inspector General of each participating 
agency. These call records came from the regu- 
lar 20 percent sample of FTS calls and from 
telephone company billings for commerical 
calls. Personnel from the Inspector General's 
office called back the numbers listed on those 
records to determine whether anyone at the 
destination telephone engages or has engaged 
in business with the department or agency 
making the call. Calls were then classified as 
"official," "unofficial," or "unresolved." 



''^.S. DepartoMDt of Education, Office of the Inspector Gen- 
eral, letter Bnport No. 11-40100. July 26. 1984. 

"Pretideot's Coundl on Integri^y and Effidoocy. ''Consoli- 
dated Rq>ort on Federal Teleconanmiicationa Systems <FTS) 
Utiliuition,'' pre|Mtf«d by the Genei^ Services Admini^ 
Office of the Inspector General. Mar. 16. 1987. 
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If the potential use of call accounting in gov- 
ernment raises questions of privacy, fairness, 
and enforcement, a call-back audit, like che one 
conducted by PCIE, was even more controvert 
sial. Announcement of plans for the audit (in 
late February 1985) was greeted with inunedi- 
ate statements of concern by dvil libertarians, 
union leaders, and others. 

One concern was the potential for ''selective 
discqdinary action against workers considered 
undesirable by agency managers/'^^ When 
the PCIE study was announced, fear was ex- 
pressed that, if the personal use of telephones 
was as widespread as GSA believed, then 
nearly every employee was to some degree 
guilty. This being the case, telephone audits 
could be used as a potential wei^n against 
whistleblowers or other dissidents. One arti- 
cle noted that in 1982 "investigators in the 
Environmental Protection Agency secretly ex- 
amined the agency's long distance phone 
records to determine whether Hugh Kaufman, 
a government employee who had disclosed in- 
formation the ^ led to the removal of most of 
the agency 's t(^ officials, had talked with news 
organizations.''" 

Union leaders also expressed the fear that 
information from the audit could be used to 
harass union members.*^ Nor were critical 
comments limited to labor groups. Bun Bray , 
president of the Federal Managers Associa^ 
tion, called the audit "another little deal to pun- 
ish Federal ^jcaployeea" and asserted that the 
savings from the program would prove "insig- 
nificant and minimal " "If they really want to 
save money , they ouj^t to take those resources 
and check out General Dynamics and some of 
those other defense contractors that are rip- 
ping off the taxpayer," Bray said.^ 

These topics along with other civil liberties 
questions, also attracted congressional atten- 



"^ill Montague, ''Planned Phone Audit Brings Blast From 
Several Groupe/' Fedenl Timee, Mar. 25, 1985. 

'n)avid Bumham, **U.a Phones Raise Issue of Privacy: New 
Equ^nMotWottkiPltivide Detailed Itoco^ 
Tbnm, Mar. 17, 1M5. 

**BiIl Montague, ''Planned Phone Audit Brings Blast From 
Sewal Oroiuw," Federal TYmas, Mar. 25, 1986. 



tion. For example, Representatives Don Ed- 
wards (Chair, House Subcommittee on Civil 
and Constitutional Rights) and Patricia 
Schroeder (Chair, Subconmiittee on Service) 
wrote to the Office of Management and Bud- 
get (0MB) requesting further information on 
the audit: 

1. What is the source of authority for the pro- 
posed monitoring scheme? 

2. How would the monitoring program be con- 
ducted, who would conduct it, and what 
types telephone calls would be examined? 

3. How long would the program last? 

4. What types of data or analyses would the 
program yield? 

5. How would the resulting data and analysis 
be used and who would have access to 
them? 

6. What measures' would be taken to limit dis- 
semination of the data and analyses? 

7. What guarantee is there that the program 
wiU not be used to discourage wMstle- 
blowers, to stifle dissent, to limit news me- 
dia access to information, or for other po- 
litical purposes? 

8. What would happen to the data and analy- 
ses after the initial analysis is completed? 

Our Subcommittees would like to be assured 
on these points, and any others that may be 
raised as additional information comes to 
light, before any monitoring begins.'^ 

In his reply, Joseph R. Wright, Jr., Deputy 
Director of 0MB, said the purposes of the 
PCIE review were ''to reveal patterns of mis- 
use of the Federal long distance telephone sys- 
tems'' and to develop "recommendations for 
systemic improv jments in the management of 
these systems.'' 

Wright also gave specific answers to ques- 
tions raised b; the congressional letter. Tor 
example, v^ith r^^ard to limiting dissemination 
of the audit data he 'aid: 

. . . [it] will be limited to the staff of partici- 
pating Inspectors General. The bulk of the 
data will be placed in audit workpapers and 
used to support audit findings which are sum- 



^Mar. 13. 1986 letter from The Hooonble Don Edwaids and 
The HoDorable Patrick Scfaroeder to Jompb R. Wright, Jr.. Dep- 
uty Director. Offire of Management and Budget. 
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mary in nature. Any data which require ini- 
tiation of an investigation will be treated as 
evidence and will be accordin^y protected 
Data which may bring together names and 
numbers will be filed as part of the IGs' Pri- 
vacy Act systems of records. 

On the question of whistleblowers or the sti- 
fling of dissent, Wright reassured the commit- 
tees that: 

. . .long distance calls to news media, congres- 
sional offices, public interest groups, etc., will 
be considered business caUs for the purpose 
of this review. . . . 

The review is being perf cmned by statutory 
Inspectors General who have, among other 
duties, responsibility under thdr own enabl- 
ing legislation to protect whistlebkmers. In 
addition, the Civil Service Ref OTm Act clearly 
prohibits the Idnds of activities described in 
your question ... while there are no absohite 
guarantees that ail parsons will act properly, 
there are ample procedures to deal with those 
who are found to have committed such pro- 
hibited personnel practices 

Rqxresentatives Edwards and Schroeder re- 
plied to Wrigbt. indicating their appreciation 
that the PCIE "is sensitive to preventing un- 
warranted disclosures of infmnation cdlarted 
in any audit and avoiding invasions of pri- 
vaQT." Drawing on cmo&pbs in Wrifi^t 's letter, 
and their own sense of proper elements to go 



into guidelines for the audit, tlxe two Members 
of Congress suggested a number of principles 
to be included in those guidelines. 

A detailed memorandum of "Guidance on 
the Privacy Act Implication of the PCIE Re- 
view of Federal Telecommunications Systems 
(FTS) Utilization" was completed in August 
1985. This document included many of the 
principles outlined in the Edwards-Schroedo' 
letter, as well as safeguards discussed by 
Wright. These guidelifles were adi^ted as the 
PCIE -ndit progressed through 1985 and 1986. 

Results of PCIE Audit 

The PCIE audit, conducted by the Inspec- 
tor General's office of ea'.h partidpaUng 
agency, made use of a sample of call detail 
records supplied by GSA. Tbey inchided b^ 
"off-network" FTS calls and conmoerdal tde- 
phone calls. Researchers called each '^estutue 
tion number in ^He sanq>le to detei "^ine 
whether anyou' li that location ergageu ^. 
business with the deoartment or agency mak- 
ing the calL At the conclusion of a conversa- 
tion with the pers<m or poisons at the destina- 
tion, calls were then classified "of&dal," 
''unofficial," or ''unresolved." 

Table 9 shows results of the VTS off-netw(Mk 
sample. The weighted average (based on the 



Table 9.— Results of FTS Intercity Off-Networfc Call Sampla l»y Agency 



Agency 


Estimated 


Unofficial 


Traffic 


calls (%) 


minutes (%) 


cost (%) 


1. Department of Agriculture 


30.5 


26.5 


23.8 


2. Department of Commerce 


».5 


40.0 


37.9 


3. Department of th^ Interior 


29.5 


40.4 


35.8 


4. Federal Buroau of Investigations 


26.5 


30.0 


25.1 


5. Department of Labor 


45.5 


45.1 


44.8 


6. Department of Treasury 


42.0 


45.3 


41.1 


7. Office of Personnel Management 


36.5 


41.1 


38.9 


a. Qenerel Services Administration 


39.0 


49.7 


47.5 


9. Environmental Protection Agency 


29.0 


23.3 


22.2 


10. Small Business Admin^tration 


. . 27.5 


39.8 


34.9 


11. Department of Health aiKl Human Services 


35.0 


28.7 


25.7 


12. National Aeror^tics and Space Administration . . 


41.0 


48.3 


43.2 


13. Department of Housing and 'irban Development . . 


27.0 


36.5 


33.2 


14. Department of Education 


28.5 


41.0 


36.8 


Simple average 




36.4 


33.3 


Weighted average 




36.4 


33.3 



SOURCE: Pratktont'ft oouncH on mttgrtty and Efflcltncy. "ConMHdil«d Rtport on F«SmI T«lMommunlc«tlont Syttam (FTS) 
UtHMIon;' prapmd by ma QanorH Sanrlctt AdnHnlttralton. Mar 16* 1967. 
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Tabto 10.— ftosults of Commercial Long-Distance Call Sample by Agency 





ColllllOiOU 


1 in/%f f ii^ial 


Xraf f ii* 




pal la CA\ 
vol 19 \ fOf 




vv9l \ /Qf 


1. Department of Agriculture 


10 


3.3 


2.3 




26 


31.1 


25.5 


3. Department of the Interior 


6 


1.0 


.6 






49.3 


40.2 






1 I.O 


O.J 


6. Office of Personnel Management 


34 


17.2 


15.3 


7. General Services Administration 


26 


14.4 


3.6 


8. Environmental Protection Agency 


18 


6.2 


2.6 


9. Small Business Administration 


46 


40.6 


42.5 


10. Department of Health and Human Services 


22 


15.8 


15.1 


11. National Aeronautics and Space Administration . . 


14 


18.5 


12.4 


12. Department of Housing and Urt)an Development . . 


36 


36.8 


35.8 


13. Department of Education 


44 


28.6 


25.3 




25.8 


21.8 


14.6 


Weighted airerage 


19.9 


15.8 


11.0 



*F«d»ril BuTMu or IfivMUgalion (Tm not partidpito In ttw audtt of comr^ardal talophont calls. 

SOUnCC: r*rMidant's Council on kitoortty ^ Efficioncy, "ConMlldatod Raporl on FMoril TotocoiranunlctfkNW Systom (FTS) 
UtWzillon.'* praparvd ty ttw Gmm Sorvtcw Admlnlttntion. Mv 16. 1987. 



size of agencies) of the number of unofficial 
calb foumi was 33.6 peixent These calls made 
iqi 36.4 percent (rf the total tdcplnme tii^ sai^ 
pled, ami 33.3 percent of the total cost uf the 
calls sampled. 

Table 10 shows that use of commercial lines 
was quite different. The number of calls v. as 
smaller, with a weighted average of 19*9 per- 
cent of the sample being classified as unof fi- 
daL In addition, these calls made up only 15.8 
percent of the total time of conumrdal calls 
sanqded and only 11.0 percent of the cost. This 
would suggest that many of the personal com- 
merddl calls were short duration or low-cost 
calls. 

An estimate of the cost of personal calling 
to the government could be developed by com- 
paring the cost of the personal calls in the sam- 
ple to the relevant portion of the government 
tdq>hone. For example, 33.6 percent of the 
$345 million spent for FTS off-network calls 
is $116 million, 11.0 percent of the $15 million 
spmt on commerdal calls is $1.6 milliCTL Thus. 



sinq>le extnqxdation fitnn the audit would sug- 
gest that pereonal calling cost the government 
around $118 million in 1985. 

While this extrqx>lation gi\^ a rou£^ esti- 
mate, there are a number of reasons why it miQr 
off er a distorted picture of personal td^hone 
use in the government. For exanq>le, calling 
patterns in Washington may be quite differ- 
ent than those in other areas of the country, 
so that personal use statistics found in the au- 
dit should not be qiplied to the entire Federal 
tetepbuLne biH Locati<»is outside the Washing- 
ton area were not included in the PCIE audit. 
However, two agencies, the Dqiartmento of 
Defense and Energy, sampled sowe areas out- 
side WashingUm at the same time as the PCIE 
audit. These agendes found unofficial use rang- 
ing frcnn 40 to 50 percent, suggesting that per- 
sonal use in Washington may be the same or 
a little lower than elsewhere in the country. 
However, the resulto are uot strictiy compara- 
ble because the sampling technique and study 
methodology were different. 
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FUTURE DIRECTIONS FOR GOVERNMENT 
TELEPHONE MANAGEMENT 



Need for New Policies 

Most of the questions raised by the audit 
still remain open. The exchange of letters be- 
tween Congress and the Office of Management 
and Budget resalted in modified guiddines for 
the PCIE audit conducted in 1985^. In addi- 
tian, 0MB issued guidelines related to han- 
dling of can detail recor under the Privacy 
Act However, the question of the basis for fti- 
ture permanent guidelines on the management 
of the govermnent's tdephone must stiu be re- 
solved* 

The government has been cdlecting call de- 
tail information for long-distance calls for a 
long time. The recent audit rdied on no new 
techn o logy. A similar audit could have been 
conducted at anytime in the past 10 years. As 
mentioned above, GSA provides its 20 percent 
sanqde record tu all government agendo^, at 
though the agencies do not always use this 
detaflbd caU information on a regular basis. Tlie 
government has caed this information when 
there is sufficient need or motivation. For ex- 
anqJe,eraniination of long^stance telephone 
records was an inqmtant dement in the in- 
vestigation 01 Department of Commerce em- 
pk>yeas suspected of using ''inside inicrma- 
tion** in rtock trading drals. A number of 
emiriosrees were required to reimburse the gov- 
ernment for long^Ustanoe calls as a result of 
that investigation.'^ 

The opportmdty to create a usable govern- 
ment pdi^ on telephone use is especially im- 
portant in the light of Uie devdopment of a 
new looj^distance system to retrace FTS, and 
in the lij^t of plans of a nunte* <tf agencies 
to take control of their own telephone manage- 
ment. Several, like the Departments of Trans- 
portation and State, have sinaiy began pro- 
curing their own local service for their 
headq^iarters offices. In most cases, these 
agendas have also purchased or leased new 
telephone equipment, including switching 

''Joto II. Bmry, "lUm CoaatmoB BmplogrtM Firid for 
Ftafitiv FVom Dsta," WiMingUm Pdtt, Jum 18. 1969. p. 1. 



equipment with call accounting, call blocking, 
and other modem features. Develc^ing a:^ 
implementing a government wide policy may 
become incr^isingiy difficult as the system be- 
comes more fragmented. GSA, as the govem- 
nientwide telecoaununications manager , is cur- 
rently trying to revise pdides related to 
long-distance tel^hone use. 

A number of major questions need to be 
decided on a long-term bads. How will peraond 
use be defined, and what levd rf persond use 
win be tolerated? Will there be a continuing 
nde for audits, such as the one recently com- 
pleted? Win locd cdls be indndcd in future 
audits? What wffl be the pdi^ toward long- 
distance calls to suburban areas? What can be 
done to ensure enqiloyees propei access to the 
press, to union rqiresentatives? Can a suffi- 
cient levd of protection be given to call- 
accounting reonrds to prevent thdr misuse? 
What rde, if any, win service obswation or 
other types of ''listening in** play in govern- 
ment tdephone management? ^^^t dtema- 
tive lands of management techniQoes are 
propriate for use on government tdephones? 
These questions are addressed in the foUow- 
ing sections. 



Eptablisliing a P<rii<*y on Personal Use 

GSA has been struggling to develop a suc- 
cessor to the current pdicy of ''no persond 
calls. * * A number of dtematives mig^t be con- 
sidered. This section win discuss on^ kmgndis- 
tance calls, which are the main focus of con- 
cern. Locd calls win be omddered later. 

One apiHtmch would be to allow persond 
long-distance calls at the government's ex- 
pense under certain circumstances, for exam- 
ple in case of accident or illness, to check on 
babydttiirs or tranqKMtation arrangennrnts. 
The probleoi here is to create a fist that isdmi- 
nates fiivdous calling, but stin covers an rea- 
sonable ircumstances, including some as yet 
unforeseen. 
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Another i^proach would be to allow work- 
ers to make private long*distance calls on FTS 
on a cost-reimburuement basis, as is the pol- 
icy in some private firms, universities, and 
State agencies. The problem with this 
proach is the possible bocddceqnng burden that 
could be created for an (n*ganization as large 
as the Federal Government. It wouM be nec- 
essary to establish a method for identifying 
pers<mal calls, trilling enq>loyees, and coUedr 
ing money. Organizations that allow reim- 
bursement tend to be small offices with a col- 
legia! atmoq>here; identification of personal 
ci^ is basically an "hoiK)r qrstem,'' i€i^^ 
by supervisory review of nmthty call recwds. 
Usua^y, a printout of calb is circulated among 
the staff each numth so that each person can 
initial his or her pei-sonal calk. While this 1^ 
proach makes it possible for eiiq>loyees to use 
the telephone fireely, and proviites reimburse- 
ment to the employer, it does not protect pri- 
vmcy. Not only supervise, but ev^one in 
the office typodfy sees the printout and could, 
if they were interested, make note of who called 
whom. 

Using a call-accounting QTstem, it would be 
possible to devdop a private printout or "tele- 
phme bill** for each works's tdephone. How- 
ever, identifying personal calls mig^t still be 
a proUem. Workers would be "on thedr honcR*'' 
to daim personal caDs; those with a poor mem- 
ory or an underdevdoped sense of honor would 
stfll make calls at the government's expense, 
unless Bome sort of regular audit were made. 

Cdlecting payment for calls would require 
the creation of an administrative structure and 
wouki gmierate costs that would have to be 
passed on to the users, thus ra*9ing the cost 
of the calls. Presumably this would be little 
different from other instances (bookst(»BS, 
cafeterias) where government employees pay 
cadi for a sendee; however, in most cases these 
lie usuaify provided Iqr contractors rather than 
directfy by the govemmoit. It is not likely, 
in aiqr case, that agencies will want to go into 
the "telephone business'' on a r^;ular basis 
for their emplosrees. 

Another approach would be to aUow govern- 
ment workers to make personal kmg-distance 



calls from the telephones on their desks as long 
as the calls are bill to a home numb^ or per- 
sonal calling card. This approach is quite fea- 
sible now, given the near universality of call- 
ing cards. However, it may be considered 
'^Bgsi, since current regulations prohibit the 
personal use of the government's telephone as 
well as FTS. BSling calls to a home number 
is technically possible from many government 
phones and could be made possible from the 
others. The costs to government of such a pol- 
icy would be primarily in terms of employee 
time (for calls not made during lunch period 
or break). 

Because many personal calls may be calls 
home made by Fedwal workers traveling it 
of town, GSA has advanced a proposal tc al- 
low each Federal woricer one call home per day 
of travel This practke is held to be typical of 
personnel polides in private businesses. GSA 
has estimated that the cost of such a policy 
could be as hifi^ as $100 mfflion per year, based 
on the total travd days of Federal workers. 
It is not possible to tell how many personal 
calls are currentfy made by traveling woitos, 
thus it is not known how much moving this 
particular type of call from the "prohibited" 
to the "permitted" category would affect the 
level of personal use of the system. 

Ezceptioii Reports and Personal Use 

Telecommunications mana£;ers ih many pri- 
vate and State government tekphone systems 
have found that the use of "exception reports'* 
is the most effective way to discover pat terns 
of pers(mal use. The omqmter software is used 
to select and repent on calls that have a hi^ 
likdihood of being unofficial, for example, calls 
to audio text numbers, calls at unusual times 
or to unusual destination areas, long or reoc- 
curring calls. The ability to use conqnit jr soft- 
ware to identify only Uargear instances of pos- 
sible persmial use would else seem the most 
cost-^ective q>proaclL Call-back audits, if it 
is decided th^ are lyipropnate, could than be 
conducted in those specific cases where a pat- 
tern of prohibited personal use was suspected, 
rather than as a general approach to tel^hone 
management. 
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Use of exception reports requires decisions 
about the thresholds below which possible per- 
sonal use can be tolerated or at least dis- 
regarded. This is generally not a problem in 
the private sector, where it is a management 
decision, tempered perhaps by the "corporate 
culture.** But in the Federal Grovenmient, there 
is at least the philosc^hical difficulty caused 
by the fact that any personal use is not only 
omtrary to policy, but ill^aL Even if some 
tadt threshold of "reasonable personal use" 
were implemented^ questions of equity might 
still be raised. People who were cmght excmd- 
ing the threshold could daim th^ are being 
treaded unfmrfy because "every one else 
guilty to some lesser degree. 

Many agencies are not currently equipped 
^) manage their telephone systems using ex- 
cq>tion reports. While some agencies may be 
making regular use of the call detail records 
provided b*' GSA« others are not. One Dq>art- 
ment of Education study noted that the print- 
out exceeds 1,000 pages per month; there is 
insufficient staff to study the printout on a 
regular basis; in some cases the reports have 
remained in unopened boxes fm months." 
Similar complaints have been voiced by De- 
partment of Energy and the Genmd Account- 
ing Office. A sfsjple listing of detailed call 
records is general^ Ok' Uttle hdp as a tdephone 
management tooL The information requires 
further computer sorting— by extension, fre- 
quently called numbers, long calls, etc., in or- 
der to be of much use. Several agencies are 
making use of call detail information from 
GSA, from their own telephone systems, or 
directly from telephone companies to devdop 
their own excqrtion reports. 

CSA is currently planning to make call de- 
tail information from its 20-percent sample 
mor«> useful to agencies by providing exc^ 
tion rqxMts to agencies using FTS service. 
GSA is also investigating ways to make call 
detaU data available to some agencies in ma- 
chine-readable form so they can more easily 
use their own computers to sort the informa- 
tion and deveiop management reports. 

"^.a Dipntmnt of Edocatkm, Office ol the 
mL letter report AON 11*40100, Julr 25» 1986. 



Of greater importance for the government 
will be establishment of clear guidelines for the 
handling of exception reports and other com- 
puter-based call records to protect the privacy 
of emplc^ees and to prevent any possible mis- 
use of these records by supervisors or others 
within the government. 



Future Use of Call-Back Audits 

One major question in the future of the gov- 
ernment's continuing telephone management 
is how or whether call-back audits will be used 
on an ongoing basis. One major purpose of the 
recent PCIE pilot study was to provide a 
benchmark of current telephone system usage. 
The primary reason, however, was to devel<9 
methods for detecting personal use in the fu- 
ture. There will likely be strong arguments to 
make call-back auditing a r^^ular feature in 
Federal telephone management. 

The PCIE pilot study was coordinated by 
GSA, but the actual audit was done by the In- 
spector General of each participating agency. 
Each of these agencies is issued its own rqxirt 
and is developing its own action steps to im- 
prove management of its telephone system* 
While GSA is the govemmentwide manager 
of FTS, agencies have considerable discretion 
in correcting their own problems. 

It is possible that within a few years, PCIE 
will want to conduct another multi-agency 
study in order to compare the results to the 
recently completed study. Even if this is not 
done, a number of individual agmdes may de- 
cide to undertake studies on their own, using 
the techniques developed in the PCIE pilot 
study. 

Even more likely is that agencies will want 
to use a modified version of the call-back au- 
dit on a regular basis to complratmit their ex- 
ception reports. Agencies that create excqition 
reports to identify patterns of "suspicious'' 
calls (e.g., unusually hij^ number of calls, un- 
usually long calls, caUs to unusual area codes) 
could use the call-back method to determine 
whether or not they are legitimate. 
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This use of the m^^hod still raises some ques- 
tions concerning the privacy of telephone 
users. However, it has the advantage of affect- 
ing a smaller population— only those whose 
calls are "suspicious/' rather than the entire 
work force. This approach has some i^peal, 
since it targets investigation at specific cases 
of suspected misuse rather than placing the 
entire work force under suspicion. As men- 
tioned in an earlier section, it would be neces- 
sary for the agencies or for GSA to establish 
guidelines far determining when a calling pat- 
tern warrants investigation. 

Local and Saburban Calls 

An additional question arises about the on- 
going policy with r^^ard to local calls. The re- 
cent FCIE audit did not cover local calls, and 
GSA does not collect detailed information on 
local calls on a r^;ular basis and has no plans 
to do so (such information could be obtained 
from local telq>hone companies if especially 
requested and paid for). In their seccmd letter 
to OBfB, Bepa. Edwards and Schroeder ex- 
pressed the (pinion that the government 
' ' should not procure or install any service, fea- 
ture, equipment or system that would permit 
it to obtain call-accounting data on individual 
local calls.'* New equipment being purchased 
by some dq>artments will have the ciqmbility 
to record detailed information on local as well 
as long-distance calls. In some agencies, it is 
programmed only to report time and du *ation 
of local calls, not the destination tele|:hone 
number. At the present time there is no govern- 
mectwide policy on this ti^ic, and individual 
dqMutments have to choose how to make use 
of this feature of the equipment. A govem- 
mentwide pdi^ on this t<^ would be useful 

Local caDsgeoeralty make up a much smaller 
propwtion of telephone costs than long-dis- 
tanoe calls, but th^ are not completely cost 
free. Besides the ''message unit'* charge by the 
local tdephone companies '7.6 cents per call 
in Washington), there is the cost lor additional 
td^hooe lines if the vokune of personal calls 
gets too hi^ In addition, Ihere is the ques- 
tion of enq;>loyee time. 



The private sector telecommunications man- 
agers interviewed by OTA, however, eiqiressed 
no interest in accounting for local calls. They 
saw excessive local phone use as a management 
problem, but not a telephone management 
problem. One said, "That's up to the managers 
and supervisors. If their people are on the 
phone all day, incoming calls can't come in, 
so they tell them to keep it short. 

Calls to nearby suburbs will require separate 
consider ati<m. These calls may be functionally 
the same as local ones, but are long-distance 
calls due to the arbitrary boundaries of ^ocal 
service areas. In the Washington area, for ex- 
anq>le, employees who telephone firom down- 
town Washington to their homes in Bethesda, 
MD, are making a local call, but those who call 
home to Hemdon, VA, are making acommer- 
dal toll calL A large number < ! the personal 
commercial calls discovered by the PCIE au- 
dit probably fit into this cat^;ory. This would 
account for the relatively short duration and 
low cost of calls shown in table 10— many of 
them were brief personal business calls of the 
"checking on the babysitter" variety. The gov- 
ernment might decide to allow these employ- 
ees one call or a reasonable number of calls per 
day, as discussed above. On the other hand, 
the goverr ^ent might take the position that 
the cost of calling the suburbs, like the cost 
of daily transportation to the suburbs, is the 
employee s responsibility, and mi^t provide 
resonable means (pay phones or the use of call- 
ing cards) far employees to make thi^ calls 
at their own expense. 

Calls to Press, Union, or Public 
Interest Groups 

The policy of the PCIE pilot study was to 
treat any call to a press organization, public 
interest group, congressional office, or labor 
union as "official business" without further 



''Intflrview, May 1986, with the telecommuiucations mtti- 
agtf of an inmranoe fimL 
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e xamin a ti oiL However, as Reps. Sckroeder and 
Edwards point out, 

. . . deeming such calls ''official** does not ad- 
dress ... the fact that Uie Government will 
be abk to detorniine who has called whwL The 
availability of such information and the ready 
means to analyze it remain in our minds the 
most troubling— and as yet imresohred— 
aspects of the PCIE proposal 

The question of how these calls wiU be treated 
on an ongoing basis remains open, and gives 
rise to the further question of who will have 
access to call-accounting records. 

There seems to be little doubt that the in- 
formation in tdq>hone call d^^ail records could 
be used to identify and possibfy harass whistle- 
blowers, pec^le who speak with the press, 
union organizers, and dissidents. Whfle harass- 
ment of such people is a violation of the Civil 
Service Reform Act, use of time and atten- 
dance records, for example, to harass whistle 
blowers does take place.^ New technok^ 
call-accounting software makes it much easier 
than in the past to isolate the calls made from 
particular telephones. 

If cal\ accounting and use of audits must be 
used to protect the government investment in 
its tel^hone system, it may also be necessary 
to take positive action to protect the dvil lib- 
erties of tdq>hone users. This protection mi^^t 
take the form of clear and enf orced>le regula- 
tions to protect the privacy of caU-accounting 
i'ecords. This kind of transactional data about 
t^lq)hone calls, while probably not ab p^^^onal 
as the content of the calls themselves, does 
warrant proteetlon.^^ Regulations may be 
needed to ensure that information remains un- 
der control of tel^hone system managers, and 
perb/ *9inq)ector generals, who need it to man- 
age the telephone ^stem, and that data is not 
available to supervisors or other managers who 
deal du^ctly with employees. 

^yron PtavU GlttM* Mdd Ptaina Migdd Gli^ 

"J*aocaM,-* Pgydiciogy T0dMy. Augiut 1M6. Abo, interviews 
with Donald E. Soelmi, Febraeiy 1M6. 

^■U.& Googme, Office of Tedmoloor Aeeeesment. Fedead 
QoymnnmBilnhmMtitm TmAn€logy:EkctnmkSurvMMn<» 
and JUbvtte. OTA-Crr-S^a, (Wir^fngton. DC: U.S. Gov- 
mmeiit Printinf Office, DeoemlMr li i5). 



In the absence of clear policies and proce- 
dures regarding who has access to this infor- 
mation and what they do with it, the possibil- 
ity for misuse of the information is great. The 
challenge is to devdop procedures that will pro- 
tect the privacy and first amendment rights 
of Federal employees, without unduly hamper- 
ing investigation into cases of wrongdoing. 

Eavesdropping and Service 
Observation 

The PCIE study did not in any way involve 
the content of telephone calls. "Service 
observation"— listening in to en4)loyees' deal- 
ings with the public— is practiced in Federal 
Government offices such as the Veterans 
Administration, Internal Revenue Service, So- 
dd Security , and odm agencies with customer 
service responsibilities. Federal Information 
Resources Management regulations require 
Federal agencies to notify both employees and 
the public that service observation may take 
place, although there is no requirement to sig- 
nal that an observer is on the line. 

Eavesdropping on other types of calls as a 
strategy to reduce personal use of telephones 
is of questionable value and legality. The in- 
stances where Federal managers have been 
found recording or eavesdropping on conver- 
sations for any purpose have caused public in- 
dignation. One recent incident prompted the 
introduction of legislation to specifically pro- 
hibit listening in on or recwding conversations 
on the Federal telephone system, except in 
specified instances such as smdce observation 
programs (H.R. 502, 99th Cong., Federal Tele- 
communications Privacy Act of 1985). 

Further, as is discussed in chapter 4, in at 
least one case in ^ he private sector, a court has 
ruled that an employer's listening in on an em- 
ployee's private telephone conversation is 
eavesdropping and a violation of Title III of 
the Omnibus Crime Control and Safe Streets 
Act(18U.S.C. Sec. 2510), even though the em- 
ployee was using a telepfa^ ncxmally inchidml 
in a service observation program. 

Aside from the privacy and legal questions, 
eavesdropping would also be a costly and im- 

92 
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practical means of managing a telephone sys- 
teuL It would probably be tu^air, as well, since 
only a few workers' calls would be affected. 

Other Methods of Cost Control 

Finally, given that government agencies will 
be procuring new telephone equipment and 
services over the next few years, it would be 
prudent to consider the use of other methods 
of t^lephooe cost contn^ that may supplranent , 
or even replace, call accounting as a means of 
ccmtodUng the costs of perscmal calls. It should 
be possible, given the right technological and 
administrative tools, to greatly reduce the 
number of unwanted or unauthorized calls. 

One i^proach is educati<Ki. Many employees 
actually believe that calls on FTS (or an em- 
ployer's WATS lines in the private sector) are 
free. The belief has developed over years in 
which no accounting was made, where wide- 
spread personal use was tacitly tolerated, and 
^^diereempk)yer8 and agencies themse/ves have 
treated telephone service as a free good. The 
PCIE audit has been a first 8tq> in demonstratr 
ing that the government's policy is changing. 

A first step in changing the calling habits 
of government irorkers might be a nonpuni- 
tive educational campaign to inform employ- 
ees of the new pdicy on personal calls once that 
policy is developed. This campaign should 
include information on the methods of call 
accounting that are being used As mentioned 
earlier, the mere knowledge that an effective 
recordkeeping system is in place has a damp- 
ening effect on personal calling. Educational 
efforts should also fully inform government 
woricers of the kinds of calls that are permitted, 
and inform them of alternative means of mak- 
ing necessary calls not permitted on the gov- 
ernment tel^hone system. 

Education programs with respect to tele- 
phone use can 1^ effective. Agandes have 
found that they reduced their employee's lev * 
of misuse (use of an expensive facOity whe^ 
a dieaper one is available) through educational 



programs aimed at increasing use of FTS and 
reducing use of commercial lines.^^ 

The other strategy is to make use of active 
cost control measures discussed earlier in this 
chapter, for example ''blocking" and 'ievel of 
service access" features. Designing a telephone 
system that is best suited for doing the gov- 
ernment's business might be preferable to 
scrutinizing call records to catch government 
workers who misuse a poorly designed system. 
As mentioned earlier, modem telephone sys- 
tems do allow for the programming of differ- 
ent levels of service, depending on the tele- 
phone needs of the end user. 

The government currently has some capa- 
bility in this regard, but it is not used to a great 
extent. There are five levels of FTS telephone 
service available; these affect only the end 
user's ability to make outgoing calls, not the 
ability to receive incoming ones. The levels are: 

1. Standard Service: Can call only government 
telephone in local area. 

2. Jommerdal Service: Can call government 
local telephones and commercial lines (dial 
9). This includes the ability to access com- 
mercial long-distance lines after dialing 9. 

3. Goverzment Service: Can call local and in- 
tercity government telephones, but no com- 
mercial lines. 

4. National Service: Full access to both gov- 
ernment and conunerdal telephone net- 
works, but no international dialing. 

5. International Service: Full access to Gov- 
ernment and rommcrdal networks and inter- 
national dialing. 



^^See for example, U.S. Department of Educatioiit Office of 
the Inspector General, ' Report on Review of Telephone 
Changes/* Sept. 11, 1981. 
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According to GSA, the distribution of these 
levels of service among government full-service 
agencies was as follows: 

Level of service Main lines 

L Standard 881 ( 0.6%) 

2. Commercial service 532 ( 0.4%) 

3. Govermnent service . . . 242 ( 0.2%) 

4. National service . . . . 36,267 ( 25.6%) 

5. International service 82,955 ( 58 7%) 

No level 20.443 ( 14.5%) 

Total 141.320 (100.0%) 

The "no level" category refers to lines that 
could not be classified or were installed before 
the classification went into effect.^ 

As shown above, 84 percent of the lines are 
in the two highest levels of service. While it 
is possible that such a large number of Fed- 
eral workers need access to the full range of 
national or international telephone service, it 
is likely Chat the actual number with a busi- 
ness need to make extensive long-distance call- 
ing is lower than 84 p^cent. In the past, the 
relative difficulty of changing the level of serv- 
ice on a given line once it was installed made 
it difficult to assign specific levels of service 
to specific types of users. To ensure that tele 
phone service would be at least adequate to 
the needs of any group of workers stationed 
in a particular office, Unes have usually been 
assigned a fairly high level of service. 

However, new digital telephone systems wiU 
have greater flexil^ty and could allow more 
extensive use of programmed levels of service 
that can be changed as needed. Meaningful 
le\'els of service thirf; reflect the calling patterns 
of government workers would have to be de- 
veloped, and rndividual agencies would need 
to determine which of their employees need ac- 
cess to conunerdal lines, which to FTS lines, 
which to off-network destinations via FTS 
lines, and so on. 

Restrictions might also be assigned to the 
telephones themselves, or to their users, based 
on authorization codes. Both approaches have 

^Infonnatioo taken frtnn Preddeiit's Council on Integrity 
and Effidency, ''Consolidated IUqE>ort on Federal Tetocommu- 
nicationa System (FTS) Utilisation." prq>ared by the General 
Services Administration, Office of the Inspector General, Mar. 
16, 1987. 



their advantages and disadvantages. Author- 
ization codes are more flexible, since they de- 
pend on user needs rather than the location 
of a particular telephone he or she is using at 
the moment. On the other hand, authorization 
codes require users to dial additional digits, 
which can be a burden on those who make 
many calls unless speed dialing is available. 
Assigning restrictions to specific telephones 
would require that levels of service be changed 
every time offices are changed; this is possi- 
ble with new digital telephone systems. 

It may be that the government will want to 
pursue both options on an agency-by-agency 
basis. In some agencies, the telephones may 
restrict long-distance calling except for holders 
of authorization codes. In other areas where 
authorization codes are unworkable, such as 
telesorvice centers where employees make 
many calls all day, telephones can be pro- 
grammed so that codes would not be needed. 
Other agencies may decide to assign levels of 
service to telephones rather than to an indi- 
vidual via authorization codes. Some possible 
leveb of service might in ude: 

• Local Government Service: Can call only 
government phones in local area 

• Locai Service: Can call local government 
phones and commercial (dial 9) lines. PPX 
or local tel^hone company Centrex blocks 
long-distance access. 

• Government Long Distance Allowed: Pi31 
above plus access to FTS. 

• Off-Net Long Distance Allowed: ASid\xfve 
plus ability to call nongovernment phones 
via FTS. 

• Commercial Long Distance Allowed: All 
above plus access to commercial long- 
distance network. 

• Range Authorization: Users in the previ- 
ous three categories could be limited to 
calls in certain area codes or zones within 
the country. 

• International Calling: All above plus in- 
ternational direct dialing.^^ 



^List developed by OTA based on categories in ''Detailed 
Description'' manual of SUte of New York, Office of General 
Services, Division of Telecommunicatian. 
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Clearly, establishing better levels of service 
will not eliminate personal calling. It is still 
possible im the holders of authorization codes 
to make personal calls, to the extent allowed 
by their assigned level of service. Similarly, 
should levels of service be assigned to specific 
telephones, it is possible that the people sit- 
ting near telephones capable of making long- 
distance calls will use them for personal call- 
ing. However, a call-restricting i^proach could 
reduce the number of unoffici^d calls made on 
the government's telephones. The State of New 
Yoik found that many employees do not need 
to make long-distance calls in the course of 
their work and therefore do not need authori- 
zation codes. Only 60,000 codes are in effect 
(there are 200,000 employees at locations 
served by the State telephone system). While 
codes are sometimes shared among members 
of a small workgroup, it is still clear that not 
every employee needs access to long-distance 
service at work. Only about 20 percent of codes 
assigned have a level of service that permits 
full national or international dialing privil^es. 
The other 80 percent are restricted to govern- 
ment calls, off-network caUs within the State, 
or commercial calls within selected area codes. 
Determinations about employees telephone 



needs are made by the individual agencies, not 
by the Division of Telecommunication.^^ 

The Federal Government's tdephone system 
must be nationwide and must serve many 
different agency and program needs. However, 
it appears that the principle of reducing the 
government's exposure to risk of xmauthorized 
calls by reducing the number of employees with 
access to full-service telephones is a valid one. 

GSA, as the govemmentwide manager of the 
teleconmnmication system could greatly aid 
agencies in making use of new ii^ormation 
technologies in two ways. First, it could con- 
tinue, through its own research, to develop 
modd methods for telephone system manage- 
ment and communicate these to the agencies. 
Second, it could serve as a clearinghouse for 
sharing innovative and useful approaches de- 
veloped by the agencies. 



^Interviews with Peter Arment, State of New York, Divi* 
sion of Tdeannmuiikatuni, September 1986. It should be noted 
that the State of New Yatk does use call acoounting. Authori- 
zation codes are the backbone not only of the service levels, 
but also of the billing system. Long^listance calls are charged 
to the authorization code, so the cidl is billed to the proper de- 
partment, even if the call is made from another office, or even 
from a State office building in another city. 
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Chapter 4 

Electronic Work Monitoring Law 
and Polii^y Considerations 



With perhaps the exception of marriage, no 
other institution in society is so pervasive as 
the employment relationship.^ Roughly half 
of an adult's waking hours are spent at work. 
Societal attitudes regarding personal dignity, 
autonomy, and privacy, and the individual's 
sense of self are tied to the workplace. Elec- 
tronic monitoring— the computerized collec- 
tion, storage, analysis, and reporting of infor- 
mation about emfioyws' productive activity^ 
—may be an increa^ng^y important element 
in the relationship between employer and em- 
ployee, and in the overaU context in which work 
gets done. Decisions about monitoring may af- 
fect the setting in which citizens woik, and may 
therefore have a broader social significance. 



^"We have beocniie a natkm of emplay^w For our gpner- 

fction,Uie8ab0Uiioeoflifei8maiioClMrinan'8 hands." F. Tao- 
nenbaum, A nUosopby oi Labor 9 a951> (as quoted in Blades. 
"Enytoyment at Wfll va. Individual Frtedom: On T jmi'ting the 
Abu^ve Exerdae of Enqtlosrer Power/' 67 CobusMm Law Re- 
vieir 1404 tf967). Although the enyloymmtwilatta^^ 
entered into, the need to earn a living, together inth linutatim 
the individual's qualifications and the ease with which he or 
she can be substituted, often place the woricer at a disadvan- 
tage in determining the conditions under which he she shall 
work 

^'Electronic work nxmitorng," "electronic UMmitoring," <x 
just ' ' woric monitoring" are terms used interchangeably in this 
chapter and dsewhere in this report to include conqniter-based 
woric monitoring and tdeplume service observatioci. Telephone 
service obeervatkm, althmigfa not typically con^Niterized, is in- 
cluded because it is often used in conjunction with electronic 
work measurement techniques. 



Between 4 and 6 million office workers have 
their work measured by computers, and many 
millions more are affected by tel^hone call 
accounting.' Propon^to of electronic moni- 
toring, principally the vendors of monitoring 
equipment and software and some companies 
that have installed monitoring systems, say 
that monitcning provides empkyyers with new 
tools for managing resources, aUocafcing costs, 
improving productivity, controlling quality, 
and reducing waste, fraud, and abase of em* 
ployer property. At the same time, however, 
critics of work monitoring, principally some 
labor unions and dvii lib^ties organizations, 
suggest that electronic woik monitoring is de- 
structive to the quality of work life and has 
damaging effects (mw(nkers' privacy, dvil lib- 
erties, sense of dignity, and health. 

This chapter ie an attempt to provide the 
policymaker with a conceptual fi-amework for 
addressing concerns over electronic monitor* 
ing, now and in the future. It b^;ins by ask- 
ing why monitoring has become a policy issue, 
and what is different about dectromc moni* 
toring that causes these concerns. It then ex* 
amines which of these concerns are currently 
addressed by existing law and which are not. 
Finally, it provides the policymaker with a 
range of options from which to choose. 



>Seech.2. 



PART I: WHY IS MONITORING AN ISSUE? 



Neither work monitoring, nor the applica- 
tion of technology to measure work, is new. 
As chapter 1 of this report illustrates, the 
detailed observation and recording of en4>loyee 
performance has been an int^;ral part of Amer- 
ican ind^*<itrialization from the mid-1800s 
onward. During the early 1900s, work moni- 
toring culminated in Frederick W. Taylor's 



''scientific management.'' While earty work 
monitoring techniques were confined to penr 
dl and paper tallies of performance, technol- 
ogies such as the time dock, time stamps, and 
cyclometers were applied pervasively to the 
measurement of work.^ 

^For s more comi^ete discussion of early forms of work mon- 
itoring, see ch. 1 of this report 
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Given this long history of work monitOTing, 
two questicms arise: 

1. why is concern about work monitoring 
among management, labw, and public in- 
terest groups only now surf adng? and 

2. why is the application of electronics to an 
dd technique unique or different enough 
to cause this omcem? 

Sinqdy put, the questions are "why now?" and 
'"what's new?'' The first question is addressed 
present^, while the second forms the discus- 
sion in the remainder of this chi^ter. 

Although the question of "why now?'' has 
no sinqde answer, it is possiUe to point to three 
broad trendi; that have contributed to the 
emvgence of monitoring as a pdicy issue: the 
computerization of office work, the computeri- 
zation of commumcations, and the rise of woric- 
ers' eq)ectati<nis and rights in the worlq>lace. 
The three types of monitoring coiiSidered in 
this report— conqNiterbased monitoring, t^ 
iriione call accounting, and tdcphone service 
observation— illustrate the wi^in ndiich these 
trends have propelled wori( nionitoring into the 
national poUcy arena. 

The computerization of office woric is less 
than 15 years dd— less than half of the work- 
ing lifetime of a white-collar worker/ Com- 
puterization has lead to rapid, fundamental 
changes in the quantity, quality, and organiza- 
tion of office work. As a result, conflicts are 
emerging between management and labor over 
how wok will be designed; who will have a say 
in that design; and what the eq)ectations of 
employee performance, flexibility, and privacy 
shcxdd b& The Uterature on the inqMct of auto- 
mation on work is voluminous, and the reader 
seeking niore inforniation is referred to ano^ther 
OTA report, AutomaCian of America's Offices/ 

Computerbased monitoring is one example 
of how the computerization of office work has 
lead to the recent emergence of work monitor- 
ing as a salient issue. Since 1982, computer- 
based monitoring has bem the subject of na- 

*U.8. Cdngmt, OfBot of Ttdmoloor Atae—ment, Autome- 
tkaciAamiee*$Oakm, OTA-Crr-287 (WatUngtoo, DC: U.S. 
QovwnnMiit Pristiiig Office, December 1985), p. 8. 

•Ibid. 



TaMe 11.— 20 Unions With PotiUons Against 
Computer-Based Work Monitoring 



Estimated 

Union membership 



Automobile, aeros(>ace, and agricultural 

workers (UAW) 1,350,000 

Communications workers (CWA) $50,900 

Electrical workers 1,000.000 

Electronic, electrical, tecttnical, salaried, and 

machine workers (lUE) 160,000 

Federal empk>yees (NFFE) 150,000 

Government empk)yees (AFGE) 265,000 

Qovemmant emptoyees (N AG^ 300,000 

Machinists (IAM) 940,000 

Newspaper guild (TNG) 40,000 

Office and professional employees (OPEU) . . 125,000 

Postal workers (APWU) 320,000 

Railway, airiines, and steamship clerics 

(BRAC) 200,000 

Service empk>yees (SEIU) 660,000 

State, county, and municipal employees 

(AFSCME) 1,100,000 

Steelworkers (USWA) i;230,000 

Temsters (IBT) 2,000.000 

Telecommunications woricers (TiU) 50,000 

Treasury emptoyees (NTEU) 120,000 

Typographers (ITU) 80,000 

utility workers (UWUA) 56,000 



NOTE: Tottfs an roundtd. 

SOURCE: WMlfn, PMvpK'rN' 0lui% o< Mllcvl^ 

contractor raport prafMrad tor OTA, Utf I9kj8. Butmu of Labor 
SUtlttles. 1980; AFL-OO attknctaa, aupplamantary Inquirtaa at 
IndMduil unlont, 1964. 



tional TV news programs, a stream of news- 
paper and magnriiw stoiies, and several recent 
books. Althouysfa it has ciqitured media atten- 
tion, tmions were the first principal critics of 
computerbased monitoring.^ (Unions having 
positions against conqniter-baaed monitoring 
are listed in table 11). While the concerns of 
each union are not necessarily identical in de- 
tails, a broad consensus seems to be that w<ni£ 
speedups, enforced by close work monitoring, 
are bad because they create haimful stress 
among employees and also compromise the 



f During the coune of UUi study, OTA spoke with a variety 
of union rapmeotatives having an interset in w<xk monitor- 
ing, inrhiding the American Fedsration of Labor A Coogresa 
of Industrial Oiganixatione (AFL<?I0|, the Cdmnmnications 
Worinre of America (CWA), the Service Enqiloyeee Intenia- 
taonal Union (SEIU), Nine to Five: The Natkmal Aaeodation 
of Woridng Women (9 to 6), American Federation of State, 
Coonty, and Mnaic^ Enqik^yeea (AFSCME), the American 
Fedaratioo of (3ovenmient Empioyeaa (AFGE), and the Greiihii; 
ArtiaU International Union (OAIU). In addition, 9 to 6 end 
AFGE were lepreaentad on this eto4y*e AdviNcy PaneL These 
miione, end many others, have taken a public stance against 
conqraterbaeed monitoring. 
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quality of woric provided to the public. As an 
issue of job stress, unions see work monitor- 
ing— and particularly computerbased monitor- 
ing— as linked to quality d worklife issues, 
worker aoBdarity Job demgn, andbealtii con- 
cerns. Woricer privacy is also emphasized as 
a coDoem of the unioDs, particularly the rights 
of workers to see what records are being cd- 
lected about their work performance. 

Umons represent only a fraction of the esti- 
mated 4 to 6 miDioi: monitored enqdojrees, but 
from a £Md stwi^ of 1 10 businesSt government, 
and noiqxrofit organizations conducted for 
or A» it is also poraible to offer scnne observa- 
tions on the attitudes of employees in general 
with reqpect to conqmter-based mmitoring. 
The fidd study revealed that fairness in mon- 
itoring is a critical factor in clerical and cus- 
tomer service employee acceptance.* The em- 
iriiaais on fairness hig^ilig^ the fact that both 
procaas and sohstance are invdved in how em- 
idoyees reqxmd to dectatmic woric monitor- 
ing. In addressing process, enqdos^ees seek gen- 
uine invdvement in the dedgn, testing, 
ipplicatkxit and subsequent adjustment of new 
office qrstems techndogy. Substantivety, the 
perceived reasonableness of monitoring de- 
pends on: 1) the fairness of the stamiards set, 
2) the foimess of the measurement process €11- 
idoyed, and 3) the fairness of the way meas- 
urements are used in employee evaluation. A 
breakdown of these key issues is given in ta- 
ble 12. 

The computerization of conmiunications 
refers to the fact that the information moving 
within modem communication systems, such 
as the telephone, is increasin^y transmitted, 
routed, stored, and processed in digitd form 
by electronic computers. Because of the com- 
puterization of communications, the use of em- 
idqyers' telefriione systems can be tracked with 
greater prectsion and craqxrehensiveness thm 
was possible previoudy. Computer software 
in smie modem Private Branch Exchanges 



'Alan Wmtin, and Tht Educstkmal Fund for Indhridual 
BitfiiU,PtivaeTSDdQoalitroiW€HiUlt 
Mcoitcriag, oonftnctep^MrpniMradforOTA, Uay 1966; £Md 
ttwty cmdocted diirinf 1962^. and update 
durios 



ERIC 



Table 12.— Key Issues and Problam Areas In 
Monitoring Clerical and Customer Servlca Woritert 



Key issues/problem aspects 

1. Faknasa of woric atandanls 

Do standards fairly reflect 'ne average capacities of 

the particular wotk force? 
Will they create unhealthy stress for many employees? 
Do they account for recurring system difficulties and 

other workplace problems? 
Do they include quality as well as quantity goals? 
Do they represent 'iair day's pay for fair day's work? 
Do emptoyees share in productivity gains achieved 

through new technotogy? 

2. Fahnaaa of maaauiefiieni ptocn as 

Do employees know and understand how the 

measurements are being done? 
Can measursment system be defeated, impairing 

morale of those willing to follow the rules? 
Do emptoyees receive statistics on performance 

directly and in time to manage work rate? 
Is relationship tietween quality and quantity 

communicated by supervisors when discussing 

prot>lems with performance levels? 
Do supervisors communicate clearly that they are 

taking systemAnforkplace prot>lems into account? 
Are group rather than indhrkluai rates used when such 

an approach is more equitable? 
Is there a formal complaint process for contesting the 

way work data is used? 

3l Fafemeaa In applyhiQ nMaaufementa to evaluation 

Are there meaningful racognitk>n programs for superk>r 

performance? 
Is work quantity only one of a weil-rounded and 

ot^iective set of appraisal criteria? 
Does employee get to see and participate in 

performance appraisal? 
Is there an appeal process from supervisor's 

perfonnance appraisal? 
Is ther a perfomiance-planning system to Identify and 

help performarice problems? 

SOURCE: Omc9 of TtcfwolOfly Atmmmvtt, 1987 

(PBXs)» for example, permits station message 
detail recording (SMDR), a form of telephone 
call accounting that recede from which tele- 
phone a call was made, what access code was 
usedt where the call went, and how long it 
lasted The call-accounting system can then 
generate detailed, comprehensive riq;x)rts of all 
of the telecommunication activities of every 
employee in a firm.* 

Telephone call accounting is an example of 
how the computerization of communications 
has placed work monitoring on the public pol- 
icy agenda A pilot study of unofficial use of 



*See ch. 3 for a more detafled discussion of talephopa call- 
aocoanting ssrstems. 
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Federal Government long-diatanee telephone 
usage has been completed,^^ and the implica- 
tkms of thia 8ta4^ for employ ee privacy caused 
concern in both Congress and the press." Al- 
thooj^ most of these concerns were over the 
manner and method by which this study would 
be carried out (and are therefore addressed be- 
low), at least scmie of the concerns are over 
purposes for which it mi^^t be used. One con- 
cern, in particular, is that call accounting might 
be used to discourage whistleblowers, to sti- 
fle dissent or union activity, or to limit news 
media access to information." Plans are be- 
iilg made to audit Federal enqiloyees' kxng^ 
tance calb on a regular basis, raising additioial 
concerns about the vigilance with which pri- 
vacy concerns are addressed The Office of 
Management and Budg^. (0MB) has issued 
proposed guidelines <m comphance with the 
Privapy Act, in contemfdation of a permanent 
caB-accounting ciqiability in executive agen- 
cies." In the private sector, where about 
30,000 call-aocounting systems have been 
sold,'^ there are similar concerns over privacy 
and the potential for misuse. The issues sur- 
rounding the purposes cf call accounting, in 
both the public and jnivate sector, are consid- 
ered in more detail below. 



''IIm tmoffidal uw of the Fedaral Tiitoc wninnnlf a t i nn s ^s- 
im or othtr govwimMntiprov^ 
iiilloiiL 41 CFR 201-38.007 and 5 CFR 736.205. For adetafled 
dia cn wfan oC tha 'T ^ aphon a CaD R e doct kM Mtiat^ 
dnetad tha IVaaktot'a Coandl on Intagnty and EfGdaocy 
(PCIE), OanaralSarvioaa AdminiatntiQn, and thaOffw^ 
agwnant and Bodfat, aaa ch. 3. 

"In March of 1966. Sap. Don Edwaida (Chair, Soboommitr 
ftaa 00 and Cooatitiitional Righta) and Patrku Sdir^ 
KSwir. Soboommittaa on Sanrka^ aent lettara qoaota^^ 
Dapnty Director, Joaiph R. Wii^t, on tha privacy proUems 
i nfoi v a d w Hh tha ebafy. Tim ACLU, Thb New York Thnea rVS. 
Phonaa Raiaa laana of Privacr New Eqn^mient Would Pro- 
vida Dalailad Record of CaDa," Bnmham, Mar. 17. 1986). The 
Federal Tlmea ("Planned Phone Audit Bringa Blaat From Sev- 
erdGroopa," Montague. Mar. 26. 1986) and the Waahington 
Poet ("VS. AgHidee Uee High Tech To Curb Worhere/' May 
9. 19S6) and eonahier a hle t elev i a i o n a coverage all brought pub- 
Uc aftentinn to the enfaject 

'^Lettv of Rep. Edwarde to Joeeph Wright, queetion Na 6. 
Mr. Wright 'a itaponae waa that the program would not be look- 
tag at local calk ukid that long^hatanee caUa to newe media, 
ooQipvarional offloea. puhUc intervet groiqie. etc. would be con- 
eidared huainaaa caDa for pmp oaae of the etudy. 

"Notioi the Office of Managament and Budget, 61 Fed- 
eral Ragiatar 18982 (Friday. May 23. 1986). 

>^ch.8. 



Finally, bei£^tened public and w(»*k3r expec- 
tatimis regarding privacy, health, and work- 
life quality help to esqilain why numitoring has 
emerged only recently as a public policy issue. 
The period from 1965 to 1986 saw the growth 
of concern over privmcy in the public conscious- 
ness,^ in the courts and l^^islatures,^* and in 
the schdarly literature." The ccmcem over 
privacy during the past 20 years largidy tracks 
the introduction andfnxiliferation of Uie com- 
puter as a basic tool for the emerging infor- 
mation economy. It is n^ surinise, therefrve, 
that priva^ issues have made their way to the 
office environment, where ccHnputers have had 
their most pervasive influence. As we will see, 
however, the conceit of privacy may be inade- 
quate to address most of the issues involved 
in woric monitoring. 

At the same time as privacy became an im- 
portant theme in public poli<7, there were ris- 
ing medical, media, and public concerns about 
tte health ^ects of stress at the office woA- 
place. Studies showed that stress among of- 
fice workers was a contributing cause of ad- 



"Sae a.g.. The DuommB of Phva^r A NetiooMi (^tittm 
ReemnA Survey of AUitadm Toward Pthrecy, con du ctad for 
Sentry Inaaraiiea tyy Looia Harria A Aaaoriataa and Dr. Alan 
F. Waatan, 1979. Tlia aonrey ravaalad, amoQf otiiar tlu^^ 
atrong majoritiaa of fdU-ttma amployaaa baUevad Uiat it waa 
nokw ig B i p rop« fora uitJi>y e ia tOMkjobappiicantaabctttic^ 
topics that had onoa been traditaooal to coUect ia.^. infonna- 
tkm on an appBcant'a ^woae. natghborhood, mambarahip in 
orgamzationa. reaidanrial atatos, amat, and aimilar mattara). 
A 1983 Sorvay. alao Hnnia a Aaaodataa, raaffinned the im- 
portance of pcivaqr in tha public ndnd. 

'H>var 20 Acto of Congreaa have been paaaad ainoa 1970 to 
addraaa problama of individnal privacy. See: U.S. Congreaa. Of- 
fice of Technology Aaaeaanient, Ftfdarn/GavanmMne Informe- 
tioD Technology: Electraak Record Systeam end ladividoal 
Privecy, OTA-Crr-296 (Waahmgton. DC: U.S. Govemment 
Printing Office, June. 19S6). p. 15. Moat recent l^gialativa af< 
f orta to protect privaqr indiNla the Coaoterimt AcoeoB Fraud 
and Abuaa Act of 1986 and the EhcUoak Coauaumcatioaa 
Privacy Act of 1986, None of Iheae afatufea are addreaaed ape- 
dficalbr at anqiloynient, however. At the State level* 21 Statee 
have paaaad lugtalation dealing apecifically with the confidcn- 
tiality of aaafkyea recotda, and 34 Statea have atatut^ con- 
cerning the uaa of the polygraph in enqrfoymant CSaa^p£Iat^ 
of State and Federal Privacy Laws (1984-86 ed.) (Waahiogton. 
DC: Privacr JoomaO. and January 1988 aiqip. 

"See, e.g.. Robert ElUa Smith, Workri^ta, Waatin, Cooh 
putara, Anona/ Admiidatratioo, aad Qtiaan Rig^U, U.S. Na- 
tional BuraanofStandardaSpadal Publication 600-50 a979». 
and the report of tha U.a Prhrnpy IVotaction Study Commia- 
aion,iWaana/mvacylnan/nibnnatkinSoeji^(1977). See 
alao: OTA. Electroak Record Syatama, op. dt 
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verw health impacts, such as heart disease, 
and that clerical workers— because of their 
**lnf^ denumd/low control" working situations 
—were anumg the occupations in office work 
most "at risk.'"' Altlmugh the studies did 
not find harmful stress dqieodent on computer 
use (high levds of stress did show up in high- 
producti<m, dosety monitored clerical work 
that was not computer-based), the growing 
number of "machine paced" and "machine 
monitored" conqmter-based clerical workers 
generated similar concerns over stress and 
health. 

The woriq>lace context in which privacy and 
health concerns fermented was also changing. 
Women conqvise roughly half of tibe woric force 
in America todiQT and are eqwdaUy vulnerable 
to the in^>act of microelectronics on the work 

^'Of 130 common ocmprtiotM, the following 12, ranked from 
mott to IsMt w i n a M L were said to be moet aU ew f ul: 

1. Labonr 7. Menafw/administntor 

2. Secretary 8. Waitiiwe/waitei 

3. Impector 9. Madune operator 

4. Qinieal lab technirian 10. Farm owner 
5.0fGeeiiiaii^ ll.lfiiMr 

e. Foteoian 12. Painter 

(ae reported in Meeka, "Woiker'e Compeneation and Stress," 
37 CPCUJ. 171, 174-75 (1964) (based on a 1977 NIOSH stady^. 
See ch. 2 of this report, which discoaeee the NIOSH study in 
greater detail 



environment.^* Accompanying shifts in the 
structure of American industry, from heavy 
industry to service and information sectors, 
was a growing recognition of workers' 
rights— quite iQMrt from those obtained by c^ 
lective bargaining.^ These new ri^ts are be- 
ing introduced inimarily at the State levd, and 
indude rij^t-to-know, privacy, safety, and dis- 
crimination lawa What impact the increasing 
alarm over drug abuse and subsequent drug 
testing will have on this trend toward greater 
l^;al protection for workers is uncertain. 

Of course, understanding the factors that 
have made monitoring into a public policy is- 
sue is of little help in understanding what the 
specific issues are, and why dectronic moni- 
toring raises problemr that differ from conven- 
tional fcmns of work monitoring. Part II ad- 
dresses these questions. 



**See: Hartniann, Krant, 1% (eda.K Cboyiiitar Cftq^ 
per dqpr TBchDology mid Women's EmpU^ymmt (Washing- 
ton, DC: Natkmal Academy Pkess. 19S9K 

"^ee, e.g., "Bejrood Umooa: A Revohttkm in Employee 
Rights IS in the Making," gnsftiMyiyedc,Jqly 8, 19S5 (cover 
stoiyh ami "The New Indnstrial Relataooa," Bamm HWr, 
May 11, 1981;amlmoceraoentb^,i;^. Labor Lair and the Fb- 
tuTB of Labor-Matrngmamt Coopeeatkm, BLUR 104 (Washing- 
ton. DC: U.S. Depvtment of Labor, Bnieaaof LaborManage- 
ment Relations and Cooperative Pirograms, 1986). 



PART II: FRAMING THE DEBATE 



As seen in the first section of this chapter 
and elsewhere in this rqx>rt, electronic moni- 
toring raises a variety of distinct concerns 
ranging fitmi worker participation in job de- 
to worifer solidarity, to privacy, to stress 
and health, to worker dignity, to quality of 
wwklife, and more. Yet not all of these con- 
cerns are of the same typ^ some relate to the 
wi^ that dectronic mositoring is inq;>lemented 
in a given w<nic environment , scMne to the use 
of monitoring to drive the worker, some to the 
use of information gained in monitoring, and 
some to the very fact that mmiitcMing is con- 
ducted at alL Mweover, these concerns differ, 
dqwnding cm the type of monitoring being dis- 
cussed; conq>uter-based monitmng raises the 
issue of stress, while telephone call account- 



ing engenders concerns over privacy. Gearty, 
electronic monitoring is a multif aceted issue, 
with no simple term of analysis. 

Furthermore, upon doee scrutiny, objections 
to electronic monitoring resist categwization 
in terms of traditional legal and normative 
principled. As the 1^^ an^ysis in part III of 
this chapter shows: 

• Excq>t whra monitoring is used for ille- 
gal ends, even some of its more onerous 
forms (e.g., machine pacing) are entirely 
l^aL 

• Theconcq>tof privacy, whether based on 
law or on ethical conaidcrati<ms, seems too 
narrow to address many concerns over the 
t3rpes of employee monitmng considered 
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in this report. The performance of tasks 
at work is, for the most part, an inherently 
public activity, which is done on behalf 
of the emplofyer at the place of employ- 
ment. An employee would likd^y fbd it dtf^ 
ficult to assert a ri^^t of privncy in his 
or her performance at tasks such as com- 
puter claims processing. 
• Althmigh some legal doctajnesmgy be inh 
plidtfy aimed at ^^Tdicating a person's 
claim to bodify or mental integrity, auton* 
omy, or dignity, the law recognizes no 
''right of dignity'' ot "rig^t of autmcHny" 
as such,** 

Not only does monitoring escape the ' 'net ' ' 
of vdiat is normalfy considered imvate infor- 
mation, its infusion into the w<M^lace seems 
so gradual an ezteosicm of past practices that, 
if there is no real basis in doctrines of privacy 
for objecting to the proverbial siqiervisor with 
a clq>board, there seems to be none to using 

~^CoM^. lor osanqili^ Uie oomi^ 

(1) Battey. wliiefa k an iatontional and iinoonnot^^ 
tact, and in iHikh 't4M alfloiant of poraooal indignity hM 
waya baan given eooakbrabla 

(2) Aaaanit, wlddi atana from an intaraat in freedom from 
aHKalMuaiatt of aharmftd or ofiniva contact (Mdiatinginihed 

tal diatvbiooa of lua personal integrity. Dam^ are recoi l- 
able for mental diatuf bance (fright, »»»"*nifttiim, etc) aa well 
ae aiQr plqraieBl ilfaieaa that flows from it, bat an aeaanlt moat 
create ^ apprsheneion of immadiata pfayaieal harm: and 

(8) laJktieaaf Mental DIetreea, an action in which the inflic- 
tion of mntal iajmy itaelf becama vindictabla. It i9 nMMt often 
caeee of hitentional, flagrant acta, where "aitnme ont^ 
' of a detodant'a act aDowa recovery ("yoor hnabmd h«« 
I ia an aocident"-€r aitoationa m which there ia repeated 
homwHng or threatening of thaplaintifl). Mental dirtreeenmst 
aiiat and be aavere, and no recovery can be obtained for mere 
p ro fan ity, ft b t p w iity or abnaa. 

WX. Pr oeee r , Avaaer on Torte , 4th ed. (St Paul, MN: Weet 
PtaUieUngCo., 1971), pp. 802 eC eeq. 

Some court opinionaeiigfiet a doae correlation between com- 
mon law rights of privacy and individnal dignity, autonomy, 
and peraonal frsedom. For ezample, hi Gerety, "Radafining 
Privai7," lSHarvanrfCMriZ<gftlsandCMrLitotMsLaw 
aal 288-298, tha aothor reviawa aevaral opiaiona dealhig with 
the oonunon law right of privacy, and conchidea that* 
...Mpfafr iu iiiwiofdaa i iye gMwri or epedflc-CMi be er» 
rivid et oi^a wa adBo«li4fi that it WM sot the OHuaeMl touch- 
lag €r the MramitHl eeereh ee each thet eaneid tlw iqfofy. What 
wee jaJwrei^ ^ ^ ^ ^ 

/d at 286 (emphaeia added). AUhoogh it m^ be tha caee that 
privacy righU entail intereaU in dii^ity and fraadom, the coo- 
varaa doaa not naoeaaarfly foOofw: faitareaU hi dignity, freedom, 
andau to noniy arenot n a re eae ri br privacy faitereata. To vindi- 
cata faitereeU hi dignity and aotononqr, in other worda, reqoiree 
a aeparata and hi dependen t baaia hi lew, each ae priinKy. 



Tsbig 13.'A Framewortc for Addreaaing Electronic 
Woric Monitoring 

Concern Critaria 

Purpose of monitoring Fairness Relevance ~ 

Completeness 
Targeting 

Manner and method of 

monitoring Autonomy Intenslvaness 

Dignity Inttusfveness 
Privacy Visibility 
Type 

Lealdneas 
Permanence 

Effect of monitoring Health Frequency 

Stress Contlnuousness 
Regularfty 

Control 

SOURCE: Omcm of T«ctwio>ogy A niMmut, lOez. 

a conqmter to do much the same thing. As 
chi^ter 1 explained, some f<nin of work moni- 
twing has always been a part of employment, 
and the fact that techndogy introduces new 
or more eCBcient wiqts to monitor work may 
not be in itself an obvious incuraian on privaQT. 
Some reason must therefore be found why 
monitoriiig woik by mesne df microelectronics 
is significant^ different from past forms of 
monitoiing, and what this difference means in 
terms ua^vl for f emulating pdi^r. 

To that end, or A has dc -ekiped an analyti- 
cal framewoik that draws <m familiar concepts 
and lilies them to the new capabilities and 
characteristics of dedtronic monitoring. Table 
13 summarizes this framewcnk. In general, 
most claims abc«it the del^«rious effects of 
electronic moniviring can be understood as 
statements about its purpose^ its msDner and 
method of implementation, or its effects. It is 
this fr amewotk that guides the discussion in 
the rest of this chiqyter. In this part of the chap- 
ter, the purpose/metiiod/effect breakdown is 
examined, in Ijfl^ of the characteristics of mon- 
itoring technok)gies, to show why electronic 
monitming may present unique jntiblems far 
the relationshq) between emplcyee and em- 
ployer. Then, in part III, the variety of legal 
mechanisms for addressing jnt^bloDis in the 
purpose, method, and effect of nxmitoring are 
examined. Finally, the cluster locto at the 
tsrpes of claims t^ law does not address, and 
e^kxes the options Congress mi^ wish to pur- 
sue in lic^t of these unresolved issues. 



RIC 



103 



Ch. 4^ElBCtronic Work Monitoring Law and Policy Cons' derations • 9i 



Purpose 

Concems aboat the purpose of monitoring 
refer to the ends that the employer seeks to 
further throu^ a given monitoring techniqua 
By and large, dectonic wwk monitoring may 
be used to measure and document a variety 
of employee transactions, for purposes of: 

• planning and scheduling personnel and 
eqdpment; 

• evahiating individual performance and 
personnd decisions (promotion, retrain- 
ing, discharge, etc); 

• increasing (MToductivity by increasing in- 
dividual performance (feedback on speed, 

and work pacing); 

• providing security for employer property 
( in c hidin g intellectual property) and per- 
sonnd records; 

• investigating incidents of misconduct or 
crime, or human error; and 

• increasmg management control, discour- 
aguqg union organizmg activities, kientify- 
ing dissUtents, etc. 

Attadcs on the purpose of a monit<»ng sys- 
tem can be understood as complaints about 
itsfainess. While £llQgalmimitoringpurix>ses 
present little difficulty for finding the practice 
unfair (see part III), its use for currently l^al 
purposes is more problraiatic. In general, 
employees and unions opgoae the use of moni- 
t<ningforpurposeswhidi, while legal, they re- 
gwd as unfair. For example, etectronic evalu* 
ations of en4>loyee perfixmance that r^e(:t 
inadequately m arbitrarily the task the eri- 
ployee is pof orming, or that place demands! 
on workers' time and energy tlmt are unrealis- 
tic or unduly burdensome, are likely to raise 
objections by emplofyees and unions. 

Because dectronic monitoring represents an 
unprecedented ability to measure j db perf orm- 
ance ezhaustivdy and in great detail (see chs. 
2 ud 3), several monitoring system charac- 
teristics become key items in ensuring fairness; 
particularly the rafevance, completeness, and 
targeting of the monitoring.^ 

'* ni iw to ot»«iHogtr«tiveofthetypwof 
baonae of mw torhnolofiM; thty m hirtiy exhmtive^ and 
Um rtadir may have hia or her own in mind. 

ERIC 



Relevance.— A work monitoring technique 
that is relevant is one that measures perf orm- 
ance related to the goal that the monitoring 
seeks to further. Thus, if billing customers in 
a timely fashion is the goal, a relevant meas- 
ure wouU be whethOT customers were billed 
on time. A less relevant measure would be the 
number of '"fields" in a customer account data- 
base that are fiUed in per hour. 

Completeness.-- A monitoring qrstem is com- 
plete if it takes into account all, rather than 
some, of the performance parameters rdevant 
to a givai gMl or bdiavior. If, therefore, a job 
eataHs both talking with as many customers 
as possible during a given time and hmndlmg 
customer needs in a satisfactory way , a moni- 
tuning system that measures only the number 
of customers handled is incomi^ete. 

TaigetiBg.-- A monitoring system that gen- 
erates information on particular individuals 
within an organization, rather than the group 
or wo^'k process of whidi that individual is a 
part, is a targeted system. A nuMutoring sys- 
tem that revMb only aggregate organizational 
performance is "untargeted" or categoricaL 

Using the% definitions as measures of the 
fairness of monitoring techncdogies, one can 
begin to understand why new techndogy 
raises issues of fairness of purpose. For exam- 
ple, in computer-based monitoring, where a 
computer is used to tabulate total keystrokes 
during a given pmod of time, the question of 
the relevance and conq^leteness of keystroke 
monitoring to the overall task can become a 
point of contention. In contrast to nontechno- 
logical mrthods of measuring keystrokes, such 
as a typing test (where typing speed may be 
rdevant aeiy to qualifying for a job), omiputer- 
based keysbtrice monitoring may make typing 
speed an end in itself, without regard to the 
purpose for which speed is valued— meeting 
a deadline as part of an overall project goal, 
for exaiLple. An overreliance on typing speed 
might also become an isolated, incomplete 
measure of job performance. 

In telephone call accounting, issues of com- 
pleteness and targeting become important to 
ensuring fairness. If, for example, the purpose 
of the audit is to reveal excessive numbers of 
long-distance calls, failure of the call-account- 

104 
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ing system to also reveal extenuating circum- 
stances may be deemed unfair. If the call-ac- 
counting audit targets specific individuals, 
rather than ''cost centers/' as abusers of long- 
distance service, failure to implement special 
procedures for giving notice to that individ- 
ual, hearing explanations, and allowing chal- 
lenges may give rise to charges of unfairness . 

In service observation monitoring, fairness 
may require providing safeguards to subjec- 
tive supervi8<My judgments about the opera- 
tor's quality of customer service. In other 
w<mis, if the purpose of the monitoring is to 
evahiate overall en^loyee performance, it may 
be claimed unfair uidess a more complete 
method of evaluation is used. 

Many of the complaints repor<;ed to OTA 
about electronic monit<niug suggested that 
Bionitonag may itaelf change what counts as 
a rdevantiX' complete measure of job perform- 
ance. If, for example, a job previously entailed 
finishing a given batch of insurance claims by 
the end of a week, a monitoring system that 
cnly measures the number of claims finished 
per hour may change that job by changing 
what counts as a rdevant measure of perform- 
ance, and by f (nreshortening the time in which 
a goal is to be achieved. The means for assess- 
ing performance may often become an end in 
itself. 

Similarly, a monitoring system that is in- 
complete, or measures only one of several job 
parameters, may unintentionally change the 
nature of the job itself. If, for example, only 
quantity is measured, quality may be sacrificed. 

Manner and Method 

Method refa*s to what information is 
gatha^ by monitoring, how it is gathered, 
and what is done with it once gathered. As 
such, issues about the manner and method of 
electronic monit<»ing reflect concerns about 
worker autonomy, dignity, and privacy. Care 
should be taken in reading these words in a 
too narrow or legalistic way— particularly the 
word privacy. As we shall see, few of the con- 
cams electronic monitoring and privacy can 
be vindicated in a court of law. Nevertheless, 



complaints about a loss of autonomy in job 
decisionmaking, about the indignity of being 
"watched" by a machine, or the invasive feel- 
ing of having one's every move at work 
recorded, reflect deeply held societal values. 
In a work ravironment, we expect, and indeed 
hope, that our performance will be evaluated 
by our superiors, yet we may balk at ^he 
thought that someone wiU be constantly 
wati^ing "over our shoulder." 

The reason why concerns about autonomy, 
dignity, and privacy are raised in electronic 
monitwing has to do with the fact that com- 
puters are ever-vigilant; unlike human super- 
visors, thqr do not tire of obsenring and recent 
ing the minutiae of employee performance. In 
some cases, computers are also being used to 
pace workers to speed their work rate.^ In 
the process of using computers as surrogates 
for immediate human supervision, employees 
may complain of "dehumanization" and iso- 
latkm. l^y niay perceive themsdves as a c^ 
ponent of a system^ rather than as human ac- 
tors involved in and concerned with a larger 
enterprise. It is not difficult, under such cir- 
cumstances, to understand complaints about 
a loss of autonomy and dignity: 

The electronic monitoring is one of the most 
offensive and peinidous aspects of our jobs. 
1984 is nowh^ more apparent than in the 
electronically monitored Equitable office. We 
"dodc in" at 7 am. and from then until the 
end of the day« the VDT is counting ev^ry 
keystroke. At the end of the day, managers 
have a computer read-out from which produc- 
tivity is determined and then averaged with 
subjective factors such as attitude to deter- 
mine our rate of pay. Being watched, counted, 
and paced by a machine makes it very diffi- 
cult to take pride in your wcH'k.^ 

It should be emphasized, however, that the 
potential for creating an onerous work envi- 
ronment through electronic work monitoring 
is not always realized. Indeed, whether com- 
puter-based work monitcKtog becomes "offen- 



''Seecfa. 2. 

**Froiii AJan Wasttn. and The Educatioiud Fund for Individ- 
ual RighU, Privecy end (fueUty of Work Lite lemm in Em- 
phyee Moaitoring, contract paper preparad for OTA, May 1986, 
p. 76; taken hotn testimony before Houae Subcommittee (?) 1984. 
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tave and pernideus" depends crucially on the 
maimer and method by which the system is 
administered, and what the overall work envi- 
ronment is like. For example, one of many in- 
terviews conducted for OTA, by Alan Westin, 
tdd of a suburban newspaper's circulation and 
classified ad department th^t monitored records 
via visual display tenninal (VDT) in a way that 
minimized complaints: 

The management has a daily job chart that 
records eadi operator's time on and off the ma- 
chine, errors made, ami accounts handled. ''I 
don't niind that at all," Alice said ''Th^ don't 
judge us <m the numbers here; they take into 
account diangss in the business service we are 
making, and the way customers— some of 
them— need num service than others. Its not 
a Big Brother thing." She also noted that 
management's attitude led en^loyees to co- 
operate infcnmalty to take heavy 1<m^ off one 
another when the calls piled up at one or two 
stations. Alice also said that the pay was 
"OK" by not "great" at this newspaper, but 
she liked the job very much because "the ben- 
efits are excellent, you can take courses at 
night and have the comp&ny pay for it, and 
people you work with are fim to be with." 

Several characteristics of electronic monitor- 
ing systems seem to be key to preserving 
worker autonomy, dignity, and privacy: 

• Intni8iveDe8s.—Intrusiveness is concerned 
with the degree to which monitoring in- 
volves probing the individual's body or 
mind A monitoring technique that is in- 
trusive is one that requires an individual 
tc reveal facts about his or her thoughts, 
beliefs, or states of mind; to submit sam- 
ples of body fluids or tispues, or to expose 
body parts not ordinarily exposed A mon- 
itoring technique is not intrusive if the in- 
formation collected thereby is obtained 
without probing into the person's mind 
or body. Note that intrusiveness concerns 
liowinformation is gathered, and not what 
that informatior is.^ Techniques may be 



"For ezan^ pomirfiig the stomAch of a per^ 
of "po— wring" drags it Intrusive. Sm, e.g., Rocbin v. 
California, 842 U^. 166 (1962) (The fourth smendmont guaran- 
taes physk»d security of one's person sgiinst procedures 
"shock the oonsdeiice.") 



intrusive even if the information they yield 
is information ordinarily observable. 

• Intensiveness.^-Intensiveness is the 
amount of detail about a worker's per- 
formance that monitoring reveals. An em- 
ployee log of personal calls made on an em- 
ployer's phone reveals only the number 
of personal calls. A tel^hone call-account- 
ing system reveals much more detail; i.e., 
length of call, destination of call, the num- 
ber called, which phone was used, time of 
day, etc. 

• Visibility.— Visibility refers to the degree 
to which monitcxing is iW^t^^ to the per^ 
son being monitored. A computer-based 
monitoring system that reports back to 
the employee information on the number 
of keystrokes entered is more highly visi- 
ble than one that retorts this information 
only to supwvisors. In general, the more 
visible the monitoring system, the more 
control the employee has in matching his 
or her performance to expectations. Visi- 
bility is important in part because of its 
influence on the psychology of power rela- 
tionships at work. Whereas unaided mon- 
itcning by a supervisor may require a face- 
to-face confrcmtation with the enqdoyee— 
which both infcnns the employee that he 
or she is being monitored and ''humanizes*' 
the monitoring by allowing explanations 
and personal interactions-electronic mon- 
itoring allows the supervisor to remove 
him or herself from the situation and use 
the machine as intermediary, thereby 
avoiding the human relationships that act 
as a conective to overly rigid work envi- 
ronments. 

• Type.— IVpe refers to the nature of the in- 
formation gathered through monitoring. 
Information can be either substantive or 
transactional. Substantive information 
concerns the actual content or meaning 
of communications or documents. Trans- 
actional information is information about 
substantive information; the number or 
type of messages sent, to whom, how 
often, in what sequence, etc. Telephone 
service observation is an example of mon- 
itoring substantive information, sinre it 
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reveals the content of employees' phone 
conversations. Telephone call accounting, 
by contrast, reveals only transactional in- 
formation, such SB the destination called, 
length of call cost of call eta The distinc- 
tion between substantive and transac- 
tional infwmation can become blurred, 
especially where computers are used to 
piece togethw patterns of transactions, 
thus allowing inferences regarding the 
substantive omteut of those transactions. 
The distinction is important, since both 
societal expectations and the law gener- 
ally endow substantive information with 
greater importance and protection. 

• LeaUnesa.— Leakiness refers to the abil- 
ity of information gathered by monitor- 
ing for one reason to be used for another. 
Thus, information gathered through tele- 
phime call-accounting systems tends to be 
leaky, because the information gathered 
can be used to track individuals' extra- 
work activity, despite the fact that it was 
collected for purposes of detecting abuse. 
Conqyuter-based keystroke monitoring, on 
the other hand, tends to be relatively 
'"tight," since the information gathered 
often has little use outside of the context 
of job performance. Like other criteria, 
leakiness is a fact<»r in deterniining the le- 
gality of certain information practices.^ 

* Permanence.--Permanence refers to 
whether the information gathered by mon- 
itoring becomes a recoitl, and how long 
that record remains in an employee file. 
Some information obtained by monitor- 
ing is transient, and never becomes a rec* 
ord. A oonqmter-based monitoring system 
that determines when the employee has 
finished a certain j ob and is ready to move 
on to the next (i.e., machine pacing) may 
generate no records, and is thus transient. 
Telephone service observation, on the 
other hand, may entail writing conunents 
on an evaluation sheet, which then be- 
comes part of the employee's permanent 
record. 



"^Sm part III of this chapter. 
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Permanence is important from a privacy stand- 
point, since privacy law very often regulates 
what may be done with records that are per- 
manent.^ 

The way in which these factors interact with 
electronic monitoring to give rise to problems 
of autonomy, privacy, and dignity can be il- 
lustrated by a brief consideration of the tech- 
nologies considered in this report. 

Computer-based monitoring may be imple- 
mented in an intensive and invisible manner. 
In other words, the computer can be used in- 
tensively to chaort periods of peak p^ormance 
at a VDT, time spent away from the terminal, 
time spent idle, and other minutiae of job per- 
formance. The monitoring may be of extremely 
low visibility— the employee may not know 
bow she is doing, but does know that she is 
being '"watched." The knowledge that one's 
every move is being watched, without an abil- 
ity to watch the watcher, can create feelings 
that one's privacy is being invaded and that 
one is an object under close scrutiny. Being 
subject to close scrutiny without an abiUty to 
confront the observer may mean the loss of 
a feeling of autonomy. This may have subtle 
yet profound implications for interpersonal 
power relationships at work. In French philos- 
opher m Paul Sartre's analysis of relation- 
ships between persons, he observes that: 

. . . [w]ith the Other's look the '"situatioii" es- 
capes me. To use an everyday expiession which 
better expresses our thought, I am no longer 
master of the situation.^ 

Activities at work that cannot in fact be ob- 
served, measured, and thus controUed, are by 
default discretionary activities. In the past, 
the time an employee spent going to the bath- 
room, talking with his or her spouse, pausing 
between tasks, and so on, were largely discre- 
tionary. Obtaining detailed information on 
such activities was either impossible, imprac- 
tical, or not cost-effective. What constituted 
''acceptable" employee performance was in 

"See the discussion of "system of records*' under the 
Privacy Act in part III. 

''Ssrtie, BeiDg sad Nothiagnees, as reprinted in The Philoe- 
ophy ofJeea-Pmul Sartre (New York, NY: Vintage Books, 1972). 
p. 203. Emphasis in originai. 
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part a function of the information a supervi- 
sor could collect. There was some domain of 
behavior which an employee cculd call his own, 
and for which he knew he was unaccountable. 

But, because the computer dramatically en- 
hances the ini nsiveness of human observa- 
tion, the employee may feel powerless and ex- 
posed under the gaze of elecbt>nic monitoring. 
And, since face-to-face exchanges between em- 
ployee and supervisor often involved negotia- 
tions and room for human error and ' 'slippage ' ' 
in the performance of tasks, the employee's 
relationship to a supervisor was on more even 
footing. But with systems of evaluation that 
are invisible to the employee, the trfmsactions 
between people that fdlowed the employee to 
assert his autonomy may be minimized. 

Different sorts of ciuicems about privapy and 
autonomy are present in telephone call 
accounting. Call accounting raises questions 
about thepermanence BnAlealdness oS records 
generated. The legal implications of these fac- 
tors are dealt with below, but here we call at- 
tention to the effect of the existence of records 
on employee behavior. If records of all calls 
are being k^t, the employee ^ows he or she 
may be required to justly those that are "ques- 
tionable." Under these circumstances, an em- 
ployee may be less inclined to make calls that 
cannot be easily justified as business calls. This 
may have an impact on "whistleblowers"— 
those seeking to disclose unethical or illegal 
corporate or government activity. Although 
reprisals against the whistleblowing employee 
may be forbidden by law or company policy, 
the knowledge that all of one's longndistance 
or e en local calls are being accounted may 
neverthdess act to "chill" sudi activities. Even 
calls thut can be justified as "business" or 
"official" may be subject to supervisors' judg^ 
ments r^arJing propriety or business sense. 
And, although the employer does have a right 
to pr tect its property by ferreting out non- 
business calls, the process of identify*' ^ the 
destination and identity of nonbusiness calls 
may compromise an employee's desire to con- 
ceal the identity of persons he or she is cdling. 

In short;, automated telephone call account- 
ing systems, if implemented in a pervasive 



fashion throughout government and business, 
may go "wide of the mark," and have indden* 
tal impacts on employees' calling decisions, 
and perhaps on the employer^mployet rela- 
tionship, which were not anticipated. While iu 
the past, emplc^ers had no choice but to treat 
employees as if they were honest,^ the abil- 
ity to store and process massive amounts of 
data may reverse this facto presumption. 
Implicit in the installation of cidl-accounting 
systems is the proposition that at least some 
employees cannot be trusted in their use of the 
employer's property. While the proposition 
may in fact be correct, the system neverthe- 
less audits the calling activity of all employ* 
ees, treating each as a potential abuser of fa- 
cilities. Moreover, as the ability to detect abuse 
is refined through technology, the standard of 
what constitutes an abv^ may be lowered— 
while previous technolc _ capabilities only al- 
lowed an employer to pay attention to extra- 
ordinary costs, new telephone call-accounting 
systems may allow assessments of calls that 
are "unnec^sarily long" or "redundant." 

Customer service observation shares many 
of the same characteristics with other moni- 
toring systems. Visibility seems an important 
factor in assessing tne manner and method in 
which customer service observation is carried 
out. The practice of listening in on emjioyee 
telephone conversations with customers is not 
new, nor is it the result of recent technologi- 
cal innovations. It is also not essentially a/ee* 
troDic monitoring, but instead a variant on hu- 
man supervision and observation of employees. 
But, since today's technology permits a super- 
visor to listen in on an extension at a remote 
location with no audible "dick" or diminution 
in volume, service observation is also a rela- 
tively low visibility form of monitoring. These 
factors have lead at least one organization, the 
Newspaper Guild, to complain that 

... the [employee's] inability to tell under the 
present equipment whether or not she is be- 
ing monitored has inevitably given rise to fed- 



^^The basic tool for meamiring abuse— the monthiy 
bill— was Inefficient (requiring a human to scan and ''flag*' ex- 
pensive calls) ood revealed only flagrant abuses. 
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ings of conoenit nervousness and insecurity 
and has made the job. . .additionally and un- 
necessarily burdensome.^ 

In addition, telephone service differs from 
other forms of monitoring in that it reveals a 
substantive type of information; i.e., the con- 
tent of emfkyee conversations. As is discussed 
in part III of this chapter, privacy concerns 
are most often present where the type of in- 
formation being gathered is substantive, 
rather than transactional. Because of this, 
courts have held that employers can only lis- 
ten into business, andnot personal, phone calls. 
Recognizing employers' needs to monitor the 
quality of service its representatives offer, no 
court has held service observation to be un- 
lawful per se. 

Effects 

Unlike concerns over the purpose, manner, 
and method of monitoring, concerns over its 
effects are more tangible, less valu3 laden, and 
are directed at the physical and psychological 
well-being of the employee. Because of this, 
most parties opposingmonitoring have couched 
t^ ^ argumento in terms of observable, objec- 
tive effects on employee health caused by the 
stress involved in working at a monitored job. 
As we saw in chapter 2, however, proving that 
monitoring causes stress can be very difficult, 
and reliable data hard to &id. 

Electronic monitoring may create new de- 
mands on employee time, attention, and speed 
that give rise to concerns about stress. Among 
the factors that cause these concerns are the 
irequenqy, cmtmuousness, regularity, and cod- 
trol involved in the monitoring. E ach of these 
is described and discussed below. 

• Frequency.— Frequency refers to how often 
the act of monitoring takes place. A call- 
accounting audit or computer-based key- 
stroke monitoring that is conducted once 



'^FVom prooeedings of an arbitration of a gritvancd filed by 
tiM Newspaper Guild against the Boston l/ara/d 7Va /afar, Bos- 
ton Hara/dTyavalarGoip., Case No. 1130-0291-68, arb. award, 
Nov. 12, 1969; as cited in Alan Westin, and Hie Educational 
Fund for Individual Rights, Frivmy and Quaiity of IVorir Life 
ImminEmfdoymM(mitorlag,cc tractor paper prepared for 
OTA, May 1986, p. A-16. 



a year is obviously less frequent than one 
that is conducted daily or weekly. Fre- 
quency is an important criterion because 
in combination with other criteria, such 
as continumsness and regularity ^ it may 
make the difference between monitoring 
as sporadic ''spot checks'' for efficiency 
and monitoring as a part of the daily job 
environment. 

• Continoousness.— Continuousness is a 
measure of how constant a monitoring 
technique is. It is closely related to fre- 
quency and regularity, but refers to the 
duration of and intervals between moni- 
toring. For example, a computer-based 
monitoring systw that records every 
transaction, including time spent away 
frcmi the keyboard, during an 8-hour work- 
day would be highly continuous. A simi- 
lar system that recorded only when the 
employee logged on and logged off would 
be relatively noncontinuous. 

• Regularity.— Regularity refers to the pre- 
dictability of intervals between monitor- 
ing. Thus, a telephone call*accounting audit 
conducted every month is highly r^:ular; 
a random audit is not . Regularity is an im- 
portant criterion, because it affects such 
issues as actual or constructive knowledge 
of beiqg monitored, and it may play a fac- 
tor in chronic stress (if monitoring is 
highly irregular, the employee may have 
to stay constantly ''on guard" to the pos- 
sibility of monitoring). 

• Control— Control refers to the ability of 
the employee to set his or her own pace 
of work, and to use discretion in organiz- 
ing and executing a task. An employee 
who can determine the pace at which dis- 
crete tasks, such as filling out daimfor^ , 
are completed has relatively greater con- 
trol than one who doesn't. 

Electronic monitoring may involve changes 
in each of these factors, and may therefore 
cause greater stress than other forms of ob- 
serving or measuring employee performance. 
In computer-based monitoring, for example, 
an employee's control over the pace of work 
may b^ given over to the machine; when one 
claim form is filled out, another pops up on the 
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screen, and delays in processing the second are 
bdng reaxrded The machine s^ the pace. Thi^ 
may conceivably cause stress. On the other 
lumd, in customer service observation, oontinu- 
ousDess andreiguiarit^may be the factors caus- 
ing stress. Whether these, or any other, char * 
acteristics of electronic monitoring factors do 
in fact cause stress is the subject of some de- 
bate, as wfll be discussed in part IIL 

Where Is the Future of Monitoring 
Headed? 

The full extent of electronic monitoring tech- 
niques may have yet to be realized, and we 
might see monitoring expand into more and 
different jobs. The only limit, in principle, is 
the technology itself. Advances in technology 
may allow a greater range of less routinized 
tasks to be monitored Sophisticated software 
design, called expert systems, in combination 
with the computerization of most office activ- 
ity, may enable tracking the complex trans- 
actions of bank loan officers, sales and man- 
agement personnel, and stock brokers. Profit 
center accounting software, for example, can 
keep accurate and timely information on such 
items as expense account and investment ac- 
tivity, mtenlepartmmtal funds transfer, and 
business expense structure and account turn- 
over. Since many expert systems are applied 
to assist physicians in diagnosing disease, it 
is conceivable that such systems could also be 
used to monitor diagnosis and method of treat* 
ment decisions. Depending on the reliability 
record of these expert systems, and their ac- 
ceptance in the medical conmiunity, compli- 
ance with expert systems' ''decisions'' may be- 
come prima facie evidence of a standard of due 
care for purposes of determining liability for 
negligence. 

Advances in technology couki change mon- 
itoring in the following ways: 

• More types of information, including in- 
formation about employees' behavior out of 
work, may become increasingly available. 

• A greater amount of information about 
emplo3ree pwformance is now available 
through the use of technology. Sophisti- 
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Table 14.— Factors Affecting Electronic Monitoring 

FBCfofB favoring Incraaaad monitoring: 

• Economics and increasing sophistication of the technology 

• Labor market trends 

• Macroeconomic trends 

• Employer liability 

• Vendor bandwagons 

• Technological imperatives 
F«cfon limiting lncroa$od monitoring: 

• Employee backlash, morale, & turnover 

• Diminishing returns 

• Job deskllling or upgrading 

• Information overload 

• Management priorities 

SOURCE: Office of Tcchnotogy AtMMnwnt, 1987. 

cated use of the computer to edit and di- 
gest this information allows it to be put 
to practi<*^ use. 

• In general, the means for obtaining mfor- 
mation about the individual are less phys- 
ically intrusive than would be possible 
without technological methods. 

• The storage ci^radties of modern informar 
tion systems permits more information 
about employees to be retained as records. 
The growing use of computer networks 
also permits employee records to be dis- 
tributed and shared more easily than pa- 
per folders. 

Technology is not, as : .ctical matt^ , the 
only limit on electronic mouitoring. A variety 
of factors, aside from legislation, may influ- 
ence the way in which monitoring teclmology 
is eventually used. The factors can be grouped 
into those that tend to favor an increasing 
amount of monitoring, and those that tend to 
limit monitoring. They are discussed bdow and 
summarized in table 14. 

Factors Favoring Increased Monitoring 

Because purchasing, maintaining, and using 
an electronic work monitoring system often in- 
volves con sideraUe expense, monitoring is un- 
likely to be done gratuitously. Beyond achiev- 
ing tiie stated goals of enhancing productivity 
or quality, or detecting and combating waste, 
fraud, and abuse, several factors in combina* 
tion suggest that work monitoring may in* 
crease, both in terms of the sheer volume of 
businesses that monitor and the variety of 
monitoring techniques and work environments. 
Some of these factors include: 

jllO 
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• The eoonomics and Inmasiiig sophistica- 
tion of the tedindogy.—In the past, the 
econmnics of monitoring tended to work 
against intensive mass surveillance; paid 
employees were required to observe other 
enq>loyees. Modem monitoring techniques 
alleviate this fixed cost, labcv^inteosive 1^ 
proach, and substitute an i^proach witii 
a near^zero marginal costt wUch is capital- 
intensive. Monitoring systems may be- 
come cheaper to nudntain than the cost 
of abuse w ineffidenqr in the labor force. 
And, althouj^ it is easy to overstate the 
importance of new technologies,'^ the 
permeation of microelectronics into most 
office technology means that monitoring 
can be fiilly integrated into processes 
without the need for ele borate and costly 
indq[>endent measureuient devices. Com- 
puter terminals and PBXs, for example, 
can be monitored throuj^ relatively simple 
and inexpensive changes in software.'^ 

• Labor Market Trends.— Organized labor's 
share of the work force is currently be- 
tween 18 and 19 percent of the ncmagricul- 
tural labor force in America 'down from 
a high of 35.5 percent in 1945), and it is 
expected to decline further over the next 
15 years.'' There is a concoiditant shift 
in jobs from the manufacturing to serv- 
ice sector; precisely the sector in which 
monitoring is highest and unionization 
weakest. It does not necessarily follow 
from this that employee rights are being 



''For ezAmpla, keystroke counters, called "cyclometers/' 
ware avaOaUe for typewriters in 1913, and Titykirism devel- 
oped a variety of sophisti c a t ed techniquea for meamiring out^ 
pvt,aanqpliiigpiecework, and counting onitocrfproductkm. See, 
LseOaBowagr, QtteeMmmgmnmt JisPHDe^iisssadPtm> 
ties (New York, NY: Rouakl Pkees, 1919): and William Schnlze, 
Hie AjnaricaD OOks: Its OrganiMstkMi, MsDsgeamnt, end 
Beoonif (London: Kay PobUsUBg, 1918). 

'^The Integrated Swviess Digital Networii (ISDN) may do 
nnch to aooalvate this tnnd toward kitagratkm, linoe aO trans- 
actional information can be tednoed to eommsnsnrate, digital 
fan. Ths arst critical stepe towaid ISDN Uve afawady been 
taken, and wiDgivstiaers access to a broad ranKs of communi- 
cations and data profssstng service). See: Robert Roeenberg, 
««Tlis Digital nioiie Net Finidbr Starts Tak^ 
Ang. 81, 1986, pp. 67-61. 

"^'Bqrond Unkma," Business West, July 8, 198C, pp. 72*77. 



diluted,^ but it may divert the source of 
employee ri^^ts from the provisions of 
labor-management contracts to statutory 
or common law; areas which, as we have 
seen, provide a paucity of protection 
against monitoring. 

• Macroeconomic Trends.— Increasingly 
competitive international markets in the 
private sector, and decreasing agency 
budgets in the public sector, force em- 
ployers to trim expenses, including those 
associated with Idbor. Monitoring is one 
way of acconq>lishing this.** At tibs same 
time eccmomic insecurity within the labor 
market over finding and keeping a job 
tend to blunt the incentive of employees 
to "rock the boat," particularly if it wouM 
entail lawsuits against employers. 

• Employer UaUlity.— For a variety of rear 
sons, it is the employer that generally 
suffers economic losses fi'om the wrong- 
doings of its employeeB. Product liability, 
neg^^:ence, trade secret, and even crimi- 
nal laws often eaiure this result. Furthe^ 
more, plaintiffs in dvil suits often look to 
the enqdoyer's ''deep pocket," rather than 
to just the employee, for redress. Jury 
awards may be very hig^ Under these cir- 
cumstances, it is not mwdy prudent, but 
in fact mandatory, that the employer ex- 
ercise a degree of oversight and control 
over its employees. Electronic monitoring 
may often be the least e:q>en8ive and most 
^borough way of facilitating this.^ 

• l^endor Bandwagons.— Vendors of com- 
puter-based monitoring and telephone 
call-accounting software have an obvious 
interest in promoting their products. While 
some vendors are sensitive to privacy and 

^Some think that the caaeiajuat the Gontraty: "Somebiiai- 
neaa leaders think they will get a unkm-free environment, but 
what they may get ia a legalized environment," according to 
Harvard labor law apedaliat, Paul Weiler, as quoted in Buai- 
Dsss Week, July 8, 1986, p. 73. 

preea releaae by 0MB in aupport of its Tel^hoDe Call 
RaductioQ Initiative aaki, for ei;ample, that "the PCIE and 
GSA/OMB initiativee will addroaa the reduction of the Gov- 
emment*a long diatanee phone coata.** 

*For eyftmpK by using a cossputer to track tha accuracy of 
reoofda maintained empk^yeaa to avoid liability for warranty 
ornegiiganoainprovidirginfonnatk»; by aan^ling the com* 
municationa and memoa that go out of the office; or by using 
cameraa to obeerve empk>3ree conduct. 
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other concerns, some tex^d to ''puff'' the 
savings that their systenu offer. 

• Tedmological Imperatives.— Monitoring 
measures many things that employers 
have always wanted to know. In addition, 
a manager is concenied with doing all that 
he <»: she can to increase efficiency and cut 
waste. Nor should one rule out an irra- 
tional, but common reqxmse to new tech- 
nology: "if it can be done, it should be 
done.'' Because of this, the use of moni- 
toring technologies may become an im- 
perative or an accepted way of doing 
business. 

Factors limitfaig Increased MomtiMjng 

Not all factors indicate a headlong drift 
toward more widespread and intensive moni- 
toring. Indeed, many factors seem to suggest 
that monitoring, if taken to extremes , may ac- 
.ually impede some of the goals that it seeks 
to further (e.g., productivity). Such factors may 
include: 

• Employee Backlash, Mwale, and Turn- 
over.— Past attempts to drive employees 
to ever^hij^ier levds of production through 
dose supervision, surveillance, abuse, and 
threats of discharge have met with great 
resistance among workers.^ Employee 
sabotage and informal collusive ''slow- 
downs," which tended to reduce produc- 
tion below the average, were often the re- 
sult, even in nonunionized industries. 
During times of economic expansion, job 
turnover also increased. To the degree that 
automation is contributing to job upgrad- 
ing (see below), turnover may become an 
increasingly eiqiensive proposition, be- 
cause of the time and money involved in 
training new employees. 

• Diminishing Retivns.-- A monitoring sys- 
tem that emphasizes speed or volume, as 
many computer-based monitoring sys- 
tems do, may often do so at the price of 
quality or accuracy. A compute^based 
monitmng system tiiat counts keystrokefl, 



^Sm A. Oouldner, Patterns <d Industrial Buieaucracy 
(Olfloooe, IL: Free Praia, 1954). 



for example, may engender a greater num- 
ber of unintentional or intentional errors 
(e.g., holding one key to increase total 
number). According to a recent work on 
the subject, greater gains in productivity 
are often the result of a reorganized work- 
flow and the integration of pi^ously 
fragmented tasks.** 

• Job DenkOling or Upgrading.— It is unclear 
whether office automation is stripping 
relatively skilled jobs of their discretion- 
ary and autonomous content (deskilling^, 
or whether it in fact is taking the drudg- 
ery out of work, leaving the enqdqyee witfi 
a greater latitude for individual creativity 
(upgrading). Some studies have suggested 
that both deddlling and upgrading are 
occurring, sometimes within the same oc- 
cupation.** To the degree that jobs a a 
be^ iqpgradedl^ automation, worik moor 
itoring ^sterns that require jobs to be roo- 
tinized, and reducible to standardized 
units of production, may become less and 
less apropos of highly conq>lex, nonstan- 
dardized work environments.^ 

• Infcmatkm Overload.— Although elec- 
tronic monitoring offers gains in effkaency 
over human observation, it very often re- 
quires that a human digest the inf ormar 
tion generated by the system and make 
managerial decisions based on that infor- 
mation. This in itself may require consid- 
erable investments of time and wages. The 
records generated by telephone call ac- 
counting systems, for example, can be 
quite voluminous, and often require a 
cadre of auditors to verify and interpret 
the results.^^ 



"Paul Strminman, Infoanatkm Payoff (Sew York, NY: 
Press, imi 

AttoweU and J. Rule, "Computing and Organizatioot: 
What We Know and What We Don't Know," Coauaunicatkma 
of the ACM, December 1934, voL 27, No. 12, pp. 1184-1192; 
It Kling and W. Sacchi, "Computing as Sodal Action: The So- 
cial Dynamics of Conqmting in Coi^plez Organizationa,'' A<f- 
vaocas in Coasters, voL 19, 1980. 

^aul Straossman, Inionnatioo Payoff (New York, NY: FVss 
Press, 1986). 

^^Ses ch. 3 for an example ot an esqMose report gnsrated by 
t^ephone call aoooonting. 

*nt Edwards, "Individual TraiU and Organisational Incen- 
tives: What Makes a Good' Worker," Joumsl of Human Re 
sources, winter 1976. 
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• Management Priorities.— The kinds of in- 
f onnation pnndded by dectronic monitor- 
ing may not assist managemoit in ad- 
dressing the workplace inefficiencies that 
it perceives as most troublesome, and 
monitwing may frustrate the human re- 
lations goab that many Sums see as a key 
to productivity. Among numagement's 
mate pressing concerns are employee 
fraud and chronic absenteeism and tardi- 
ness;^' conduct that requires no elec- 
tTonic monitoring to drtect or deter. Mme- 
over, management may have no interest 
in monitoring systems that degrade 
worker reqionsibility and morale, since 
commitment to the job is perceived as a 
vital elonent of employee productivity.^ 

WM Cards: Antomation and 
Artifidal Intelligence 

It is possible that present coDoems over woric 
monitoring may be rendered obsolete by ma- 
chines whose fionctions are to substitute for 
precisely the type of job that is today the fo- 
cus of monitcning. As mentioned in cluster 
2, dectnmic monitoring is most often used in 
jobs that require relatively few skills, that are 
highly routinized, and that have more or less 
uniform patterns of input and output. This 
type of labor is gradually being substituted 
by automation. Data-entry work (whether nu- 
meric or textual in nature), for example, can 
be eliminated by: 

• interorganizational transfer of data, 
directly from computer to computer; 



^ Walton, ''Fran Contrd to Commitment in the Work- 
piaos," HsrvardBuMinses Review, vcL 36. Na 2, 1985. pp, 76- 
84; and < Tha New Indostrial Ralationa," Buabms Week, Uey 
1 1. 1981. Saa alao: Buafnasa Week, "The Hdlow Corporation" 
apadal iaana, Blar. 3, 1936; Business Week, Tech tc the 
Raacua," Jmia 16. 1986; National Acadacqr of Sdenoa, I^msrds 
M NewErsiDtLe U.S. JlaootetariivnVaahington. DC: 1986); 
and Haaum Itaiaoaraaa Ptscticss fdt Implsmeotiog Advuiced 
Msaafectming Tsduuhgy (Waahington. DC: 1986). 



• direct input of data by optical scanning 
technologies, and possibly by speech rec- 
ognition technology; and 

• Cloture of data at the point of origin, in 
a variety of ways ranging from bar code 
readers to consumer use of terminals, e.g. , 
bank automated teller machines (ATMs).^ 

In conjunction with progress in natural lan- 
guage processing and pattern recognition sys- 
tems,^^ this trend toward automation of 
hij^y routine jobs may end up eliminating 
narrow, low-skill clerical positions altogether, 
replacing them with multi-activity skilled po- 
situms.^ Hi^y conq>lex jobs, requiring mul- 
tif aceted dedsionmaldng, interpenonal ddUs, 
and ''common sense'' judgment, are unlikely 
to be as susc^tible to electronic monitoring, 
since these jobs are not amenable to merely 
quantitative measures of performance/^ 
Thus, it is possible that the issue of electronic 
work monitoring is merely a transient phase 
in the automation of office work* There are 
some indications, however, that data entry re- 
quirements are accelerating faster than the 
ability to automate theuL So it may be quite 
some time before monitored jobs are auto- 
mated out of existence. 



^From U.S. Congraaa, Office of Technolagy Aaaaaament, 
Automstiaa ofAmencs 's OfSces, OTA-CIT-287 (Waabington, 
DC: U.S. Govamment Printing Office. December 1985), p. 47. 

^.S. Congraaa, Offico of Technology Aaaaaament, * ^jnna- 
Uoo TediDohgy RAD: CriUcsl Tfeads sod Issass, OTA-CIT- 
268 (Waahiogton, DC: U.S. Oovemment Printing Ofiioa, Feb-^ 
maty ld85). aaeeqwdaUy dt 3. ''Salactad Caaa Stodiea (Artifi- 
cial IntalligaDoa). 

Congreaa, Office of Technology Aaaagfingnt, Aatoauh 
tion ofAmerics's QMess, OTA-CIT-287. p. 61. Of oouraa. the 
low-flldllad employee may be eliminated entirely. The oonae- 
quanoaa of automation fo^ the job mariMt ara highly oontrover 
aial but it ia nnin^Kxtant for pnaant purpoaaa to enter the 
debate. 

^Tliig gtat ff n fft t t gbfrild ^ gnnHfUH ty tmn cmvmkMi any job 
performance can in theory be aubjected to qoantifiabla, elec- 
tronically monitoraUe criteria; and electronic monitoring of the 
futtne may be able to build in aome aort of aaa aa am e nt of the 
qualitative featurea of job performance. 
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PART III: AN OVERVIEW OF APPLICABLE LAW 



The Framewwk for the Legal Analysis 

Part II suggested Uiat oonoerns over the pui^ 
pose of monitOTiiig can be understood as oh- 
jections based on notions of fairness; that the 
manner and method in which monitoring is imr 
plemented may iLvdve issues of dignity, au- 
t<mmny, and priva^; and that issues inv(dv- 
ing the dSects of monitwing can be largely 
understood as concerns over health and stress. 
The following I^;al analysis uses this frame- 
woric by ^iplying more q[iecific 1^^ concepts 
to the puipose/manner and method/effect fram^ 
work. Table 15 shows the relationship of this 
framework to i^plicable law. 

Each of the major types of monitoring con- 
sidered in this report— conqrater-based moni- 
toring, tdqihone service observaticn, and tde- 
phone call accounting— will* to the extent that 
they raise unique 1^^ issues, be discussed 
separately. Otherwise, the analysis that fol- 
lows is cumulative; what is said ci conqmter- 
based moi::it«ing, for ezanqde, q^lies equally 
to tdepbon) customer service otMervation aiui 
telephone call accounting, unless specifically 
mentioned in the text. 

Before proceeding with the analysis, it is nec- 
essary to discuss two issues common to all 
three types of work monitoring: the concept 



of employment>at-wiU and the differing l^gal 
status of private and public sector employees. 

The Concept of Employment*at-will 

Under the common law tradition in the 
United States, the relationship between em- 
ployer and enq>loyee has been cm of ' 'enqrioy* 
ment-at-wiU." Enqdoyment-at-wiU mraeiy means 
that, in the absence of a specific agreement to 
the contrary, an en^doyer has an absohite rj|^ 
to discharge an enqdoyee for any reason, and 
the enqilc^ee has a correlative r^t to reaign 
for any reason.^ Althou£^ subject to consid- 
erable erosion through a vari^ of j udidal and 
statutory exceptions and qualifications (dis- 
cussed below where relevant),^ the employ* 
ment-at-win doctrine is stiU law m an 50 States. 



""S. WiDistan. Contracts f 1017 (1967h see e^. Pmoa r. 
YooBgBUmttSbaatA Tabe Co., 332 F.2d 439 (7th OrXeertda- 
aM, 379 U.S. 914 (1964). Hie tennmsbility at wffl doctrinecn 
be iwMlified a oontractosl agraement to ivtaiD tlw 
f or a qMdfied perkNl of time leqidre that the di^^ 
enyloyeeebebasedonabraadioftha t epi i ikiyee'^ 
under the terms of his or her contiyt of empki y iiieat 

^*The daim of wraigfd disdiars^ lor eumple, has been a^ 
cepted in a mitfority of SUtes. 'To date, the ooomion lair of 
three-ftfths of the states has wceyiiiwd, albeit torn 
ing extents, a caose of action for witatgftddisdiatvB hi one im 
or another/' Kenneth T. Lopatk^, 'Hie EuMrgfaig Law of 
Wrong Dischaige-AQaadwnnialAssessniwit of the LsborLs^ 
Issue of the 80 V 40 BnstDOss Law 445 (1964). and eee: Wa- 
liamL-Mank, " V^rongful Discharge: Hie Erosion of 100 Yeers 
of Fmii^er Privilege," 21 Idaho Law Reviaw 201 (1985K 



Table 15.— A Framework for Addressing Electronic Work Monitoring 

Ck)ncem Criteria Example of applicable taw 

Purpose of monitoring Fairness Relevance National Labor Relations Act; Civil Rights 

Completeness Act; Merit System Principles (as admin- 
Targeting istered In EEO, OSHA, ERISA, EPA, etc.^; 

State Law on Privacy; Constitutional Law* 

Manner and method of monitoring Autonomy Intensiveneas State Law on Wrongful Discharge; State Law 

Dignity Intrusiveness or Privacy; PCIE Guidelines; Title III of Om- 

Privacy Visibility nibus Crin^ Control and Safe Streets Act; 

Type Electronic Communications Privacy Act; Na- 

Leakiness tional Labor Relations Act; Privacy Act of 

Pennanence 1074* 

Effect of monitoring Health Frequency Wortter's Compensation Statutes on Stress- 
Stress Contlnuousness Causing Labor 

P^gularity 

Control ^ 

'AppIlM only to F«d«ral tmploytM. 

SOURCE. Omc% of Technology AMMsmMl, 1967 
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The ^gnifiamw of the doctrine of emplojr- 
mentrat^win for electronic woric monitoriiig lies 
in its practical effect on the legal or economic 
pnsson that an individual en^dpyee can bim 
to bear against the employer. Unless the con- 
tract of emplojrment indhides dther substan- 
tive prohitoitims, such as woA environment 
cianm tiiat can be construed to extend to wor^ 
monitoring, or procedural requirements, such 
as binding arbitraticm agreements, an em- 
piosree iriio objects to being monitored has the 
options of accepting the practice, protesting 
the practice to the enqdqyer and facing possi- 
Ue diiwnisaal, or leavhig the job voluntarily. 
This is particular^ true of Federal enqiioyees, 
wfaa though they are represented by the Amei^ 
lean Federation of Government Enqiloyees 
(AFGEK are forbidden law to negotiate pei^ 
formance standards which are at ^ heart of 
many disputes over electronic monitOTing.*® 

The Legal Status of Public v. PH vate 
Sector Employees 

The l^gal ri^ts of an enqdiqree with respect 
to dectronic monitoring depmd criticaUy on 
whether the emirioyer is a private^ owned and 
operated firm or an agenQT or subdivisicm of 
the local, State, or Federal Govonment. As 
a general rule, an employee has no constitu- 
tional rights against private individuals, in- 
dnding inivate enq>l<^ers." Therefore, even 
if some forms of monitoring can be said to in- 



U.S.C. H8, Hie Fidend Ubor Rflbtiont Statate. 
■^ooooqit It kiio«nii0"SUto action,'' It it a bMk priih 
dpltoleoottttiitlontlkw, andprovkltt 
toirdhridotbbythtl4thA in t Bdi iit nt tothtCoiitt^^ 
•eObscBfycsi t^ s gt l o oshy^ ^ s ft^ MB t ssgBo ek merm^ 
iMoM, or IndMdiiab aetins gate eolor of 8t^ 
aoe Bmit actkm bttiiMB private indivkliia^ 
aaa. Sit o^ nwBran, Idc r. Broofcv, 486 US. 149 (1978). 

KmmmsssBthefmgikmeti^nmBktptMty.Menbv.Ale' 
823 601 (1946k or whm thm k tobataotial State 
iBvolpwMUtwilfc a private entity, teg., BMonr WOnatMiUm 
FmktmAatboHir.mVS. 716(1961). Somtha v e w gutdthat 
the actoacl laia i pii f aUuia Miiatioae that witld goat ec» 
aanie power ov« Individiiala thoidd be eoMidtfed State ac- 
t i0B.8t»a.g.,BegW,"Ceii»ti fait i nii i jyii^ 
Activity-PiroCectionolPlgtnnalRighfali^ 
•onieFoiver/' 100 UahmtliroiBmD^yhmi^LewReviBwm 
W9> 



fringe a constitutionally protected interest, 
that interest can only be vindicated if the em- 
ployer is a local State, or Fedoid Government, 
or if the employer is acting pursuant to or un- 
der authority of a statute or <ntiinanoe." Fm> 
thermore, the Privacy Act of 1974, which may 
be rdevant insofar as dectronic monitming 
often generates a system of records, applies 
only to records kept by the Fedo-al Govern- 
ment. It is therefore significant primarily to 
Federal Government en4>k^ees.*' 

Notwithstanding this crucial distinction be- 
tween private and public sector empk^ers, 
there are a numbff of St^ and Federal stat- 
utes that mi^ be rdevant to considerations 
of the purpose, the manner and metlmi, and 
the e^ct of monitoring by bath private and 
puUk sector en^diqrers. The puUid^^ 
tinction is theref <m considaml below only 
where relevant. 

Purpose 

Cmnputer-Based Mwitocing 

Conqiuter^msed monitoring is UieoHnpater- 
ized cdlectioii, storage, anafysis, and rqxnt- 
ing of information about cotain enqrioyee 
work activities. Within this broad definition, 
the chapter focuses on the use of computer- 
based monitoring to obtain data about enqiloy- 
ees directly throus^ then: productive use of 
computer md tdecomnmnicatioDS equqmient 
In dl cases documented by OTA, computer- 
based monitiMing is used by both publk and 
private sector onploy^ for entirely legal pur- 
poses. As a rule, an empk^er is not lidble for 
endeavoring to ftjxther its Intimate business 
interests, such as enhancing productivity and 



*%ven in the latter caae. the breadth of State action mi^ in 
fact be venr narrow. See, e.ff.,M<ioaeLa((fev. rrvit, 407 U.S. 
168 (1972) (State Uqaor liotntt fdr ttgngated dhuig ixMm wat 
In t nf Bciw t StaU invoiveBMnt). 

^'A ptoviiioii th^ woatd have made the PHvacv Act 2 
UJB.C. }662a(ime|i|rilcafaletotheiirivateeectorwa^ 
In the origiBal Stnate veniaB of the Act, S 8418. 93d CoQg., 
2d etee. f 201(a). hot wae not adopted. The Priv«7 Act It. how- 
ever^tppUcabletCfovtmnMntoontraetoffff 6U.aC.f662a(ni). 
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quality. Nor is an employer liable fen* protect- 
ing its property, or for investigating miacoii- 
doct or crime.*^ 

Coinpnter4>ased monitoring for purposes of 
ad vandng or imtecting conmserdal interests 
and overseeing actions of employ em is not 
mere^ prudent business practice— it may be 
a positive logal r eq uir ement" In many in- 
stances, an emfdoyer is held vicarious^ liable 
for the torts or crimes of its enqrioyees, based 
in part on the theory that it is in contrd of 
and responsible for maigr of the actiims of its 
employees idiile in the scope of their enq>loy- 
ment** Furthermore, an enqdoyer, as a sdkr 

even gratuitous siqqiliert nuQT be liable for 
the quality of the goods, services, and perihiqw 
even the information produced by its employ- 
ees/^ And, monitoring the flow of trade 
secret inf ormatioQ out of a business concern 
may be necessary if an enqdoyer is to preserve 
its ric^ts under trade secrets law.** 

**BaMd on aoa mnmj of the top thrje naaoaa for moditiiig 
the w of iptdHgwt dtri rt op Umdnab wwc 
• TopnmattknasMeoufmyVCimmacmtoivermaul 



To pvmnt rtmMmtiMjfwKarity fatMcfaes. 
• Topvmntviofetionoriqgilk^QSiilator^ 
of dknl or opiogrw dita. 
Aim WmIIiu aiid TIm Edocationd ladM 
Bitfida,Plira^amiQoaMfyoiW€ikIJhIammaiDEB^ikyss 
MaaitcHag, oonlnclor popgr pnpmd for OTA, Mqr 1906. 

'VaiaMatBigla,a i w S im miM M%€iAmmicaaEMpMCorp., 
Inc^ iBteiMd or A that AiBKkn EziMM ia 
Fair (Mit Roportliic Act to atop dmu^ a cani msnte 
writaaiatoaajthiithaorihaiaha¥ii«adlapiitawithaa«vioe 
aatahlkfaiiint Bacaoia tha irttm an oooBpite fMratad, the 
OBfy way that Amaikan E^Maa caa Imow it ia in cttaqO^^ 
ia Uiroogb ita iMDitoriiif ^jratam. which ^gregataa all a^ 
t rwy a cti ona and laporta OP wfaM thiy ara mada. 
a^ Awaor OD Torta, {09 (1971K 
•niia Vntkm CaaaDanM Coda^ adofited in 49 Stataa, int 
poaaa oo tha aaOff of fooda thraa diffBnnt UBda of warrantiaa. 
U.C.C. M1U15 Fhyvidara of awieaa, auch m iaaann. may 
ha Uabb for bnach of aithv aipraaa or faapliad oonditiona of 
tha eoBtsra^^btematioo providv^ 
aiaaandawiaiiiai fwaiaitMMniybaliahigopaavaralthaoriaa, 
audi aa atrict Hafafllty , va^ig^Bcaf wanaBtyf or dcfiDBatioD. s^ ^g 
•S^AataaCaaaal^Aaunl^Co,v.Jspp9amACo.,7^F.2d 
1288 (9thaClr. IfBBfisadDmA Bradatraat v. Qnmaooas 
BaOdma, lac, 105 aCt 8989 (1989. 

""A tiMia aaoat ia a form of intiOaetiial propMty that oov- 
an^ eoofldntial fonmila, pattm, davioa. or ooo^^ 
Jaformation oaad in a hoabtaa. which givaa that boaiiiaaa aa 
oppor tun i ty to obtaiD an advanti^ovircoMpatitoraiHio do 
not kssw or sse the acczst 0» of tha 2actG» &r datsii^aii^ 
"^^"^^ " " ' ^iaatiadaaacratia"tha«staiitof 




taisn fay at) to snard tha aacTCQr of tha hifannatjoD. ' 
oiTMa, f767, comamt B. 



When used for certain purposes, howevert 
conqmteivbased monitoring may become the 
instrument of illegal ends. It is conceivable, 
for instance, that monitoring could be used to 
frustrate the ri^ts of employees to organize* 
by bdngused as "punidunent'' for indi^duals 
seeking to organize.** OTA found no evidence 

that monitoring is actually being used in this 
way.* 

It is also conceivable that monitoring mig^ 
be used to discriminate against a class of em- 
jdoyees, by iriadng stricter scratiiQr and stand* 
ards of job performance on certain groups. As 
mentioned in chapter 2, the hig^ spec^ in- 
formation that monitoring generates <rften re- 
quires a consideraUe amount of inteqsetation, 
leaving great leeway for (intentional or unin- 
tentional) misinterpfetation in the guise of ''ob- 
jective, ' ' quantitative evidence. OTA found no 
case where monitoring was intenttonalty used 
for this purpose, but that does not prachide 
such a possibility.*^ It is important to point 
out, however, that the vast majority of en^iloy* 
ees whose work is monitored by conqmter are 



""Soch righU are pratactad, for axaovia, fay tha National La- 
bor RfliatioM Act, 29 U^C. f 151 at aaq.. wUch aecoraa to am- 
ployoaa "tha tight to atif-orsaidsation, to te^ 
labor organisatkMia..." Id^at§157.T1iaiiaaof moaJtoriqfto 
mpoaacfaaoeBafaiworidqgcopditfana a.f.,fayamrtgBHi^ma 
china padiif -may ba iDiipd if dona for tha pnrpoaa of lapr^ 
ajainatgrnployaao nanlfnti o nai acfii rity. 29UAC §158 WW; 
Soa, a«, NJjJLB. v. Saaitanr Bag and BaHap Co., 406 FJd 
7fiO(toiar.l9S9HtiadaopnaaibtothatPCuaacoiddfaamoai- 

^immA ftAiW^twtln» <i«miii.iiiL.>^t^ f|y ,1111,1 fiiii g m inliHi^ 

PCuaw diaka or filaa. althoagh thm ia no indication that tUa 
activity ia wida^prMd today . Ifonitorinc for tUa poipoaa, hov- 
evar, would probably oat violata labor lawa, afaica an y to y ar a 
mayobaorvathaactivitiaaofwn p lo y aaaoniU p ropa ityduili y 
wQridQf tima. Stona a WMmtarEagfMmtiagOKp. v. NXJLB., 
586 FM 461 (lat Or. 1976); NJjJLB. v. KC. Mshon Co., 269 
F.2d44(6thaar. 1959). 

'^hia aooite told OTA that ooa practioa in monitoriof com- 
pottf filoaia tochacklorhnmananor. UndartUadrcnniatanoa* 
aoma privaQr qaaationa miQr ndaad, daqiita tha lagitimato 
poaaa of tiia m o pi t o t in g. 

«For aunyla, tha varacity of oimpatar monitoriiv reoovda 
waa tha aofajact of an arbitration diapota batvmn Ilia Stata 
of Oragon Envioyamont Divlaion oul tha On«on Stata Ptafaile 
Employaaa Union (affiUatad with tha SEIU). on bah^ of ona 
of ita nMnbara. Ilia amployaa waa fired from bar job M wovd 



i Iqr a Wai^ "Rachhia Stntia* 
Uea ^atanL" Tha arbitrate found tha atatiatka giAitat*d by 
tha eompotar ayatam reliabia, albait dmtimtanrid, avidanoa 
that tha anployaa had tamparad with tha qratam, and lat tha 
Stata'a dadaioB to tarmiaate tha amployaa ataod. nia 1 
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female, raising questions about the existence 
<rf de facto discrimination in working con- 
ditions.^ 

FinaUy, monitoring could be used as a 
method of detecting, preventing ot retaliating 
agaiast whistleblowers. This nd^t be accom- 
plished by restricting access to cartain com- 
puter files for the purpose of preventing 
damaging infonnation from being revealedt 
tradking the types of files accessed by certain 
eoqdoyees in order to ascertain the source of 
'lealm," or by inqiosing more onerous demands 
on certain enqdoyees for revealing evidence of 
waste, frandt or abuse.** OTA again found no 
evidence that nionitoriog is being used for such 
purposes. 

diwpates the arfaitntor's findings, and naggmts that the cm- 
plojnBe'j "work efcatkm wae freqnently need by other easphy- 
eae» irinkalarb^ hff aopenrieor with iHiom e^ 

lelationthip " Fhmi a "case etwfy" eufaimtted to OTA by 
the Senrioe Fmilnjinee Intenational Union, and Weetin, 
"Tkivacy and QiMlityKif-WorUifB leeoee in Env^^ 
ii^'' OTA Contract Report, Deotmber 196S. See alao, 1%e 
SttwttJoamaLJvmBf 1966. Hie nmonthaeeanaeta the poe- 
iftiUtj that the eoBiacvee oooU have ben "hmie^ 
leee of whethff die mplojfee in thia caae wae in fact culpabfe 
iv the alkipBd tamporing, it ie dear that nioDitoriiig aysteoia 
aw ca pable of being need lor dief i i i i Mnefiw y or r e t eHatof y rea- 
aoBK the objective, mechaniealfy prodnoed meaaarements of 
pndntiMty can be "rigged," and nndoe tniet can be placed 
in BBacfahie pi iiitmrtie 

*^ Title VII, Civfl Righte Act of 1964, 42 U.S.C. 2000c 
(eXl)- The de facto feminization of monitoring may give riae to 
aoita under the Civfl Ri^ita Act, einoe intent to diecriminate 
ie not a pceraqdaite to an action under Title VII. 

"federal enqilqjreee have been protected by etatute againet 
lepriaal for diedoaing waete, fraud, or aboae in the Federal Gov- 
e mni e at einoe 1979. Aa part of "merit asretem princqdee," all 
employeee of the eiecotive brandi of government, the Admin- 
letrative OfBce of the U.& Courte, and the Government Prin^ 
ingOfficR 

. . . ehoold be pffotectMl ^elDrt npried for the Itwlid diedoei^ 
of ialoraMtta vkMi theo^dbyeM raeeooeb^ bdisveevidMicM^ 
(A) e violeHoo of eay law, rale, or rtgnletioa, or 
(B|iirfemanefwn«ii^earoeeweeteoffaiide,eneboeiof euthor- 
ity, or eeubetiafiel end ipecMIc dangw toptdilk heehh or eefety 
S VSJC. |»01(b)m 
Additional protection may be available under anti-repriaal 
danaea of variona eobatantive employee protection or pobBc 
'pralection lawe, each aa EEO, OSHA, ERISA, EPA, and eo on. 
OlIarpiMe eaqpleyeee are protected under Flret Amendment 
pilmlplee, aa articolatad in Pkksring v. Boerd cfEdaestkm, 
m VS. 668 (1968) ("the hitereeto of the tsa^kiysl ae a dti- 
aen, In commenting upon mattere of public concetn [are to be 
weighed i^afaiet] the hitereat of the State, aa an employer, in 
p ro m o ti ng the elBdencjp of the public eervioee it performe 
Ifcrovgh ite employeea.'' Id at 668. See alao: Jf t. ifaaithr CiQr 
I^^MiUietB4md€iBdueatkm v. Dcyk, 429 U.& 274 (1977) 
^protected u^dedeblowingnHet be "a matter of public concern" 



The number of illicit purposes to which mon- 
itoring can be put is limited only by the imagi- 
nation, yet monit<ning seems no more or less 
likely to lend itself to illegal retaliation than 
any other form of office technology (the paper 
copio* or punch doc'i, for instance). However, 
the enqiloyee may ( ften know that his or her 
conqmter files or phone calls are being "ob- 
served" by the monitoring system, and this 
knowledge may in itsdf act as a ' 'chilling'' de- 
vice to would*be whistldblowers or union or- 
ganizers. In a case exanqde submitted to OTA 
by the AFL-CIO, the chiUing effect of video 
observation was noted: 

. . . employer installed and focused TV moni- 
toring equq>nient inside the fhmt an every 
work station and worker after organizing ef- 
fort Monitors were not aveSable for all 
to see, but viewed only by management in 
management's office. Enqiloyer said monitor- 
ing was for saf rty reasmis and woold lower 
Worker CanqwDsation insurance rates. In fart, 
no one oouki determine how that could be. Dur- 
ing the height of organizing, two workers who 
left their work stations to go to restroom were 
suspended for leaving their worit station, with- 
out permission. Monitoring had chilling effect 
on workers attempting to organize for pur- 
poses of GoUecttve bargaining. Of the 100 
wcvlcers in the unit, 89 signed aiiihorization 
cards calling for a recognition d ^tknt But 
when the final vote came, the union was 12 
votes shy of a majority. . There was an un- 
spoken fear that Big Brother would catch 
them talking for or wcnrldng for that union.^ 

Even if the truth of this use of monitoring 
for alleged purposes of union-busting are not 



end pley e "eobetentiel pert" in dedeion to fireh end Cooiuck 
V. Myers, 461 U.a 138 (1983) (whether dieeent ii e matter of 
pubUc ooooem ii determined by content, fonn, end context of 
conummication). In eddition, 21 Stetee have enacted whietle- 
blowinf etetntee. "B^ond Unkme," Bumnees Week, July 8, 
1986. p. 73. 

Eaipk^feee In the prfvato eeeter may be protected ander exoqh 
tiooe to the employmen^at-win doctrine. See footnote 49. 

*^FitMn AFL<^IO Ceee Exan^rfee. eubmitted to OTA. The 
technology eD^fKUy need to nionitor theee enq^lqjrere w 
video canim— a tedinology not coneklefed in tUe report How- 
ever, eo ft w ar e for oompoterbeeed work monitoring could be 
need to a c c o mpli e h much the eame purpoee ee alleged in thie 
caee etiid^r, by recording the time away from a etation, by moih 
tcortng tntemai eiectronic mau and em pl o y w? g ww auid docu- 
mnte, or by dfitflncimng who wae logged onto a particular woric 
etation. 
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bom outt it neverthdess illustrates the height- 
ened potential of monitoring used to deter t he 
efforts of whistleblowers or union organizers. 
This potential is also eqdored bdow in the con- 
text of telephone call accounting. 

Telephone Service Obaervation 

Telephone service observation was described 
induq^terS. Itreferstotheactof systemati- 
cal^ intercepting the content of employee tde- 
phcnie calls by listening in on tb^ This is 
often dcme by a supervise or quality control 
specialist to evaluate courtesy, accuracy, or 
compKance with con^Mmy guidelines. It is a 
conunon practice in a host of businesses which 
sdl products or service customers over the tde- 
phone. As mentioned in cluster 2, service ob- 
servation is beoHning integrated with various 
forms of omqmter-based monitoring, the le- 
gal implications of which were considered 
above. This section will consider service ob- 
servation in isolation from other monitoring 
techniques. 

The use of service observation for illicit pur- 
poses— e.g., to discourage or listen in on em- 
ployee organizational activities, to discriminate 
against certain classes of employees, or to de- 
tect and punish whistleblowers— is subject to 
much the same legal analysis as computer- 
based monitoring, and presents few unique 
problems for the law.^ SKnce service observa- 
timi is by nature a method of intercepting the 
content of employee conununications, legal 
ri^ts to privacy und^ State tort law may be 
implicated, and while the employer oftCT en- 
joys a qualified privilege to listen in on em- 
pbyee phone calls, that privily may be viti- 
ated by improper motive.^ Otherwise, th^ 



*A very important qnaHfiftkm to this statement is Title 
III of theCoomninicataans Act of 1934, which prolubita ''eavae- 
dropping" per aa, without tagaid to the intent of the person 
doing the a av ea dr op pi ng, with certain crndalarceptions. Title 
I II is consklerad niore below under the aMancr aM^ 
analjrais. 

*lP> af e n aea to common law daims of invasion of privacy in- 
doda the dataaa of "privilefe"] The qoaUfiad privilege of the 
detodant to protect or further hia own legitimate interest has 
appeanid in a Urn rseea u wham s fahpTiane rmnijiaf^jr ftsi Immi 

TWvAona. Co., 1 16 N^. 2d 819 (1968) (thne and motion atodiee 
ol employeeeh Psopk v. AppMmom, 97 N.Y.S. 2d 807 (1960) 



employer's purpose far monitoring is not a con- 
sideration separate and apart from the man- 
ner and method in which the service observa- 
tion is conducted. 

Telephone CaU Accotmtiiig 

Chapter 3 discusses tdephonecaU account- 
ing in detail Tel^hone call accounting sys- 
tems are devices which can be attached to ei- 
ther the central office switch of the local 
tel^hone network or, increasingly, to the pri- 
vate branch exchanges (PBXs) on Uie cust<mir 
ers' premises. Call-accounting systems gener^ 
ate detailed raw data on telephone usage; 
incoming and outgoing call numbers, total 
number of calls made, total time on the line, 
etc (they do not provide informatioa on the ccRh 
tent of the tdephone call). This raw informer 
ticm can be processed by computer to provide 
summary reports of any type of telq>hone 
activity that the employer feels is relevant or 
useful 

Call accounting is often used for purposes 
that many mi£^t consider legitimate bu^ness 
functions, such as allocating costs between 
various accounts in a business, billing custom- 
ers or clients for particular services, and keqh 
ing track of abuse or waste of local or long-dis- 
tance telephone services. The recent^ enacted 
Communications Priva^ Act of 1986 eacphdtiy 
recognizes the need for call accounting in the 
course of providing communication services.*' 

The extent of personal phone use in the Fed- 
eral Government was examined in a call-ac- 
counting audit conducted by the President's 
Council on Integrity and Efficiency (PCIE) in 
coiqunction with the General Services Admin* 
istration (GSA) and Office of Management and 
Budget (0MB). That audit reported in the fall 

itapfrng own tetep h one to protect own interaatak W h aa fe r v. 
Sonaaon Mfg., 416 aw.2d 682 (1967) (pabUcatioii of wafea 
and daductkma of eoqtloyeea to combat union driva); and Qty 
ofUniveraityH^tay. Caokiy, 262 N.E.2d 198 (1969)(apying 
on eoapacted thM). Aoaaer on TVvte, {117 

*niie Electronic Communicationa Privacy Act of 1986, Pub- 
lic Law No. 99-508, 99th Coo|^, 2d eeee., Oct 21, 1986 amende 
portiona of the criminal coda 16) to aooommodata digital 
cwnmiinir ationa, conqmter natworia, celtalar t ele romm i m i r e' 
tions. and other advasoes in communicstfons. Its iisport for 
telephone cafl accountiag and aervice obaervatiop ie diacuaaed 
below whero relevant. 
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of 1986 that on the average about 33 percent 
dkxigKlistanoe caUa made on the Feden^ 
phone System (FTS) were ''unofficial," that is, 
made for personal reasons. 

Concerns were raised in Congress over the 
indications of the PCIE audit for privaqr and 
whi8tld>lowing. Ph>blems mig^t also exist, 
particulaify in the private sectw, if call 
aocoonting were be used to frustrate union 
organizing efforts. As previously discussed, 
however, l^gal protections exist to address con- 
cerns over enq>loyee/union rij^ts, and whis- 
tieblowers. Moreover, PCIE has adopted guide- 
lines to address some of the c(mcems over the 
privacy and first amendment implications of 
the prograuL** Among the protections are: a 
''conservative" approach to classifying calls 
as "unofficial," prohibitions on invading the 
privacy of the persons called from the agency , 
categorizaticm of "calls possibfy made to news 
media, omgressional offices, public interest 
groiqM, and enqiloyee unions" as "official,"^ 
and a prohibition on using data to single out 
individuals or to conduct investigations.^ It 
remains to be seen, however, whether and how 
the PCIE initiative will be continued and be- 
come part of the regular internal auditing Fed- 
eral agencies. One department indicated that 
in apite of its pilot study results— indicating 
wgnificant unofficial use of the d^artment's 
teiephoQe system— the agency had no plans for 
further efforts to reduce these misuses, because 
of concerns over privacy inqdications." If the 
audit does become a permanent part in intra- 
agency audits, questions arise over whether 
protective guiddines will also become perma- 
nent, and if so, how such guidelines ^dll been- 



•Hlenartl ServioM Administratkm, Office of the Inmctor 
OmraL OffiM of Audits, ' Giikto for the PCIE Revieir of Pad^ 
ml Teleconununkatkms System (FTS) UtOization," part II, 
emmpsdOfy epp. XIII, pp. 66-74, Ju^r 3, 1986. 

*Ibid^ p. 29. Section IX ol the "Gokfe" stetea that raeaot^ 
•elivitiee oonemiiif calls to tbeea deetiiuitiaia should be t«^ 
mbatad, that the informatioD cannot be released to manage- 
nnt, and tliat the infonnatioD cannot be used against the per- 
aon wlio made the caDa. 

^*Ibld., p. 30. Tbe Guide dcee w m^wi^ however, that 
'Moiia or ^gr^gioua" caaee of miause ehoold be referred to 
tM^^sndea kvastigative organisation for poesflUs further 

^-OTA waff t iisp h o M intervisw with Deps rt i n s nt ^ 
ones of Inspector Geoeral repreaeotative, faO 19B6. 



forceable. If for example, a Federal employer 
were to discipline or withhold promotion or in- 
fonnation hx>m an employee based on that em- 
ployee's contacts with the press, the enq>loyee 
may find it difficult to prove that t^ em- 
ployer's motivations for doing so were the re- 
sult of information obtained through tdq>hone 
call accounting. 

Although the PCIE study guidelines forbid 
listening to or recording amversations (as does 
Title III, discussed bdovi^, information on tele- 
phone transactions can yield a great deal of 
inferential knowledge about an enqik^ee's per- 
sonal and life outside of work. Knowing that 
an enqdoyee contacted a particular newspaper 
one day before a HamftgSwg article is printed 
is sufficient to infer the content of the conver- 
sation, regardless of how that call is classffied 
or whether it is subject to detailed investiga- 
tion. Moreover, recoinls erf the audit which con- 
nect names and numbers, while protected by 
the Privacy Act, may nevertheless be subject 
to disclosure tlutmgh the Freedom of Inifor- 
mation Act.^' 

Yet another difficulty with the PCIE study 
guidelines concerns enforcement and diad- 
pline. At present the guidelines contemplate 
disciplinary action, such as removal, suspen- 
sion, demotion, or reprimand only in cases of 
''extreme" cases of FTS abuse. The difficulty 
here is with selective enforcement and uniform- 
ity of treatment The PCIE guidelines offer no 
guidance on what constitutes ''extreme" abuse, 
and no mention is made of who within each 
necutive agency will be responsible for en- 
forcement. Tliis leaves considerable discretion 
to agencies' Inspectors General in determin- 
ing who will be disciplined and under what cir- 
cumstances. It opens the door to claims of 
differential treatment between low-ranldng 
clerical staff and hij^-level government execu- 
tives. Since the scope of job responsibility is 
often fairly narrow for low-ievel employees 
(e.g., claims processing at the Sodd Seciuity 



Title 5 U.S.C. f 552, infrfi. See alao Notice of Rropoeed 
Privacy Act Quidanee for Call Detail ^eteme (0MB), 51 Fad- 
Ml Regietet 10982, 19984 (Fiid^, Migr 23, 1986), which dia- 
cuaeea diadoaure in the context of a pennanent FTS telephone 
call-aoooanting eyatem. 
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Administraticm), discriminatuig between ''offi- 
cial'' and ''unofficial" calls may be relativdy 
easy. But for high-ranking personnel, whose 
communications are more IflDBly to be a mix 
of "business" and ''pleflurare/'^ such determi- 
nations may not be so easy. In other words, 
the informalities and ambiguities of the PCIE 
guidelines may give greater latitude to high- 
ranking empl<^ees than lower level employ- 
ees. Ui^er the proper circumstances, this may 
S^ve rise to a claim*of denial (rf equal protec- 
tion of the laws under the 14th amendment. 

FinaUy, there is a difficulty of administer^ 
ing the telq>hone call-accounting audit, par- 
ticularly if it is inq[>lemented on a permanent 
basis. Althouj^ 0MB has, under the PCIE 
guidelines, drawn up f aiily extensive analyses 
of Privacy Act implications omceming em- 
ployee privacy and the disposition of records, 
the question remains: who will be responsible 
for overseeing the agencies in the conduct of 
their audits to ensure that the guidelines are 
followed? A recent OTA report^^ concluded 
that OMB is not effectively monitoring such 
basic areas as: the quality of IMvacy Act 
records; the protection of Privacy Act records 
in systems currently or potentially accessible 
by microcomputers; the costoffectiveness of 
recordkeeping; and the level of agen<7 resources 
devoted to ^vacy Act limitations. 

Such practical difficulties notwithstanding, 
there iq>pears to be no dearth of legal protec- 
tion for activities of Federal employees that 
the law recognizes as legitimate and responsi- 
ble. However, the use of telephone call account- 
ing by private sector employers for illicit pur- 
poses is not so clearly proscribed by law. In 
fact, the only recourse of the private sector em- 
ployee against the employer for using call 
accounting to track whistleblowing activities 
is the nascent l^al right against ''wrongful 
discharge. Because of the principle of 



^or aum^ k a knrdistanos call to set iq> a "biuiiMai 
hmch" with a food fri«id ac "official" or ''nnoefidal" call? 
^nj.& Congraaa, Offict of T^dmohgy Aaaeaament* Federal 

aadlndMdaaiPtivaor, OTA-CIT-296 (Waahincton, DC: U.S. 
OowmiMBt Printiiig Offioa, Jane IMS). 

"R'taliftQry discharge for wHgtMknrirg acthritioa mcy ba 
ooantar (opablkpoliqr, and iiMQr tliiia conatitate a wrongful 



State action (see above), the private sector em- 
ployee can claim no first amendment right to 
speak to the public or the press. Of course, 
statutes governing conununications between 
employees and labor organizations, discussed 
above, i^ply with equal force to telephone call 
accounting. It should be noted that, unless the 
employer consents to the use of its telephones 
for labor organizational pmposes, the em- 
ployee probably does not have rights under 
statute to protest the use of telephone call 
accounting to track and squelch union com- 
munications.'^* 

Manner and Method 
Compntcr-Based Monitmng 

The use of computer-based monitoring as a 
means for furthering the legitimate employer 
interests raises few, if any, legal issues. The 
first hurdle that an attorney challenging the 
practice itself must meet is to identify a ' 'cause 
of action"— a legally recognized right that 
forms the basis for a lawsuit. The only right 
remotely relevant to monitoring is the right 
of privacy.^ 

Privacy is a broad value, representing con- 
cerns about autonomy, individuality, personal 
space, solitude, intimacy, anonymity, and a 
host of related concerns.^* Since monitoring 



diacharge.Sae,e.g.,ilfocv«v.Bo060jRa56erC!o, 114N.H. 130, 
316 A.2d 549. 62 A.L.R.3d 264, 25 EPD P 31,643; and R. Murg 
ard J. Sharman, "Empkfymmt at Will: Do EzoepCiona Over- 
whelm the Rule?" 28 Boetoa Coilege Law Review 329 a982). 
Moreover^ en^doyera may be held to their own internal state- 
menta of policy oonoeniing matters toch aa privacjr and treat' 
ment of empkyeea with re^Mct to monitoring. See. e.g., HVxrf- 
hy V. Hoffinan-LaRocbe^ Inc., 99 NJ 264, 491 A.2d 1257 a985), 
which held that the emi^ojer'a crffidal stotement of for 
its emi^oyeeo created a contract of empbyment for an indefi- 
nite period* 

^nder the National Labor Relatione Act, 29 U.S.C. §168, 
for eiample, it is not mdawful for an emfiiicjet to oboerve em- 
ployee activitiee at the workaifl^t dur^ woridng hoars to eee 
if union activity is being conducted OP company time. NX.iLB. 
V. KC, MatHm Co. 269 F.2d 44 (6th Or. 1959). 

^^arioua theories under tort law, such as assault, intentional 
infliction of s tn otioaal d i e ti eee, de f a mat i on , outrage and may 
hem were cooaidsred* but lack sufficient connection to the typee 
of activttiee involved in oonqntterbaeed monitoring. 

U^Copgreae, Office of TBdinoiogyAeaeeement,W 
era/ Goveroment lo/bnnatian 7W^nfltf(V9^ Flsct^^ 
Systema and ladividual Fti^mcy, OTA-CI7-296 OVeratiigioii, 
DC: U.S. Government Printing Office, June 1986). 
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IB (me method of obtaining information about 
and omtrd over an employee's activities, some 
of these concerpt ;\ ay be relevant. 

Although mcmitoring may affect culturally 
held values, there are serious problems in at- 
temptiug to stretch the iegal/y enforceable 
vahiies r^arding privacy, whether based on 
common law, statute, or the Constitution, to 
cover the types (rf nMxnitoring conrdered in this 
rqx>rt.^ Although 34 States have adopted 
laws regarding employer use of polygraph ma- 
chines, and 21 have kws addressing the pri- 
vacy of employee re'*ords,^ none have so far 
adopted l^blation restricting monitoring, as 
such. One State, Massachusetts, has attempted 
to enact legislation that might prohibit com- 
puter-based mcmitoring per se, but the legis- 
lation was found to violate the due process and 
equal protection clauses of the U.S. Consti- 
tution." 

'^The most widely aooeptad privacy framework under tort 
law i» tlurt offered by Pfo awr . See **Privacy /' 48 CtMcrnia Uw 
Eeview, 388 (1960). Each of tlia four distinct torts-intruaion, 
dlickmre, false light, and qifKopriation—requira 
vasioe of the pereon or his/hiBr p fopat ty or personality and pub- 
licatian of tba information ga^ied by the invasion. Neither of 
thsse criteria is iqn^icaUe to monitorhig considered in this re- 
port Moreover, ooosent to monitoring, either eq>licit or as a 
in^itted condition of the empfeyment contract, wouU probably 
vitiate whatever daima an en^lqyee might have. Privacy un- 
der statatery !aw, at both the Federal and State level, concisms 
princ^Mlly privacy of employee records, and white not relevant 
to the act of monitoring itedf, miiy be relevant to records gen- 
erated and kept by the monitoring systeoL This is considered 
below where relevant PrivaQr under the U.& ConathatkMi has 
two main branchee; righta under the 14th amendment designed 
to protect family ralaticraships. Roe v. Wede, 410 U.& 113 (1973), 
Griswold v. Coanectkut, 861 U.S. 479 (1986); and rights under 
the Fourth Amendment designed to limit unreasonaUe searches 
and seizuree. KeU v. United Stetee, 389 U.S. 347 (1967), and 
progeny. Both of theee branches rsqdre state action. Even sup- 
(jsing that monitoring might be eonsiderad a "search** under 
the fourth aciendment it is unlikely that an empk^ee wouki 
be found to have a "legitimate eipectatkm of privacy** in his 
or her performance at a given ta^ Id. 

"^Theee figuree are from Con^tUetioo of^te and Fedmd 
Privacy Lews (1984-86 ed). Privacy Journal (Waahington, DC: 
Privacy Journal), and January, 1986 supp., but see: Coogrea- 
aiooalReaeardiReporta, Mar. 21, 1986, which reports that 22 
States have adopted laws regarding en^ployer uae <rf polygr^ih 
msrhfnee, and that 10 have adopted laws addressing employee 
aeoeaa to records. 

"The legislation prohibited "the use of any monitoring de- 
vice, without the expreaa conaent of the en^ioyee, by means 
of whkh the surveOlanoe of empk^yeee might be effectuated.** 
The tenn "monitoring device** hichided "any device, electronic, 
nechanieaL visual, or photogrq>hic** by which "iW^aranoe, ac- 
tiotts, or sputt ** couk! be monitored, cite. iZa Oimia^ uf 
JmOeaa, 366 Maaa 766, 260 N.E.2d 448 ( ). 



Furthermore, some State courts may hold 
employers to internal statements of poUcy re- 
garding employee privacy, and may award 
damages for ''unjust termination" of employ- 
ees who seek to withhold information under 
these policy statements/^ This approach has 
not been widely accepted in the courts, and the 
corporate pohcy statements seldom address 
monitoring explicitly. 

There are several situations in which com- 
puter-based monitoring ma> Implicate certain 
l^al rights. The first is where the monitoring, 
which ordinarily reveals quantitative informa- 
tion about the amoimt of work done and the 
time spent doing it, reveals "personal" infor- 
mation as a byproduct. For example, if the onty 
discreticmary breaks allowed a monitored 
worker are fen* trips to the bathroom, the com- 
puter may allow an employer to ^ean this ir • 
formation by the frequency and duration that 
the employee is logged ofiF the terminal.^ In 
this situation, a breach of employee privacy 
is arguably present.^ Another situation con- 
cerns themonitoringofpersonpl computer use, 
and the auditing or editing of employee com- 
puter files. If the employer permits an em- 
ployee to use computer files to store personal 
information, or electronic mail capabUities for 
personal messages, a breach of privacy may 
be found under a number of theories if the em- 
ployer subsequently examines or reveals the 
content s of the files or mail.^ Finally, to the 

"Qp dt, WooBey v. HiMnan URodie, 99 NJ 284, 491 A.2d 
1257 (1985). 

"See: Karen Nussbaum and Virgima DuRivage, "Computer 
Monitoring: Miamanagement by Remote Control** 58 Buaiaesa 
and Sodety Review 16 (winter 1986); and Nine to Five: The Na- 
tiop/d Aaaodation of Working Women, Computer Monitoring 
and Other Dirty Tridca, April 1986. 

*^Tbe tort of intmalon may be applicable, if such monitoring 
auKrants to an invaai<m of tlie employee's solitude or seclusion, 
even if there is not physical intrusion. Pnmer on T<nts, p. 807. 
If the private activity is publicized, there may also be a tort 
tor pnblic diadoaure of private facta. 

''For public aector employees, an action may ariae directly 
under the Constituticm. For private sector employees, a tort 
action may lie. The Electronic Communications Privacy Act 
of 1986 ia ambiguous as to whether an employer mi^t access 
the contents of its employees* computer files. The prohibitions 
of the Act speak to an "dectronic communicaticn while it is 
in electronic storage.** 18 U.S.C. {2701(a) (as amended). While 
perhiqiw not intended as a communication when written, all files 
in a personal computer are potentially communicable. Further, 
the Act*6 prc^bitions do not apply to "Uie persou or entity 
providing a wire or electronic communications service,** or to 
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extent that the transactions monitored by com- 
puter become part of the employee's record of 
em^oyment, conq)liance with procedures set 
out in the Privacy Act of 1 9 7 4 (governing only 
Federal employees) or several State privacy 
statutes may be necessary. 

Telephone Service Observation 

Unlike computer-based monitoring, which 
primarily raises serious legal issues only when 
it is used to ^ romote ends that are illi gitimate, 
the legal difficidties with telephone service ob- 
servation lie primarily in the manner in which 
it is carried out. 

The principle law governing service obser- 
vation is still Title III of the Omnibus Crime 
Control and Safe Streets Act of 1968, subject 
to the amendments involved in The Electronic 
Communications Privacy Act of 1986.^ Title 
III forbids the intercq)tion of the contents of 
telephone calls by government or private per- 
sons, except by judicial authorization/^ This 
blanket prohibition on ''wiretapping," how- 
ever, is subject to two exemptions that per- 
mit telephone service observation— the consent 
and business extension :)xemptions." Both 
exemptions have been construed narrowly by 
courts. Consent cannot be implied from the 

a ''user oi that service with respect to a communication of or 
intended for that use** " 18 U.S.C. f^TOKb) (as amended). 

•*ntle III of the Omnibus Criird Cuntrol and Safe Streets 
Act, 18 U.S.C. f J 2610-2620 (1976). Public Law No. 90-361. § 
802, 82 Stat. 212, as amended by The Electronic Communica- 
tions Privacy Act of 1986, Public Uw No. 99-608, 99th Cong. 
2d sees., Oct. 21. 1986. 

'^The relevant portion reads: 
Except as othenrise specifically provided in this chig;>ter any 
person who^ 

(b) wiUfol^ uiM, endeavors to uae, or procures any other person 
to use of endeavor to uee any electronic, meciienicel, or other de- 
vice to intercept any orel communication. . . . 
. . . shall be fined not more then $10,000 or Imprisoned not more 
then five years, or both. 
18 U.S.C. §2611(lMb). 
The statute also providee for a dvil remedy and statutory 
damages. 18 U.S.C. §2620. 

""Section 2611(2)(d) of the law pomita interception "where 
one of the parties to the communication has given prior con- 
sent to such intsrosfMion,'' and Section 261 l(l)(b) ezchides from 
oovarage ''aoy telephone or t^gri^ih instrument, equipment 
orfadlity.oranycompoasQtthsfeof. . . .beingusedby thesub- 
ecribsroruasrintheoidinarycoareeof itabuainess; .. In 

^^Mjtion, fji'wwi^mlAatJnr's mwinvm cerriera may "intStCflpt difr 

dose, or use (an enqilqyee'a telephone conversations) in the nor- 
mal couras of his empk^onent while engaged in any activity 
which is a necseaaiy incident ^0 the rendition of his service or 



employee's knowledge of a capability for mon- 
itoring,^ but must instead be based on a 
knowleidge (or imputation of knowledge) that 
certain types of phones or phone conversations 
will be listened to.^ Similarly, the business 
extension exemption applies only to the inter- 
ception of particular calls as a part of the en- 
terprise's ordinary course of business,^^ and 
even at that, one court has held that personal 
calls may be intercepted only to determine 
their nature, but never their content.^ 

Title III and the Electronic Communications 
Act of 1986 appear to be the exducrve, albeit 
extensive, l^al framework for issi^es that may 
emerge from telephone service observation. 

Other legal theories, such as the common law 
right of privacy and (for governmental employ- 
ees) the fourth amendment's prohibition on un- 
reasonable searches and seizures, while possi- 
bly forming the basis foi a legd action, are 
1 nproven in the context of service observation. 
"A recent case held that, although public em- 
ployees are protected by the fourth amend- 
ment, their expectation of privacy must be 
balanced against the government's need for 
supervision, control, and efficient operation of 
the workplace/ * Moreover, th^ government is 
not held to a ''probable caut " standard; in- 
stead, its actions are assessed under a ''reasona- 
bleness under the circumstai>.ces" standard 
Title III Implied only to aural communications, 
but The Electronic C!onmiunications Privacy 
Act of 1986 extends the coverage of Title 18 
to address analogous concerns present in the 
service observation of the content of data com- 
munications.^ 

to the protection of the rights or property of the carrier of such 
communication . . 18 U.S.C. §2611(2MaMi). 

"^WaUdna v. JLM. BmyA Co., 704 F.2d 677 (11th Cir. 1983); 
Campiti v. Wahnia, 611 F.2d 387 (1st Cir. 1979}; Croaker v. 
U.S. Department of Justice, 497 F.Supp. 500 (O.Conn. 1980). 

^Watkina v. L.M. Berry, aupra; Jandik v. Village of Brook- 
Geld, 620 F.Supp. 816 (N.O. lU. 1981). 

*^Watkiaa v. LM,Beny& Co,, ai^ra; dUngBrigga v. Amer- 
jcan At Filter Co,, 630 F.2d 414 (6\h Cir. 1980). 

«lVatkzns V. JLM. Berry & Co,, aupra at 683. In essence, the 
court held that, once Uie personal nat ue of th^ call is known, 
the employer must hang up. 

^^'Cbnitor V. Ortega, 107 S.Ct, 1492, 66 VSLi^' '406 (1987). 

*^tle III conveieid oniv oral conmiunications, 18 U.S.C. 
§2610., cf. i;.S.v.Areiryarlr1WsphoDa Co.. 434 U.S. 169(1977) 
holding tha' a communication *'nder Title III mus^ be capable 
of being overheard. 
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Tdephone Call Acc jting 

Man> of the l^gal issues surrounding the use 
of telephone call accounting center on the in- 
cidental information generated by a call-ac- 
counting system. In other words, although the 
empk^er may not purposely set out to infringe 
employee ri^ts, many of the by-products of 
cali-accounting systems may in fact threaten 
employee pnvacy. In the act of tracking re- 
cq^ents of cdls originating from certain phone 
numbers, empkiyers must, of necessity, obtain 
infcmnation on the identity of the persons 
called, and the nature of the call (business or 
nonbusiness). Depending on how the audit is 
conducted, and how closely focused on indi- 
viduals it is, a "picture'' of extra-employment 
tt:tivity m^r be obtained merely from the iden- 
tity of the destination phone numbers, even 
if the intent of the audit is to identify non- 
business-related calls.^ Once the information 
is collected, it may be intentionally or acciden- 
tally disclosed to people whom the employee 
wouldprefer remain unaware. Althouc^ a call- 
accounting audit may disclose misuse, such 
misuse may not be the fault of the employee 
(especially when others have access to the em- 
pk^ee's phone)— a claim that may be hard to 
prove. 

Federal employees are the most protected 
segment of the labor force. If the records gen- 
erated by the telephone call-accounting sys- 
tem form part of a ''system of records" per^ 
sonally idmtifiable to particular individuals, 
then, under the Privacy Act of 1974, the Fed- 
eral employee is subject to a numbco* of proce- 
dural safeguards concerning notice that such 
records are being collected, tibe subsequent use 
to which they can be put, the right of the em- 
idoyee to correct or amend the records, the ne- 
cessity, and the acquisitum for lawful purposes 
of those records.** 

For pubhc employees in general, it is unlikely 
that a constitutional claim under the fourth 



"Calif to ooUaction agendae may ra. sal debt trouble; calls 
to eoanaalor nmy revaal paychoiogical or marital trouble; calls 
toanptoywafaainiflarbnainaaaeemsyr^ 
jobs; and calls to the news media may reveal the source of 
'leaks.*' 

"6 U.S.C. §662<a), infhi. 



amendment could successfully be brought 
against the practice of telephone call account- 
ing—even against its surreptitious use by po- 
lice in order to obtain evidence for a criminal 
indictment.*^ The Electronic Communica- 
tions Privacy Act of 1986, while providing 
stronger protection than the fourth amend- 
ment by requiring a court order for the appli- 
caticm of pen registers and trap and trace 
devices,** is applicable to telephone call ac- 
counting.** However, dependii^j^ on how the 
information j^eaned from call-accounting sys- 
tems is used and whether it is disclosed, all 
employees may have rights under amimon law 
theories of privacy or defamation. 

Effects 

Aside from the abusive purposes and meth- 
ods of electronic monitoring discussed above, 
the most salient legal issue presented by mon- 
itoring concern its healthrrelated effects on par- 
ticular workers. Other, less tangible, effects 

*^PeQ registera, which an devioea that attach to e tet^phone 
line to rooofd dial pulaea, may be need in law eoloroemsnt to 
obtain information on auspects without the need of a aeaich 
wmmxtSautby.Merylaad, .42 U.a 736 (1980). By extension, 
the use of calliaoooonting systems (that achieve ven^ much the 
same resttlt-aD)eit, in a more dstaitori fashion), whkA often form 
an integral part of modem PBXs, would seem to raise no imiqae 
fourth amendment problems, eqMdaDy when they are uaed on 
the employer 's pronisea and it is known 1^ enqiloyees that they 
exist (thus raidng no ''subjective expectation of privapy"). 

""IS U.aC. CL 206 "Pen Regiatera and Trep and Trace 
Devioea." 

"^tle 18 has been amended so aa to apedfically exclude a 
''provider of electronic commimication aervioe to reoord the fact 
that a wire or dectronic communication waa fnitiatwl or com- 
pleted io oniar to protect such provider, another provider fmv 
niahing aervioe toward the c(mq»leti<m <^ the wh« or electeonic 
communication, or a uaar of that service^ Aom tewhUent, ua- 
lewiul, at abuee uaeofeucL eervice;'* 18 U.S.C. 2611(3KhKii) 
(enqihaaia added). 

Call-aocountins aoftware might arguably be a ' 'pen register" 
for purpoeee of The Electronic Communicaticms Privacy Act 
of 1986, aince, like SMDR PBX equ^iment. it ia defined as "a 
device which records or decodes dectronic or other impulsee 
which identify the numbers dialed or otherwise transmitted on 
the telephone line to which such daviceo ia attadied.. . ."How- 
ever, SMDR equ^unant and aoftware ia excepted from the pro- 
hibitions of the act: "(pan ragiater) does not inchide any devtoe 
ueod hy a pmvidor or mafcmvr of a wire or electronic communi 

gatJan maruiim far hilling tw rmttwAing f f m /Pffrfpflf ^'y, 

for communications servicee provided by such pro\dder or any 
device used by a provider or customer of a wire communicati<m 
8er\-ice /or cost eccoanting or other Uke purpoeee in the wdi- 
nery couree of its bueineee . . 18 U.S.C. 13126 (emphaaia 
added). 
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are sociological in nature, and concern the im- 
pact of monitcning on the overall climate of 
work in the United States. 

The literature on stress and work monitor^ 
ingis not broken down cleanly into the three 
categwies of monitwing dealt with in this re- 
port* Computer-based n^mitoring, tel^hone 
service observation, atid telq>hoiie call account- 
ing may each entail wid^ differait work envi- 
rcmment factors (e.g., different wganization 
factors, different physical relationships be- 
tween the enq>loyee and the technology on 
wluch tiie employee is wwking, and different 
eoqpectations). Thus, any partiouilar findings on 
stress are likely to vary widely between types 
of wwk monitoring. Nevertheless, ist <tf the 
l^gal analysis that fdlows will hdd true 80 long 
as stress can be shown to be caused by or asso- 
ciated with the particular type of monitoring 
in question. 

This sec timi relies on the analysis developed 
in chapter 2 examining the evidence for com- 
puter monit<»ring as acause of stress, and ap- 
plies relevant law in lij^t of this evidence. The 
principle conclusions of chapter 2 are: 1) that 
evidmce that computer monitoring, per se, 
causes stress is su^jgestive, but not condusive; 
and that 2) many other aspects of job design 
and woric enviomment— e.g., counter pacing, 
hei^tened work pressure, routinized activi- 
ties, variable workloads, lack of control Dver 
the tai^ lack of decision latitude, lack of peer 
and supervisory support, and fear of job kiss— 
m ay also cause stress among VDT office work- 
ers. Research to date has not succeeded in sep- 
arating the effects of computer mcmitoring 
from effects of these other workplace factors, 
insofar as stress is concemed.^^ 

^ trbM due to work monitoring thould be amaklmd sepa- 
rately from that due to the uae of Video Diqxlay Terminals 
(VDTs) per se. A recent OTA nport coochided that ' 'evidence 
for a reiationahip between eU eee l el at e d di eeee e and VDT worii 
is still sparse. " U.a Coogrees, Office of Technology Assess- 
ment, AuUxnatkm ofAmerica'a OtBoaa, OTA-CIT-287 (Wash- 
ington, DC: U.S. Qovermnant Printing Office, Decsmber 1986), 
p. 160. In pert, this is due to the methodologleal proUema in 
attributing streee and strste-ielated aHmsnte to aiqr one factor 
or comMnattona of factors in the woriq;ilaoe. The OTA report 
did oondude, however, that dectronic monitoring in general is 
aaeocLHed with the symptoms of chronic arooeal, and can lead 
to increnaed anxiety, fatigue, pqrchoeomatic fomplaints, and 
job dissatisfaction. /d at p. 130. la thie regard, the report did 



Many of those opposed to work monitoring 
focus on its healtht and particularly stress- 
related, effects. Moreover, many of tiie ''case 
studies" submitted to OTA by a variety of 
unions emphasize the deleterious effects that 
monitoring has on emplc^ees' health. The ap- 
proach of this section will therefore be to take 
the assertion that monitoring causes stress and 
health^related problems as a given, and ask: 
how might present law address concerns over 
tiiese effects of monitoring? 

All State jurisdictums recognize stress as 
a compensable injury, either under theur tort 
w Worker's Compensation laws.^^^ However, 
''stress" is subject to a wide variation in defi- 
nition in the way it is manifested, and the man- 
ner and context in which it is inflicted. Stand- 
ards of proof for its existence, and the degree 
of injury necessary for compensation, are de- 
terminative of whether monitoring-induced 
stress (if it can be shown to exist) will rise to 
the level of a legally recognized daim. 

Worker's Compensation, which was estab- 
lished in all 60 States to provide compensa- 
tion on a "no-faulf' basis for the loss of abil- 
ity to earn wages, is a substitute Im employer 
tort liability. Most Wwker's Compmsation 
statutes require that the injury be acckientalt 
and that it arise out of or in the course of em- 
ployment. Courts have read these require- 
ments expansive^ in recent years, so that even 
''acddents'' that are sbw in manifestatum and 
which rise out of employment-related risk are 
compensable^"* This means that, as a thresh- 
old matter, chronic stress caused as a result 
of monitoring may be compensable. 



not separate oomputer-baaed monitoring from coatomer ecrv- 
ioe obMTvation and caH-aoooonting qratema, aa ia done in tUe 
rqMxt. However, the way in which monitoring waa dee crib e d, 
aa a ajratem of electronic attperviaion or feedbadi in work orgn- 
nidation, would indude the first two forms of monitoring con- 
sidered in thie report Moreover, machine pacing—the use of 
a oonqmter to coi2trol when and how last a taak ia pvformed'-* 
can lead to amdetyt depreaaion, boredom, diaaatiafaction, fre- 
quent health complalnte, and decreaaes in productivity with 
increaaee in error ratea. Id at 1 28-29; citing Sahmdty and Smith 
(eda.), Mactdna Padng and OecapatioDal Sttaaa (London: TiQr- 
kr & Franda, Ltd., IMl). 

><»>1B Larson, The Law of Wotkmm'B Coiopanaatitm, §42 lo- 
fra (1982), and Proeeer, Law of Tores, §12. 

'^lA Larson, Tha Law of Wmkmmi'a Companaation^ 
§§37.00-89.00 and §§6.00-8.00, infra 
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Even if staiess meets these threshold re^^ 
ments, not all States recognize psychological 
effects as compensable injuries caused by 
stress.^^ Only a handful of States would al- 
low recovery for monitoring-induced stress, if 
that stress can be characterized as ''not un- 
usual" or "not in excess of everyday life or 
empli^ment."^^ Otherwise, in order to be a 
compoisable injury under Worker's Com- 
pensation laws, stress must be ''unusual/'^^ 
or even ''suddffli/' ''frightening/' or "shock- 
ing/'^^ As electronic monitoring gains ac- 



'^'Florida, Georgia, Kansas, Louisiaiia, Minnesota, Montana, 
Nebraska, Ohio, and Okiahonia do not recognize pmely mental 
or mnotioiial injuriee as the zesult of strees. Emotiaaal Stnss 
in the Wcrkpleee, op. dt AU jurisdictkms recognize stress- 
rdated aihnenta, iHiether "mental" or "iilqrsieal," that have 
an antecedent phjrsical injury. And, with the exception of Ohio, 
iJl States noognize "physical" dissbiUtaee lesolting fitmi st^ 
lA Larson, {42.22 et seq. 

i*«Califomia, Hawaii, KentodQr, Michigan, New Jersey, Ore- 
gon, a d West Viifinia. Sse ganeralty "Emotional Stim 
Woil9laoe-New Lqgal Rights in the Eightiee," National Coun- 
cil on Conqwnsatiop Insivanoe, 1986. 

^Arizona, Ariumsas, Maine, Massachusetto. New Mexico. 
New York, Pennsylvania, Rhode Island, Washington, Wiscon- 
sin, and Wyommg. Id. 

'^Illinois, Maryland, Missouri, Mississippi, South Cardina, 
Tennessee, Texas, Virginia. Id. 



ceptance as an ordinary part of the work envi- 
ronment in which it is d^loy ed, any stress that 
it causes (if any) is arguably ''not unusual/' 
In ord^ to be recognized in most States, there- 
fore, dectronic monitoring-induoed stress must 
manifest itself in a phydological symptom to 
be compensable. 

Finally, many States today recognize the 
tort known as ''intentional infliction of emo- 
tional distress." Although compensation for 
emotional distress previous^ required some 
sort of physical invasion or injury, such as a 
battery or assault, this is no longer the law in 
a substantial number of jurisdictions. This not- 
withstanding, monitoring>induoed stress is un- 
likely to be actionable under tort law. First, 
the distress-producing act must often be of an 
"extreme and outrageous" nature— a charac- 
terization that is probably not fitting to elec- 
tronic work monitoring. Secondly, as with the 
tort of invasion of privacy, consent (found in 
the implied or explicit terms of an employment 
contract) will probably vitiate an employee's 
claim. Finally, many States still require that 
physical illness or some other nonmental ef- 
fect be present before allowing recovery. 



PART IV: CONCERNS NOT ADDRESSED BY LAW 



Table 16.— A Framswork for Addressing Electronic Work Monitoring 



Concern Criteria 



Example of applicable law 



Possible "gaps" in law 



Purpose of monitoring 



. Fairness Relevance 

Completeness 
Targeting 



Manner and method of 
monitoring 



. Autonomy Intenslveness 
Dignity Intrusiveness 
Privacy Visibility 
Type 

Leakiness 
Permanence 



Effect of monitoring . 



.Health Frequency 
Stress Contlnuousness 

Regularity 

Control 



National Labor Relations Act; 
Civil Rights Act; Merit System 
Principles (as administered in 
EEC, OSHA, ERISA. EPA, etc."); 
State Law on Privacy; Constitu- 
tional Law* 

State Law on Wrongful DIs* 
charge: State Law on Privacy; 
PCIE Guidelines; Title III of Om- 
nibus Crime Control and Safe 
Str<N»ts Act; Electronic Commu- 
nicatlons Privacy Ac;; National 
Labor Relations Act; Privacy 
Act of 1974« 

Wortcer's Compensation Statutes 
on Stress-Causing Labor 



Due process— type 
guidelines fo** private 
employees 



Privacy In transactional 
Information; "Human 
Rights''-*type law; 
laws requiring notice 
of monitoring 



Guidelines/regulations 
on stress-*inducing 
labor practices 



*AppllM only to Ftdtral •mployMt. 

SOURCE OffkM of ToOifiology AMmmont, 1087 



ERLC 



126 



Ch. 4'~Ele€tronlc Work Monitoring Law and Policy Considerations • 113 



If we look at the types of concerns raised 
by electronic monitoring, and at those ad- 
dressed by law, several broad conclusions 
follow: 

Purpose 

• In general, public employees are ibetterpro- 
tectedagtdnst "unfat'^momtonngiuractices 
tbtiJi private sector employees. Constitu- 
tional due process protections afford pub- 
lic seccor eoqiik^ees the opportunity to 
lenge di^nnissals, demotions, or other actions 
based on monitoring that is irrelevant, un- 
fairly targeted, or inomipleta Althoufi^ the 
doctrine of emplpyment-at-will is gradually 
being eroded in State courts, a suit for un- 
just dismissal of private sector employees 
based on unfair monitoring is unlikely to 
succeed 

• Aside from provisions made in union con- 
tracts, no law compda an employer to im- 
plemmt monitoring with fairness, unless it 
can be shown that the employer has taken 
actions against certain enq^k)yee(s) based on 
race, sex, or religion or for motivations that 
are against narrow public policy exceptions 
to the employment-at-will doctrina 

• Elet^nicatty monitoring formerly mmioni- 
tored tasks may change the very nature of 
that task, by accommodating the task to the 
system of measm-ement While some em* 
pbyees may object to this as an unbargained 
for change in job description, no legal pro- 
tections, aside from employment contracts, 
exist. 

Manner and Method 

• Monitoring most often involves the collec- 
tion of transactional, rather than substan- 
tive, infonnation about ex]q>lpyees* perform- 
ance. No privacy protections exist against 
the collection 0/ transactional information 
on employees' activities while at work. For 
example, no law prevents the collection of 
telephone usage data in a call-accounting 
system, or of performance data in a com- 
puter-based monitoring sysbenL If, however. 



transactional data becomes part of a per^ 
sonally identifiable record, then the subse- 
quent use and disposition of that record is 
regulated by both Federal and State law. 

• With some exceptions, no law prevmts an 
employer from using the monitoring sys- 
tems considered in thisreportin a secretive, 
low visibility manner. For example, an em- 
ployer is not under a positive duty to reveal 
to its empkqrees the fact that their key stndces 
are being counted, or that their outgoing 
long-distance calls are being documented 
Unless the employee has an expectation of 
privacy in the activity or location while at 
work, the enq>loyer is free to collect as much 
iuf ormation on the employee's performance 
as it sees fit. 

• Although enq>loyees may regard some pieth- 
ods of monitoring as an assault on their dig* 
nity or autonomy, th&e is no legal rig^t to 
be treated with dignity was en auUmmous 
person. Unless the monitoring technique is 
intrusive— invading either the bodily or 
mental integrity of the person (as, perhaps, 
in drug testing or brain wave anafysis)— 
there are no le^ protections against moni- 
toring because it is "dehumanizing.** Al- 
thou^ numitmng may affect int^irpersonal 
and power relationships at work, no law pre- 
vents enq>loyers frmn using intense, low vis- 
ibility monitoring. For example, using com- 
puters to set the pace at which tasks are 
accomplished, to measure the employees' 
performance, or to document time away 
from a terminal, are not prohibited by law. 

Effects 

• Although some forms of monitoring nu^ 
cause stress, andmay therefore have healUi 
effects, no law currently protects workers 
agaixist stressful environments, wheitiier the 
stress is caused by monitoring or by other 
aspects of the work environment. Lawmak- 
ing with respect to stress in the work envi- 
ronment is not uiqirecedanted, however, and 
several foreign countries have adopted 1^ 
islation that attempts to address stress in 
the work environment. 
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• In some cases, strem may be a compensa- 
hie injury under Worker Coapenaation stat- 
utee, but stres»rd«ted health effects are dif - 
ficult to prove, and are not accepted in a 
majority of State courts. 



What Does the Foture Hold? 

Depending on the influence of a variety of 
businass, economic, and social factors (see part 
II), the next 10 to 16 years may see substan- 
tial changes in monitoring technologies and 
settings in which they are conducted These 
changes may raise a whole new set of concerns 
warranting continued congressional si^ utiny . 



Incremental Changes 

Today's monitoring techniques, which are 
in and of themsd ves neither ilk^ nor clearly 
in conflict with enipioyer-enq>ic^ee custom, 
necessajfly form apreosdent for future moni- 
toring techniques. As these techniques become 
more sophistica t ed and permeate the work 
environment 9 law and lawmakers may have a 
diffimH: tima digBngiilfiSii^g l^f^pyfim esich new 
innovation and the one that preceded it. The 
law and practice that grows up around a par- 
ticular form of monitoring may easily assimi- 
late a new, incremental change in the technol- 
ogy or ^>plication. The cumulative changes in 
woric oivironment may be great, despite their 
ffadual and hence imperceptable nature. The 
framework for analyzing claims to privacy, 
which rdies on an assessment of an indivM- 
ual's ''reasonable ejqiectations," can easily 
become sia^ descr^ve statements of what 
the monitoring milieu is, rather thim prescrip- 
tive statements of what ougA^ to An indi- 
vidual's knowledge that certain technologies 
are capable of intruding into previously pri- 



^KatM v. Ua^SMee, 889 U.S. 347 (1967) ««mn«ni^ the 
iWMtMiilk Ml "w a wn i h ii ■ ■iml i iluu dprivgr" lUndBti that 
hM folM the Si^noM Coort rinot. It hat two 001^ 
antK wfatlfatf tht iBdhridaal aetodljr aqiMtwl that hto 
aetMty imdn privtit, and whaliiff that cqMcta^ 
that aoda^ to prapand to aooqK as raaaoDabla. TUa atandaid 
^mjpreaatitfbem 
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vate reahns may vitiate claims that the indi- 
vidual's expectation of privacy was a reason- 
able one.*" 

Work Environment Changes 

Much of employee behavior in the past went 
unobserved or undocumented simp^ because 
the technical facility for monitoring it did not 
exist, or was too cumberacme to employ. As 
noted in duster 2, however, the use of mod- 
em informatiQP tivhiuiii^g y enables employers 
to keq> track (rf more information on en4>loyee 
performance in much greater detail Given this 
new ability, much of the ''looseness" of imvi- 
ous work environments may be reduced or 
eliminated. What was in the past a de facto 
perquisite of the job, such as a limited ability 
to make nonwork-related pb'me calls, or an oc- 
casional break from a given task, may in the 
future become grounds for discipline or dis- 
missal In such a case, the question is not 
whether the empbyer iu "within his ri^ts," 
but whether the work environment should be- 
come so rigorously controlled as to eliminate 
all discretionary employee activity. 

Qualitative Changes 

As discussed elsewhere in chapter 1, a clear 
distinction can be made between work moni- 
toring and worker testing; the former is an 
evaluation of the performance or behavior of 
an employee, while the latter is an evaluation 
of an employee's physteal or mental state. In 
theory, it may be possible for l^al rules to be 
framed in accordance witii tl^ distinction. 
However, while the distinction may be rela- 
tively easy to make in theory, it is breaking 
down in fact. Research in the field of psy- 
chophy siology , discussed elsewhere in this re- 
port, may be able to correlate behavior with 
pqrchophysk>k>gical states; blurring the bound- 
aries between monitoring work and monitor- 
ing the w orker. 

^^or ezampk hi Cmtoniii v. Onolo, a raont case in which 
roUce uaed an aircraft and camara to obtain evidence of man- 
joana growfaig hi a au^NCt'f backyard, the Court coochided 
that 'tt]he Fourth Amendment ahnpty doea not leqi^ 
lice tnmlhig hi tha poblfe afaw^ra . . . to obtahi a warrant hi 
ordff to obaerva what ia viaiUe to the naked The atand- 
ard for detet mhdnf what aipectationa of privacy are reaeon- 
abie ie. hi part, dependant on the atata of tachnoloty for hitnid- 
hag on that privacy. 
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PART V: POLICY OPTIONS 



Before addresaiiig the problem of bow Con- 
gress might act, it is first necessary to con- 
dder irii^therandidiiao action may be impro- 
priate. Some factors suggest that a "wait and 
see'' posture may be Impropriate; micertainty 
about idiether monitoring causes stress, the 
lackof judkaal precedent, the poMibflity of pri- 
vate negotiated restraints on monitoring, 
and marketplace checks on monitoring are 
among these. Other factors indicate that Con- 
gress may want to act now to alleviate grow- 
hig coooem about muutoring in the wor^daoe. 
These inchide the lack of miion representation 
in the bulk of the monitored work force, inade- 
quacy of current law to address concerns over 
health* privaiy, and dignity, difficulties of leg- 
islating against powerful economic interests 
at the Sti^ level, and increasing sophistica- 
tion of the techndogy itself. Severd possible 
dkections of Federal policy are described 
below. 



Option 1: Take no Federal action concern- 
ing work monitoring at this time. 

Questions of the fairness of work monitor- 
ing practice wouki be left, as they are at 
present, in the hands of stak^hoklers, em- 
ployers and empk^rees. In industries where la- 
bor unions are active, collective bargaining 
with regard to technok^ change, monitoring, 
and m^ods of evaluation should continue un- 
der current rules. 

Although many unicms have adopted posi- 
tions opposmg dectronic wcnic monitoring (see 
table 11), their bargaining strength with re- 
spect to it, whether by informal negotiations 
or by f cmnal cdlective bargaining cfr arbitra- 
tion, is probably not great. However, some 
forms of monitoring take place within specific 
industries or companies. An argument can 
therefore be made that, pending the develop- 
ment of a longer history of negotiations be- 
tween labor and management on this issue, 
roooitoimg is best addressed &t the unkm 
the parties concerned are most familiar with 
the specific problems, and contracts, rather 



than national policy, are the best way of ap- 
proaching iiriiat q)pears to be situatum-qiedfic 
problems (see part III). Under these circum- 
stances. Congress may want to avoid li^;i8lat- 
ing on the issue of monitoring per se, and in- 
stead make monitoring an item for conqNilsofy 
arbitration or cdlective bargainmg undar Fed- 
eral labor law. 

This, of course, does not necessarily ensure 
an outcome that is satisfactory for the majority 
of monitored workers, who are not unimized 
and are therefore powerless to negotiate a fair 
monitoring practice, or any other aspects of 
the quality of w<rt life, throu^ the collective 
bargaining process. Furthermore, a growing 
segment of tiie work force are tenqiorary wcric* 
ers, who, since they come and go on a weekly 
or monthly basis, have little ability to inqirove 
the quality of worUife. 

There is the argument that natural ^^mar- 
ket forces' ' may tend to limit unfair numitor^ 
inr and prechide the need for congressuxnal ac- 
tion even on behalf of nonunionized workers: 
enq>k)yee backlash, low nmale, end hifl^ turn- 
over shouU dissuade eoqdoyers fixmi monitor^ 
ing practices that their workers fiikl onerous. 
If monitoring is indeed stress-produdng, then 
employers who use it will inevitabfy see the 
effects of stress on diminished quidity and out- 
put of its product or service. ThB response to 
this is that mai^ monitored jobs comprise rou- 
tine work subject to and indifferent to a \nf^ 
turnover rate. And, in many instances, hi^ 
attrition works to tlua employer's benefit (by 
towering the costs of pension, salary increases, 
etc.). Thus it is not dear that ''natural'' checks 
will be sufficient to ensure that monitoring is 
not abused. 

If natural checks are not sufficient, politi- 
cal action is still available. Unions and other 
interest groiq>s have worked to pass SMbate levd 
legislation on monitoring, service observation, 
or VDT health and safety. These activities win 
probably continue. Some of thrae attenq>ts 
may be successful, giving rise to a variety of 
legislative or regulatory i^proaches to deal* 
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iQg with issues related to electronic monitor- 
ing. Some may serve as models for Federal ac- 
tiim at some later time, shouU the need for t^ 
harmonizing effect of national legislation be 
seen more dearfy in the futm«. 

Optica 2: Establish whether stress effects 
of dectroaic momtoring are an occupa- 
tional health hazard; iftb^ are, consider 
creating Federal k^siatian orregulations 
governing the use of dectronic moni- 
tming. 

The effect of monitoring on stress and 
health— issues which mig^t provide the pdicy- 
maker with the most direct and least value- 
laden ai^iroach to acting on monitoring— is in 
a state of scientific uncertainty. There exist 
few authoritative studies on the effects of dec- 
tronic monitoring on health. Mai^ studies and 
informal pdls of workers suggest that moni- 
toring has stressful effects, and there is a cer- 
tain common sense appeal to the idea that 
working in fast paced, highly monitored envi- 
ronments may be very stressful However, not 
much is known about the types of monitoring 
that are stiessfult how stress mis^t be reduced, 
or how stress due to monitoring manifests it- 
self (if at all) in physiological qrmptoms. Un- 
til mare is known about the effects of moni- 
toring cm health, policy action under a ^^stress" 
raticmale may be premature. The policymaker 
may consider it appropriate, therefore, to ini- 
tiate studies on stress in the workplace, and 
<m the rde that monitoring play s in such stress. 

The National Institute of Occupational Safety 
and Health wcuki seem to be the logical agency 
to supervise or carry out studies of stress as 
a workplace hazard. Specific studies of moni- 
tored workers would have to be done with an 
^e to understanding the effects of monitor- 
ing indq>endent of other workplace stressors, 
a major defidenqr in existing studies. In addi- 
tion, however, it would be us^ to understand 
more about the phenomenon of workplace 
stress in general, given the rising number of 
worker compensation claims and other evi- 
dence of the growing importance of stress in 
occupational health. Research may revMl tibat 
other factors in the workplace are as inq>or- 



tant as or more important than monitoring in 
contribi^ting to stress-related illness, and that 
these should also be cor/ered by protective 1^- 
islation cr regulation. 

Option 3: Consider Federal legislatim aimed 
at gaps in current law. Tins could be in 
two possiUedirectims: general legislation 
aiaid at establishing certain rights for 
employees within the woriqdace or surgi- 
cal k^islatim aimed at spedSc moxu tor- 
ii^ practices. 

There have been no court cases challenging 
the types of monitoring considered in this re- 
port. TWo conclusions can be c&'awn from this. 
Thefirst is that, until the judidaiy acts. Con- 
gress has very little due (aside fixmi analyses 
of t^e sort found in part III of this duster) 
as to the type of legal inadequades it should 
address, and oufl^t therefore to wait to l^^is- 
late on work monitoring. The second is t^t 
current law is inadequate to even form the bar 
sis f <»: a lawsuit, and that Ccmgress must take 
the lead in providing rights to monitored em- 
plc^ees, should it decide that certain forms of 
monitoring are ponidous. 

Current worker protection legislation gives 
workers a variety of rights, such as the right 
to organize, to bargain coUectivdy, to mini- 
mum wage, and increasinfl^y , the ri^t to know 
about healtli and safety haziEo^th^^fonnpar^ 
of the working environment. However, 17.8. 
law has not ho^tofore involved itself deeply 
in quality of woridife issues nor in issues of 
pwsonal privacy or dignity in the workplace. 
There is no l^al ri^^t to be treated with dig- 
nity or as an autonomous person. There is no 
legal right to a well-desijpied, interesting job, 
nor is there law that con^els enq;>loyers to con- 
sider employee input in decisions about new 
technology or new monitoring procedures. To 
the extent the law treats privacy in the work- 
place, it looks to r standard of what an em- 
pl<^ee mi^t reasonably expect to remain pri- 
vate; as mentioned earlier in this duster, this 
standard may fail as a guide for action in the 
face of employer's increasing use of monitor- 
ing, surveillance, or testing technologies. 
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That these issues are not cumntfy addressed 
in law does not mean they could no^ be. As 
Is diacossed in afipendiz A, a number of other 
countries have quality of worklife legislation. 
Such lugialation could give guidelines on the 
Tif^Aa to bealtht safety, privacy, constitutional 
protections, or information that eo^ 
eoqiect to enjoy in the worlqilace. As indicated 
earlier in this duQiter, the erosicm of the doc- 
trine of ''en^loyment-at-will'' through anti- 
discriminatimit health and safely l^;telation, 
and public interest concerns, has already 
marked some involvement of the U.S. Govern- 
ment in regulating the work environment The 
issue of dectronic monitoring in offices is too 
narrow to serve as a basis for conqvrehensi ve 
worit environment legislation. It shouki be just 
one factor of numy to be considered in deter- 
mining what ri^ts U.S. citizens have in the 
wcHkplace, both as employers and employees. 

However, assuming that blanket legislation 
on w<»klife quality is neither wise nor desf ra- 
Ue, Congress mig^ address omicerns over spe- 
cific issues throu^ the use of specific amen- 
datory legislation. If, for e^anqile, telephone 
can aooountiiig is an area of partkular concern, 
Congress mi^t address the problem spedfi- 
ca^y by ameiiding the Electrcmic Communi- 
cations Privacy Act to comport with what it 
considers ''fair'' monitoring practice. Tl^ 
President's Council on Integrity and Efficiency 
guideline may form a template for such legis- 
latkm, or instead. Congress nuQT mandate alter 
natives to telephone <^ accounting discussed 
in chapter 3 of this report. 

Another example of an area of the law not 
currently addressed, and on which Congress 
miQT wish to act, is what might be called trans- 
actianal prir -^ qy, or the colbction of ''inf<»ina- 
tion abmit information." For example, the 
number of keystrdces, the number of visits to 
the bathroom, the destination of calls, etc, are 
an type of information about transactions, 
rather than about the content of communica- 
tions or activities (see part 11).^^ Although 
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present law, sudi as the Privacy Act and the 
Fair Credit Reporting Act, regulates what can 
be dcme with transactional information once 
collected, it does not forbid its collection as 
such. As we have seen, however, the coDecticm 
of transactional infcmnation, particularly if 
done on an intensive basis (see part II) can 
arouse feelings of having one's privacy, dig- 
nity, and autonomy invactod. M<n-eover, be- 
cause of the power of computers to generate 
profiles and crossmatch many transactions, 
transactional informaticm can yield informed 
estimates of the substantive content of omi- 
mimications or patterns of behavior— it can be, 
in other wwds, a "back door" for getting at 
personal information that ftTintfng law reg- 
ulates. 

Certainly , to forbid or regulate the cdlection 
of all transactional information would be un- 
reasonable. Much transactional data adlected 
by electronic monitoring software is used to 
moni t(Hr equqiment utflization, to track totals 
of transactions made, and to determine ^9hether 
secimty systems are woridiigpnfwrfy. The^ 
lection of transacti<mal diia becomes most 
subject to controversy when it is collected 
about the performance of an individual worker. 
It may be that Congress would choose to treat 
electronic monitoring as a ''ri^^t toknow" is- 
sue for workers; that is, enqiloyers could have 
the right to collect whatever kind of transac- 
tional data they wish about enq>l^ee perform- 
ance, but would be required to give employees 
access to, and if need be, correct, this infor- 
mation. 

As this report has indicated throug^umt, 
however, the issue of work monitoring cannot 
be adequately understood, nor appropriately 
addressed, in isolation from larger labor-man- 
agement, privacy, and the health and safety 
context in which it is embedded. Nor will spe- 
cific policy actions taken with respect to par^ 
ticular forms of nionitoring necessarily end the 
controversies arising out of thei^lkationof 
new techn o logy forms in the workplace. The 
pdicymaker shouki therefore be aware that an 
exchisive focus on the fornis of monitoring con- 
sidered in this rqxxrt will at best form the ba- 
sis for a series of patchwork sdutions to what 
has been a perennial issue between workers and 
employers. 
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Introduction 

Bacraae the American aooncmqr 18 80 tied to the 
aMwJ 6cooomic etracture, inceeaing attmtaon hre 
bem ghran to apimadies taken other industrial 
natione m their efforca to maintain a oonvetitive 
edge and adapt to nJcroelectronk tedmology. It 
is he4;ifid to Irak at the eiqierienoe of other 
triea in evahatingiHiatleeeona might be learned 
with reepect to wok monitoring Ttee are a num- 
ber of w^rskwUch the different legal stroctore 
and the inatitotional atructore (rf labor relatioDs 
hae reeulted in ditfonnt polidee toward moni- 
toriog.^ 

The American labor relations system and labor 
law niodel differ important^ from many other in- 
dnstrial nations. Most other industrial democra- 
dee have a higher lovel of unionisatkxL Tabfe 17 
sL^ws the ap pr oxim ate percentage of the work 
force that ia nmonized in the United States and 
in 15 other developed coontriae. (Hven the his^ 
level of ankn partic^wtion in the wori^ force in 
aome of time coontriee, unkms have natural^ had 
a greater inflnence in a wide variety of woriqdaoe 
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issues, induding introduction of computer technol- 
ogy and use of work monitoring. In addition maiQr 
of our conqietitor nations have a traditicm of gov- 
ernmental involvanent in labor rdations and a 
niore developed trqmrtite government-labor-man- 
agement ^iproach to industrial poligr, economic 
developmentt and growth. This qiproach has no 
real equivalent in this country, but there are in- 
creasfaig calls for scmM eOMts in this dnection. 

A traditioKi of worker partidpationt indiding 
enyloyeein v o h- ementinapplb^ingnewtedmol^ 
in factories and offmst is also more developed m 
some other industrial countries. In some counMes, 
this partic^iation depends ahnost entbel^ on the 
cdlective bargaining procees, as for eumqile in 
England, Australia, and Canada, where the advert 
serial labor relations model is doser to that <rf the 
United Statee. In others, however, woriDerpartid- 
patkm or ''codetenninatkm" is reqoned by Isw, 
as in Sweden, Norway, Germany, and HoBiomL In 
some of these countries as wen, work environment 
laws define certain workplace ri^its and give 
guideimes for job design. Tablee 18 and 19 list some 
woric environment legislatkm. Hie Norwegian 
Woric Environment Act of 1977 reads, in port: 
GcMfal regHlfSBienia.— Tcehnolqgy, organisa- 
tion of the work, worUog hours and wage Qrstema 
shall be set 19 so that the employees are not eqioaed 
to undeairaUephyflcal or mental stndn and ao that 



Table 17.— Peieenl of Unionized Woffcen by Country 

United states 22% 

France 23 

Japan 30 

Canada 35 

Serttierland 35 

WeetQermany 40 

Netherlands 40 

Italy 50 

Ireland 50 

Britain 52 

Atiatfla 60 

Belgium 65 

Nomvay ..65 

Oenmeric 70 

nnland 65 

Sireden 00 

eOUncCf AIir WMtIn md RmmN Plp9« **G90tfOf)te MonNortn^ In Ottwr Indus* 
liMM OountrtM,** oont m olof raport pnptn6 for OTA, iM. 



Table IS.— European Work E m r ir onmen? Acte 
Providing Qoals for Changing Wortdnu 
Condftkms During Office Automatkm 

Federal Repul>llc of 

Qermany The Wdrfca Constitution Act of 

1972 

The Netherlands Working Environment Act of 1960 

Nontiray Work Environment Act of 1977^ 

Sweden Working Environment Act of 1974 

Denmark Act Reapecting the Working 

Environment 

German Democratic 

ReputMIc Labour Code as Amended. June 

1977 

•niMt^Btt dMi wHh an wortdng condlttont. thus tn •psclflcaty ippNcM 
^Alto known Act Roopoctlng Won(or*t Proloctlon «d tfio Wortdno En- 



SOURCE: Offfco of TochnolooyAMOtMnont. 1M4. 
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Tabto 19.— EufopMii Acts ftoquiring Employm To Proviito Information About New 
Toehnology and Wofflcor RoprM(Mitition in tho 



Countiy 



information provision 



Work representation 



Federal Republic of 

Germany Works Constitution Act of 

1»72* 

The Netherlands Works Council Act of 1979* 

United Kingdom Employritent Protection Act of Employment Protection Act of 

1975*> 

France Act No. 82-915 of 28 Octol>er 

1962 

Swsden Act Representing Co- 

Determlnatk>n of Work of 

leze'^ 

Hiloiwattontop>o»M>dto«WoifcCoiwciwt^ 
andiabor. 

"InfwmaMon to provldtd to th« wotkm or woitor raprMontitlvo. 

SOURCE: imomoHonal Ubour Ovvanlalion. Automtilon: Work Organlutlon md Occupational $tr9a$ (Gwwvt. Swttzorland: 



Works Constitution Act of 1972 

Works Council Act of ^979 
nployi 
1975 

Act No. 82-689 of 4 August 1962 

Act Representing Co- 
Determination of Work of 1976 



their poeaibiUties of displaying caution and observ- 
ing aafsty measnree are not impaired . . . 

AmvgeoMnt of wori^— The indhridaal enq>loy- 
se's opportunity for selfdetermination snd prof es- 
sional reaponaibaity shaO be takm into considera- 
tion when pitw*<i^ and arranging the work, 

EtbrtB shaD be made to avoid ondtveraified. 
repetitive work md woric tbat is governed ma- 
chine or conveyor belt in such a manner that the 
eniployeea themselves are prevented froitf varying 
the speed of the wort Otherwise efforts shaU be 
made to arraoge the worii ao as to provide poeaOril- 
itiea for variation and for contact with others, for 
flntmsi'tinn hetwean individiiei jnh — igntnant rft, find 
for employeea tokeep themaetvee informed about 
prodndioo requirementa and results. 

Cootral and plaaafaig ^jaleaa.— The employees 
and thanr elected mdon repreaentativee ahaD be kept 
informed about the qratems employed for idanning 
and effecting the woric, and about planned changes 
in audi ^yatema. Th^ ahaO be given the training 
neoeeeary to enaUe them to learn theee systems, 
and tbqf shall take part in jdanning theoL 
Thia Iaw» and the Swediah Work Environment 
Act of 1978, were both based on evidence that 
machine^Miced, nxmotonoua work, done in social 
iacdfttion and invdving shift work« leads to un- 
healthy outoomea in both emotional and physical 
terms.' 

There is a well-eetablished intematkmal conamu- 
p fca t io n a system across management and union 
drclas which haa ahared reaearch results and ez- 
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perience in job redesign, in4>rov6ment of working 
life quality and partic^ative management. There 
is evidence of a substantial growth of a mora par^ 
tidpative and cooperative trend in the American 
labor-management relationa community,* and the 
Federal Government has started an initiative on 
labor-management cooperatkm in the U. S. Depart- 
ment of Lalxv.* 

Since odlective bargaining covers (mty one-fifth 
of the American work force, other initiotivea have 
been eiplored by advocates ami pohQonakers, in- 
chiding the use of ocaqmtional Mfety and hMlth 
laws and agencies (which somewhat paraM w(nrk 
environment laws in other nationa Uiat have ad- 
dressed job stress, woricorganizatkm and technol- 
ogy concema). Concern over health effecta, stress- 
idated worker con^ensatian dainos, are among the 
driving forces fcfr reform here. Thus far, only mod- 
est chimges in Federal l^gialation and atanc^^ 
such as the OSHA hazard communication stand- 
ard, have been seen. More activity seems focused 
at the State and local level in efforts to paaa iQgis- 
lationtO( trten^ik^yees against possible health 
and safety luizarda aasodated with video display 
terminals (VDTs). European developmenta have 
been a significant stimulus for some of this eff <nt . 



'Sat. for axampit Bnahrna Wmk. '*J%a HoUow Corporatloo." Mar. 
8, 19SS; StovM Dwtach and Sandra Albradit. '*Workar PartkipatkNi 
Id tht Unitad SUtor EfforU to Damocratifa Indoatfy and tte 
<mr Laboar and Sodaty, voL 8. Jotr-SipUailMr 19SS. pp. S48-1SS. 

^ U.a DipartflMBt ol Labor. Buraaa ol Labor-lfflD^MBiat Rala* 
tlopa and Coopg ati ra lYoyeiM, U3, Labor Law aad tha ftoaia ei 
LahnfManagamaBt CooptratioD. BUI R 104 (WaaU^Con, DC: 19SS). 
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Voiiey Approaches to Monitoring in 
Selected CJoontries* 

West Gcmuuiy 

Both the West German Trade Union Federati<m 
(IX3B) and animiber of individpal imkma have 
active in trying to set ergcxKmiic and work envi- 
ronment standards for VDT naere. In 197»«0 Gei^ 
man unions opened a ^Tnp^ign to write ''model 
codes" for VDT work hito both indnstoywide and 
plant-level agreements. These modds in^^hided a 

hsp fln indiviiinsl imwiltnriiy, fnr irr wnpV 'ItshsU 

not be permitted to monitor the performance of 
workers, for the purposes of measorementt contrd, 
or comparison, nse of the mstaBsd (VDTl equqh 
ment"* A stwfy of about 60 actual contracts con- 
cluded during this period found that work mcmi- 
tonngdausee like the above were often included 
Part ^ the concern about monitoring arises at least 
partly from the fear of social isolatkm of monitored 
workers. A stud^ of bargaining agreements found 
that such clauses are often included in actual la- 
bor management agreements as well 

Another example of a clause preventing moni- 
toring comes from the 1984 contract between the 
Commmerzbank AG and the bank eaq^cyees' 
union: 

The performance or behavior of employaes shall 
not be efiected by means of edstiqg or pivmed EDP. 
Data and programs which serve to vvify perform- 
ance or behavior shall be erased • • A guarantee 
shall be given that personal data on the employees 
iriiich are a by-product of the working process or 
which can be deduced from work process data will 
not be such as can be used or faiterpreted as a check 
on personnel behavior or performance. 
An interesting feature of the West German la- 
bor relations scene is the Works Coundlt an elected 
group which nianagement must consult in all niat- 
ters of ''internal <vder" in an enterprise its func- 
tions are independent of the cdlective bar gaining 
process. Works councils are active in the process 
of ''coHleterminationt" that is, they represent the 
enq>loyeesWoice in the selectum of technology and 



hioch cl Um lalormatkm iD thla tKtkm eooM frw 
sad IhiMdl Pl^ ''Bo^loyM Moaltorfaig Id Otlw Ind^ 
aiomdM.''contneUri«portpnpandfarOTA, 19ee. 
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74. Gtttd io AlMi P. WiitiB and BaMiU Hpt, "EnnlcvM Mooto^ 
inOthg Tnrtnt t riaHml I)tmocrid>».' <xmtractor wport p 
OTA* Aoswt IMS, p. U. 



in other nmtters. According to the Act on Works 
Constitution, which created wcnrks councils, 
... the woriis councfl will, if no statutory rules or 
collective bargafaung agreement eaist, ccHieUrniin^ 
... the mtrodnctim and use of technical installa- 
tions that are intended to monitor conduct or per- 
formance of employees. 

Norway 

There is an understanding in Norway, among 
both unions and enqiloyers, that the work meas- 
urement capabilities d new office technokigies 
have gr^at potential for increasing productivity 
and hearing in planning and management of wotIl 
However, there is a strong aversicm to using the 
information for individual performance meas- 
urement. 

The general trend is to use the work monitoring 
system to collect information, but to only use ag- 
gregate data. The sodal security administration, 
for example, recentfy introduced a conqmterized 
case handling qrstenL The da3y worif statistics on 
individuals are collected by the qrstem, but the 
repcMts issued are aggregated by woik groiqM. At 
the present time the ds^ are avafldile to both 
union and management as part of an experiment 
designed to test the productivity of two different 
wgA organization qiproaches. 

Sanilaify, the bank unkm has induded in its tedh 
ndogy agreements with enqd<qrers that data oa 
work vokme and speed be used only at the work 
group level: 
... local regulations laid down under the cdlective 
agreement are designed to ensure that such inform 
maticm • • • is not used to evaluate emfrioyeee. The 
union points out that the on^wiy to assees the im- 
pact on en^liloynmt and woildng conditions of new 
technologies. is using sudi work measurement 
devices. However the union sti 'e sa es the inyortance 
of cor 'aoOing the use to which the information is put 

Sweden 

The Swedish Codetermination Act of 1976 re- 
quires that employee refwesentatives participate 
in decisions about computer qrstem derign, indh^ 
ing the possible use of electronic nionitoring. Fur* 
ther. The Woric Environment Act of 1978, which 
guarantees workers the ri^t to a ''satisfactory" 
woric environment, is genenDy interpreted to riean 
that jobs should be designed to avoid machine pac* 
ing or individual conqmter monitoring, if possibls. 

Electronic monitoring sjrstemfi, as negotiated be- 
tween employers and unions, are generally cmly 
used to measure group performance, as in Norwqr. 
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Hoimver, in some cases, where the union has 
agreed to the necssdty, individual monitormg can 
and has been used This has been the case, for ez- 
an|de» iHiete conqmtcrs are used to keep track of 
inventory in order to imvent theft. In addition, 
nonunionized temporary workers me sometimes 
paki by pieoe rates, so then: wodk is sometimes 
monitcmd electronically.^ 

f^m iHle 

Canada has a voluntaristic labor union system 
similar to that in the United States, althoufl^ the 
levd of unionization is hij^ier. There are no spe- 
cific provisions dealing with work monitoring in 
any erf Canada's national or provincial labor codes, 
nor have there been any r^^ulatimis on monitor- 
ing issued Iqr natkmd or provincial regulatory au- 
tlKwities, although several have been considered 
What timitatiflns <m enqdoyer conduct that have 
taken place have been the result of (a few) collec- 
tive agreement dauses negotiated on that topic, 
or arbitrator rulings interpreting rights of employ- 
ees under contract 

Electronic monitoring iqipears to be fairly com- 
mon in Canada, in the same sorts of woric it is ap- 
plied to in the United States. Sendee observaticm 
is also an established practice in the telephone in- 
dustry and in other types of telephone customer 
service. 

A survey conducted for the Canadian Labour 
Con^iess' (CLQ 1980 study of VDT health and 
safety issues found that moidtored workers eqMri- 
enced stress-related illnesses (general tiredness, ' 
irritability, headadies, sleeplessness) to a greater 
extent thm nonmonitorad woricers. As a result, t^ 
report recommended that "direct electronic moni- 
toring of individual worker's activities and pro- 
ductivity be discontinued" Where productivity 
monitoring was deemed necessary , the report sug^ 
gested that indirect or aggregate monitoring tech- 
niques be used 

Canadian unions began mobilizing around VDT 
related issues, including work numitoring, in the 
eariy 1980s. Model contracts pnqM>sed by the 
Canadian Union of Public Employees said the 
Canadian Labour Congress, among others, con- 
tained language bamung monitoring of individuab. 
For ezanq>le: 



^Iiit«rvkw with EUsabtth Ufvkrf. Labor SfMciaUft, SwMlish Em- 
bMtr. Mm. 26. 1966. 



It is recognized that vsMime measurement may 
be neoeesary to obtain tak objective evaluation of 
the level of productkm of a group, a section or an 
office. However, there shaU be no individual work 
measurement* 
Such language has been adopted in a few contracts. 
The Postal Workers, for example, negotiated for 
work measurement by group in 1981 when new 

Workers got a commitment fnmi British Colum- 
bia TelepfaMme Co. that data collected on computer- 
ized cash registers at Phone Marts would be used 
only for inventory purposes, rather tlum individ- 
ual p erform ance.* 

A task force qipointed by the Canadian Minis- 
try of Labour also addressed the question of dec- 
tnmk monit<ffing in its 1 982 report In the Cbipa: 
Oppf^rtmdUes, Pea^ Partnersbipe." The task 
force ccmsidered monitoring "the most serious 
manifestatkm" of the introduction of new office 
technology, pomting to the stress, performance 
pressure, and lack of autonomy suffered by moni- 
tored workers. 

The Task Force regards dose monitoring of work 
as an emfdoyment ivactioe based on mistrust and 
lack of raqwct for basic human dipiity. It is an in- 
fiinjBienient on the ri^^ of the individual, ai^ 
dea fr a M e precedent t h a t might be extended to other 
envfromnents unless restrictions are put in pli^ 
now. We strongly recommend that this practice be 
pnMxtted by Im. 

The Task Fwce recommendations were in gen- 
eral considered too sweepmg, too costly, and too 
"pro-labor" and were not endorsed by the Minis- 
try of Labour. However, there have been attempts 
to pass legislation at tiie provincial levd to create 
ergonomk standards for VDTs md to ban individ- 
ual monitoring. Legislation was introduced in On- 
tario, British Columbia, and Saskatchewan be- 
tween 1981 and 1986, but none of the bills passed. 

Japan 

Interviews and published reports indicate that 
individual electronic monitoring is not commcm in 
Japan. This may be due in part to the still low 
penetration of automated equipment into offices 
there, but is most stron^^y related to cultural 
values toward wcurk. AcamUng to an executive of 
one computer firm: 

Individual work mcmitoring is not an issue in Ja- 
pan. En^iloyers do not measure individual output 
and make individual judgements on that basis. If 



^CntdiflD Uokm of Plibik EovlosrMt, Modil OQi^^ 
cal ChttQffi, 1962. CfUd in Vimtin 4 ?lp8, op. dt 
nVMtln tnd Pipt, op. dt. 
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thqr tried to do that, unfams would complain, be- 
cause it wooU violate the unionHMmpany attitude 
toward worker productivity. The <&nate in our 
werlqilaoes is for empk^yesa to work hard, and for 
the whole woric group— en^doyeee and managers— 
to strengthen the norm of L ard work. We would not 
measure each person. 

In <me documented case, individual monitoring 
has been used* not to increase worker performance, 
but to insure that eoqik^ees did not hurt them- 
sehres by working too hard. In the 1960s, a wave 
of repetitive strain iiquries among keypunch oper- 
ators was attributed to the high number of key- 
strokes they performed daily. Several companies 
and uttioQS proposed vohmtary limits on keystrokes 
and in 1964 the Ministry of Labor issued a guide- 
line of 12,000 k^strokes per hour. The guideline 
also called for breaks of 10 to 16 mmutes per hour 
of w(n*k, a total of 300 minutes keypunching per 
day, and regular medical exams. To enforce these 
guidelines, mxplotyen have monitored individual 
performance, at least on a test basis. These Minis- 
try of Labor guidelines are stOl in use, and are the 
nx>del for updated guiddroes now being considered 
for VDT work." 

Privacy Liegkilatioii 

Most Western European nations have privacy 
l egisla t ion intended to ensure that personal privacy 
is not eroded as a result of data processing vppM- 
cations. Most of these laws were passed in the 
1970s, beginnfaig with Sweden's Data Act of 1972; 
this was the same epoch as the work of the U.S. 
Privacy Protection Conunission (final report in 
1977), the passage of the Privacy Act, and several 
other privaqr-rdated laws in the United States. 

Unlike the approach of the United States, how- 
ever, Eun^ean laws do not leave it to the injured 
individual to conq>lain or sue he or she believe^ 
that personal data has been misused. Rather, in- 
dependent government agencies (data protection 
authorities) were created to supervise and enforce 
prescribed data handling practices. AU databases 
cnntafaifag personal infomurtJon nnist be registered 
with the dM» protection authority so that udr us^ 
can be supervised In most cases, this q)plies to 
both government and private datiduMs. One prin- 
cipal focus of the data protection authorities has 
been to prevent linking of databases to build up 
''profiles'' or ''dossiers" of citizens. 



'^yitttoind«y.qp.dtlBlociMttonc^ 
gwmfaUrvtowt with induftry.l^gil, and 



Table 20 outlines the main provisions of legisla- 
tion of 11 nations that use the Western European 
model of privacy protectioa These features gen- 
erally include a requirement that the data be col- 
lected for legitimate reasons and used only for the 
specified purpose, and that the individual have the 
ri£^t to inspect the data. In some countries, 
citizens can withhold sensitive information; any- 
one storing it in a database without their consent 
would be in violation of the data protection law. 

While the w<ntis "work monitoring" do not ap- 
pear in the privacy l^^slation of any European 
country, conqmterized work monitoring is covered 
by data protection l^gislatioii to the extent that: 
1) information is cdlected aiid stored by computer 
and 2) information can be related to a specific em- 
ployee. Table 21 itidicates coverage of craq>uter 
usage monitoring, telephone call accounting, and 
work measurement records under the laws of 11 
nations. 

Although reovds created by work monitoring 
are covered by privacy laws in these natimis, it q>- 
pears that these laws have not been used exten- 
sively to prevent or modify any nxmitTing prac- 
tices that unions or iiulividual workers mifl^t have 
found objectionable. Data protection authorities 
have been preoccupied with thcdr first-line resnon- 
sibility of bringing nugor government aid private 
databases into conqdiance with the law, and re- 
(»ntiy have had to deal with increarini^ fiiistrat- 
ing problems of enforcing the laws in an era of 
proliferating perscMud computers. There appear to 
be no jurisdictional problems involved witii data 
protection authorities becoming involved in the 
case of some inappropriate use of work monitor- 
ing records; data privacy offidals in some coun- 
tries have eqinressed increased interest and frus- 
tratum with their inability to regulate such aspects 
of the new information technologies. It appears 
that the unions, works councils and labor coiuts 
have not requested their involvement. Thus, trade 
unions and labor law will continue to be the focal 
point of actions to deal with monitoring. 

Private Legislation and Telephone Call 
Accounting 

In West Germany , telephone call accounting has 
been the topic of at least two court cases and the 
• abject of a continuing disagreement between tiK 
priva^ commission and the Federal government. 
The privaqr commission objects to collecting rec- 
ords of personal telephone calls by government 
employees and urges utmost restraint even in keep- 
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Tabto 20.— Main Provltlons of Foraign Personal Data Protection Legislation Relevant to Coverage of 

Employee Monitoring 

National legislation 

1 i £ f 

Provisio ns <OQ.Q.u,ai2«^zcQ3 

Scope of application: 

Central ocvemment Y Y Y N Y Y Y Y Y Y Y Y 

PfovlfK^es/atates Y N Y N Y Y«Y Y Y Y Y Y 

Private aector YNNYYYYYYYYY 

Covefi all infonratlon traceable to Identifiable 

individuals YYYYYYN-N^YYYY 

information collecied and/or processed using 
computers Y Y Y Y Y Y^ Y Y Y Y Y Y 

Umits placed on personal data collection yyy^YYY^YYYYYY 

Personal information must be collected for 
specified, legitimate purposes YYYYYYYYYYYY 

Indlviduaia have right of access to Inspect per- 
sonal Information YYYYYY-YYYYYY 

Senaitive personal details specified (collection 
only with data sut>|ect's itnowiedge and con- 

em NNYYYNYNYY 'YY 

KEV:Y-Ym;N-No 

Kom9 intofiiMtlon donotming pftvMt Mkn, auch flncncM sltiMftlon of indivldualt. 

^GoMTt IflfemNllon on in IndMdual't pmboimiI status, imniMta tffslrs, sconomte position and vocslionsl qustifications. 
^CoUwtlon of psraoru- dMa llmHsd unlsis H la "nt^unk part of tha normal oparalions of an antarprtsa." 

^Paraontf bifofmatlon ooilactlon Is parmlsslMa if It sarvsa tha purpoaa of a cor'ractuai ralationship or thara is a iagitimala intarast in (a buslnass) storing It. 
SMaiA tmm may ba anaetad ttial for parson^ data mOlntalnod by tha public sactor. 

SOURCE: RuaaaH Plpa wd Al«. F. Wastin, "Employaa IMonitodng in Othar Industrlalizad DamocrKiias," contractor rsport praparsd for OTA. 1966. 



Table 21.— Appilcablllty of Foreign Personal Data Protection Leglalatlon to Employee Monitoring 

National legislation 

1st I 

Type of monitoring <OQ.Q.iLOi?i2^zcQD 

Employee computer-usage monitoring (by IDs, 

terminals, and passwords) Y Y Y Y Y Y« Y^ Y Y« Y Y 

Tslephone<all accounting Y Y Y Y Y U U Y^ Y Y« Y Y 

Wori( measursment YYYYYY'YYYY'YY 

KEY: Y * Yat; U - Unoartaln . 

*Paraonal data oovarad by this law must ba organizad or fiiad so as to ba ratrtavabia automalicaliy using idantlhars thM can ba iinkad to a particular parson, 
^nformallon must bo ralalad to a parson's prtvata affairs, such as financial situation. 

^An official translation (ch. I. para 2) statas that It Is an infrlngamant of privacy to: 1) spy on or trail a parson In a mannar ilkaiy to harass him, or any othar harassmant; 
and 2) llstan in." 

SOURCE: Ruaaall Plpa and Alan F. Wastin, ''Emptoy^a Monitoring in Othar Industrlalizad Oamocraclas." contractor raport praparad for OTA, 1066 
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ing records of official call destinatioiis. Of particu- 
lar concern are calls by union representatives md 
others (counsekm, medical services) in sensitive 
poeiticHis. In one agency, on the basis of an unwrit- 
toi understanding in effect since 1984, calls by the 
''personnel cooncfl"' have been channeled through 
a separate telephone line to bypass the call-accoun^ 
ing system. In general, however the Federal gov- 
ernment finds value in call accounting and has not 
complied with the privacy commissioner's request 
to terminate the practice and erase previous rec- 
ords . A similar controversy is going on at the state 
level 



ing with the new technology at the workplace, in- 
cluding electronic monitoring. It is a model which 
is different in important ways from the more cen- 
tralized, regulat<ny, legislated model of emr ' oyer- 
employee relations in many other industrial na- 
tions. While voluntary and recommended styles of 
participative management and other approaches 
towards dealing wiUi microelectronic technology 
developed abroad may have growing influence in 
the United States, there will continue to be a dis- 
tinctly different approach taken in this county in 
the foreseeable future. 



Conclusion 

The force of law, tradition of labor-management 
relations, and the current economic and political 
milieu have shaped the American approach to deal- 



Appendix B 

Privacy and Civil Liberties Implications of 
Testing Employees in the Workplace 



Introduction 

The focus in this section shifts from the moni- 
toring of woiic to the testing of employees. It looks 
at some of the tests that can be givm by enqdoyers 
in hopes of imdicting some aspects of an eaq>loy- 
ee's ftiture work quality. Can technology hdp em- 
fdoyers predict how good an enqdoyee will be be- 
fore the person is hired? CouU there be some 
cotporate equivalent of a carnival ''wei^t and 
htB" machine, capable of succinct prrnlictions: 
''This woman will try to embezzle mon^ don't 
trust her." ''This man will have a heart attack at 
46; cum't invest in training him." "This one uses 
drugs: don't hire him." "This is is a healthy, honest 
woiker; hire herl" 

Geariy, such a sinj^ tool f(^ personnel selection 
does not exist, but a growing number <d emvir^^ 
are relying aa tests for enq^yees and joi> appli- 
cants to try to predict behavkH* or personal char- 
acceristics that may affect their job pedom^jXic^ 
Limited evidence suggests that over the past few 
years wori^lace testing has been oadergoing a re- 
vival that may surpass the hqrday of psyd^ogi* 
cal testing in the 1960s. The future trend may well 
be in the dnection of more testing. If this is f^he 
case, then the controversy about worker ri^^ts, 
worlqplace privacy, and priva^ of personnel rec- 
ords, may intensify. 

Issues such as those explored in earliiv chapters 
will con^ inue to arise and become more prominent 
conoeniing what information is reasonable and nec- 
essary fat an employer to have, vho shculdhave 
access to it, and how it ouj^t to be. mdwhere 
the line shcnild be drawn betw«wii: .^rtistionthat 
is personal and private and tiuit w ' is no^. 

As noted earlier, the past pattern nas been for 
these new capabilities to come into use in a piece- 
meal f ashiim over time. Sometimes, however, thi^ 
are put to use almost immediately, before adequate 
research car be conducted, as with polygraph test- 
ing, and before consideration can be given to the 
long^erm consequences for sodety. Wbn this hq;>- 
pens, issues arisie that have no established legal, 
ethical, or other useful framewc^ for evaluation. 

TOsiypendix focuses on three technologies that 
are abeady in use today: polygraphs, drug tests 



by urinalysis, and genetic screening. In addition, 
the q>pendix will review some research in the field 
of brabi wave analjrsis that could give rise to new 
fcnms of worker testing in the next few years. 

Some of the technology used for testing is not 
new. The pclygrmpiu for example, has had limited 
use in law enforcement for 60 years. Now, kowever, 
its dominant use is in personnel screening; of 2 mil- 
lion polygraph tests given annnalfy, about 98 per- 
cent are given 1^ en^iloyers to job iqypUcants and 
empioyetB.^ Medical screening for drug or alcohol 
use, f ormeriiy used primarify as a dia^iostic tool 
in clinical settings, began to be used by the De- 
partment of Defense in the 1970s to ident^ return- 
ing military perscmnel with drug prdUems. Now, 
nanfy aU niittjuy personnsl, miU^ 
ployees, and a growing nundier of govenunent em- 
ployees find that their jobs depend on passing the 
drug test 

Genetic screening, an em er gin g technology tea: 
predicting a person's likdihood <rf devdcfiing dis- 
eases, is now used <»dy in a few woilqilaoes, uraalfy 
to identify wcvkers who may be Iqrpersusceptible 
to chemicals found in those worlqdaoes. However, 
tests for many common diseases will be commer- 
cially available within the next 6 years, and em- 
ployers may want to indude them in pre-enq>loy- 
ment physicals. 

SdU in the research stage are tests based on brain 
waves. Currently under stuify is the poMible use 
of brain wnve anafysis in monitoring concentration, 
detecting lies, and predicting certain illnesses. A 
computer-based ^stem to detect drug use by 
measuring brain waves is already on the market 

Controversy about worker testfaig focuses on the 
accural^ and predictive vahie of the tests. Em- 
ployers who test employees fcM* drug use or hon- 
esty may believe that the tests work or at least 
that the fear of testing discourages the unwanted 
behavior. Washington Area Metropolitan Transit 
Authcnrity, for example, noted a decrease in drug 
use and in accidents since beginning its drug test 



^HtfriMii DoDMl^. "Privacy In Um Workplaot.** EdJtcHtJ Rtmuth 
RtporU. Mar. 21, 1966, p. 214, dtiag flgarM from th« Arnvktii Pol^- 
frapb Aaaotlttkm 

^KMMithF.EQflAda, 'ThaBiidiiMof th«Pdysriiph,**AcrMf tte 
Bou^. OetolMT 1962. pp. 20-27. 
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program. Officials of the Eckerd Drug Co. believe 
that reqoiriiig a teat of aU ^qdiccmta and period 
teeta of enqdoyeea, ia the beat wacy to deter theft 
and 'Imp baaicalfy hneat people baaically hmiert." 
But tfaero have benno qratematic atudiea of em- 
idoyee theft to aiqiport thia dam.' 

On the other hand, there are concerns about test- 
ing, and many argue that theee gaina, if they ex- 
iat, are achieved at a heavy coat: undue inbusion 
into private lives of amphyeB^ creation of an 
atmo^hate of fear and intimidatioii in the wcn^k- 
idaoe; and feilae accuaatira and denial of job op- 
portonitiea for many innocent peo|^ 

Thia chapter outUnes some trends in worker 
testing--wfao uses it, what can be learned, and 
dh-ectiona of reaearcli. Tlie chq>ter also eqdores 
why w<vker teating is controversial, and looks at 
aome of the ethical and l^;al questions raised by 
its use. 

Polygraph Testing 
Extent of H<nieaty Testing 

E mplpy ee theft is a maj or buainess problem, re- 
sulting in losses estimated at $6 biUion to $ 1 0 bil- 
lion annual^.* To counteract it, empk>yers are in- 
creaainj^ uamg "honesty testing"' cm w(n*kers, 
either using the potygrq>h (' lie detector or pqwr 
and-pendl honnty teata. One major object is to 
cut down on enqdoyee theft by screening out po- 
tential thievea before th^ are hired. In addition, 
a nunjiber of enqitoyera uae polygraphs as part of 
internal investigationa of theft and otJier wrongs 
doing, and some administer polygrq>h tests on a 
regular or random baais aa a deterrent to 
wrorgdoing. 

A teating industry has grown in response to this 
demand, and perhq>8 has belied to fuel the de- 
mand. While some large firms have in-houae pdy- 
graphars (one Florida drug firm haa a ataff of 40), 
most rel^ on detective or personnel security finns 
who provide pdygraph services m a contract ba- 
aia. There ia no good estimate of the total number 
of such firms throuj^out the country, but a gauge 
of their growth can be found by loddng at aelected 
cities. In 1970, tcft example, there were only three 
auch firms listed in the Atlanta yeUow pages. By 
1976 there were 20, and in 1986 there were 33.' 



^Soaan OvdM/'WinUpplnff Um Mind: A Cdl to 
V«lfic«tkm in EnpfeyiMnt.*' Sta Mgo Uw lUvhw, vol 21 No. 2. 
Mareh 196S, pp. 296-828. 

'KmttiiP. EngfaKW, ^TTit BnriniM of th« Polygraph," Acnm tfc» 
BMnlOctobv 1982, pp. 20-27; AttenU YaOow PigM, 198S4W. 



At present 3,000 pc^graphers belong to the Amer- 
ican Polygraph Aasodation, but it ia estimated 
that these are 8,000 to 9,000 full-time pd^graphera 
national^. Some are enqdojred by law enforcement 
agendee, some by detectivo agendea, and some are 
part of in-houae security departments ci large 
firma.* 

Paper-and-pencQ honesty testing has gained 
popularity in the past few years, partly in response 
to criticism of polygn^hs and partfy aa a lower 
cost alteniative. Conqiared to a coat of $40 to $50 
per test for polygraphy, paper and-pencfl tests can 
be administered and aoored fm* $8 to $16 a piece.* 
At the preaent time, about a dosen &ma nation- 
wide are dominant producera erf theae teata, two 
of the largest being John E. Reid & Aaaodatea in 
Chicago and Stanton Corp. in Charlotte, NC. At 
least 2 miUioD of these tests are given annual^ in 
preemployment acreening. 

Thirty-two States have legislation limiting the 
use of polygrqihs in enqADyment, mfhtAmg 12 
with an outri|^t ban on employera' requiring or 
requesting that enqikqreea tdce a po^l^qih test 
Nine Statea require lioenaing for the pd^gr^A 
operator. Four States have legialation regardiiig 
the types of queaticms that mfQT be asked, prcdii^ 
ing questions on such topics as sexual preference, 
relifl^OQ, union affiliation, ot politica. Twenty-one 
States have lawa providing diat pofygraph teata 
be vohmtary^ (aee table 22). 

At the preaent time there aeem to be few State 
laws dealbgdirectty with pqierandiMQcflhoneBty 
tests. One 1986 Massachuaetts law outlawa hmi- 
esty tests that amount to pq)er>and-pencQ poly- 
griqdi tests. There have beoi several attempta to 
pass polygrq)h legislation at the national level, in- 
chiding biUa in the 99th Congreaa.* 

Part of the reaaon for the growing use of hon- 
esty testing is the increaaing difficulty and hi^ 
cost of doing good background checka. A thorou^ 
check might cost as much aa $260, and many em- 
ployers hMitate to give detaOed inf onnation about 
former employees, partly due to fear of libel 
suits.* 



'JoMph BocUqr. III. PMdflot. Jolm E. Rcid a AfMX^ 
comiminicrtfc)n« Aug. 19. 1986. 

<SnMn Dwdg, ot al. "Cm You Piwo T1i> Job TWt," Niwiw w 4. Kiy 
5, 1968. pp. 4^; KmumUi F. Ei^bdo, "Hm Boabmt of tho My- 
graph,*' Aenm th§ Bond, Octote 1962. pp. 20-27. 

'WOHttn B. KttUfiild. "Pdbririph^'- Uhor Uw Jaunul vol 66. 
NovMDlMr 1?66. pp. 617^. 

"EnployM > .^Ijrfraph IVoUetloo Act of 1966 (H.R. 1524) puMd Uat 
Hoom; Ptobrgnp. Ph»Uctioo Act of 1966 (8. 1615) wm nportod out 
by thi Committot Ubor tad Human RiooureM but not actod on 
by thi Smato. 

*"Tb« High Coat of EnployM Tbift," IHia'a ffnrinwr JfootA, Oo- 
tobir 1962. 
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Tabto 22.— State Laglslatlon on Polygraph Taatlng 



Employer may Employee must Certain personal 
not test or Employer may not be told test is questions License for 
request test require test voluntary prohibited poiygraphers 

Alabma X 

Alaska X 

Artzorm X 

Arkansas X 

CaMfomla X 

Cdondo 

Connecticut X 

OelaMfare X 

D;atf1ct of Columbia ... X 

FtofWa X 

Georgia X 

Hmvail X 

Maho X 

Illinois X 

Indiana 

Iowa X 

Kanaas 

Kentucky X 

Louisiana X 

Maine X 

Maryland X 

Massachusetts X 

Michigan X 

Minnesota X 

Mississippi X 

Missouri 

Montana X 

Nebraska X 

Nevada X X 

New Hampshire 

New Jersey X 

New Mexico X 

New York X 

North Carolina X 

North Dakota X 

Ohio 

Oklahoma X 

Oregon X 

Pennsylvania X 

Rhode Island X 

South Carolina X X 

South Dakota 

Tennessee X X 

Texas X 

Utah X 

Vennont X 

Virginia* 

Washington X 

West Virginia X 

Wisconsin X 

Wyoming 



^AppNcjnt or rnnp^cym mutt give vrtttan contont b« toM ^1 quMtlons in adv«ic«. 

SOUnCE: AtfaiMod from William E HarttfMd. "Potygnphs." Ltbor Uw Journal, vol 36. Novombor 1062. pp 817-634 
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Technological Considmitioiis 

PoI)rgi^h techndogy has not dianged subst^ 
daily anice it came into use in 1921,»« The poly- 
graph meaaures and recmia a number of phy- 
sMc^^eal reaponaea, mrhi^^ng aldn reaiatance, 
nq^^on, and blood preaaure, while the aub ject 
anawera a acriea of qoeatuma poaed hy an inter- 
viewer. The moat conunonly accepted theoriea of 
pok^^raphy hold that the aubject'a guflt and ner- 
vooanaaa wiO prafaice meaamidble phyaMiigical re- 
•ctiopaiiiMP he or aha ia^yipg. These reacts 
be teteipreted Iqr a trabed polygraph interviewer. 

Critica argue that the phyakdog^ 
ing fying ia still not wdl understood, and even 
propooenta of pc^gnvhy agree that a unique aet 
of phyaiological reactiona to lying haa not been 

found The reactiona often attributed to lying can 
alao be canaed anxiety, anger, or humiliation. 

Befaigrequh!ed to take apo|ygr^>h teat elicits pre- 
cisely these feelings in many peofde. 

In determinfaig the accuraqr ami reliability of 
potygrqih teata, it ia m^NMiant to conaidsr whether 
the teat ia uaed f or inveatigatmg a apedbSc crimi- 
nd inddsnt or for acrseniiig; The quertioning tech- 
nique is alao important as diaeussed in a previous 
OTA report " The potygrq>h appeara to be moat 
reliable when the mterviewer ia aaldng relevant 
queationa about a apedfic event (e.g., "Did you 
take $200 out of the caah drawer y eaterday after- 
noon?'") and cra^Mffing the reactiona to a list of 
irrelevantoontrdqneationa(ag., ''except for what 
you tdd me abeady , did you even ateal anytibing 
before the age of 21?") » Subjecta that react more 
stronc^ to relevant questions than control ques- 
tions are believed to be deceptive. OTA 's previous 
review of reaearch on pol[ygraph validity found that 
moat reaearch haa f ocuaed on uae in apedfic ind- 
denta. Methoddogical problema and differences 
made it difCk»lt to drew overaD amchiaiona about 
validity. In the atudiea reviewed, accuracy rates 
ruged from 0 to 1 00 percent, and innocent people 
were more likely to be aaaeaaed deceptive than vice 
veraa. A summary of the findings of Uie OTA re- 
view is shown in table 23. 



woaofgdgtMc ff tiiM ch on pojygriplM, US- Coagwgg, Office 
wpcftnolyy A mmu m U . SckatUk Vtmty of Arfr f ranh T^gthsm- 

111*16 (WmhiagUm. DC- UA Qavmunrnt IWDtocoSS^So^ 
Mr lv08|. 
"Ibid. 



TaMe 23.— Accuracy of Polygraphs for 
Specific Incident Criminal Investigations* 

Field studies Range Average 

Six prior reviews 64-96% 

OTA review of 10 individual field studies: 

Conrect guilty 70.6-98.8% 86.3% 

Correct innocent 12.5-94.1 76 0 

False positive'' 0-75.0 loii 

Fasle negative*^ 0-29.4 10.2 

OTA review of 14 individual analog studies: 

Correct guilty 35.4-100.0% 63.7% 

Correct Innocent 32 0-91 0 57 9 

False positive 20-50.7 I4!l 

False negative 0-28.7 10.4 

^itot po«Hfv9^lnnoo«nt persons found dwofrttvo. 
cfUm nooMvs^gumy porions found no d«coptf««. 

80UWCE: Adipttd from US. ConQw— , Offlot of Tschnoiogy Aammnmii, Sd$n- 
me Vtmty of Pofygnph TmHng: A flmwmch md Ev9H/§. 

Uon-A TodwHctt Mrnnofwndum, OT>^TM44-1S (WMhlngton. DC: US. 
QovonmMnt Printing Offteo. Novtmbor ifiSlk. p. 87. 

Validity in screening aituationa, where queationa 
are of a more generd or hypollieikal nature rHaro 
you ever taken aomething that didn't belong to 
you?") and responaea cannot be eaafly conqMu:ed 
to control queationa, ia more problematic. Some 
critica aug^^eat that acreening poly gr^ih teata are 
stroQj^y biased against honest peqtie. In this view, 
the basically hcneat pmm, the one who feela 
guilty about small past wrongdoings <x angry at 
a challenge to hia or her integrity, ia likely to do 
worse on a pdygraph test than a person with leas 
developed CQDsdenca'^ The American Psychologi- 
cal Aaaodation, for ita part, chargea that poly- 
graph tests produce ''an unacceptidble number of 
falae positives."'' The OTA report found no 
studies evaluating whether potygraph teatmg is 
valid in personnel security situattona.*' OTA is 
currently reviewing the Oefenae Department's 
polygraph test and reaearch programa.** 

The validity of pendl-and-paper honesty tests 
haa also been called into question, and there ap- 
peare to be a dearth of indepmdent research on 
their validity. Some critica note that many "cor 
rect" test anawera are baaed on valuea and defini- 
tions of honesty that may not be shared by all test 
takere.1' 

"Dwid T. Lrkkm. ''DoUetiiK Dwiption in 1«84." AnmkMn Bo- 
h^icnl Sdmtitt, Mareh/April 19S4. pp. 48MM. 
iZ^ Y^fy ^ '^^'^ Ntiww^. May «. 1966. pp. 46^. 

i^of sdiBtifk; WMTch on po^fraphf. ms. U.S. Coogmt, Offico 

A H m mnh HmfkmaadEvMhrntkm-A ToelakMl MimDormMhuaOtA' 
™.Il^^(Watlilnftfln. DC: US Oovmnnt Printiaf Offiot. Novwh 

math Ptognam lorthooninf (1967). 

"QaoUy S Michnii M«b«mn in "C«i Yon Pim ths Job Tort," 
Ntwawmk, Uty 6. 19a6« p. 49. 
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Legal and EtUod Considmttioiis 

The privapy issue pits the empli^ees' interest 
in being left alone, and in keeping certain info^^ 
tion pirate, against the enqdoyers' hi 
tecthig their businesses and selecting employees 
by tbA standards. 

However, questions addressed to workers in on- 
the-job pofygrq^h tests sometimes go b^jrond job- 
related Uipks and probe mto sensitive areas of per- 
sooal lifts. Several critics have charged that the pmv 
poae of such questMMimg is not 01^ to mtimidate 
iforiw but to saieen out mi norit y grcwymenibers 
or those idio mqr show dissident tendencies or an 
indiniAioD to join unkms. At least four States have 
legislation prdiibiting enq>liqrers from asking 
questions alMutpditics, rdigjon, unto 
or sex life.** 

Drug Abuse Teatiiig 
Ratkmak and Extent of Drug Testing 

The problem of drug abuse (m the job has gained 
increased attentkm in the past few years, but it 
is not a new proUem. In fiict, overall abuse of most 
drugs in the United States has hdd steady or de- 
dinied since 1979.^ Substance abuse is stQl a ma- 
jor problem, however , and the current public aware- 
nees and concern diould h^ to reduce it further . 

Alodiol abuse is estimated to cost the U.S. econ- 
omy a total of $89.6 billion per year in lost em|doy- 
ment, illness, reduced productivity , and death and 
injury due to aut<miobile accidents. Other types 
of drug abuse are estimated to cost sodety about 
$46.9 billion per year."" The U.S. Chamber of 
Commerce estimates the direct costs of drug and 
akcrfiol use among watkern costs enq>loyers $60 
billion per year in reduced productivity, increased 
medical claims, and absenteeisnL** Workers who 
are dependent on alcohd or other drugs tend to 
have more acddeots, which nuqr increase their em- 
ployers' insurance costs. AdiUcts are also more 
likely to steal mon^y or property from the empbyer 
or from cO"Woricers inorder to siqiport their habits . 

In order to ensure a drug-free wiMrlqdace, some 
6nq>lQyers have resorted to testing tbair worker* 
for drug and alcohol use. About 26 percent of the 



^HVOliu B. KtfUlMd. *'V6fyvt^** L«lMr Uw JoanuH, vol 
NoMBte 19e6. pp. 817-884. 

'^RiMMh TVUn^illi InfOtaU. 
mdPnigAbumutdM mUi Uh mm, R wi w c h Trim^ Prt, 1964. The 
ooBtiiniitloM ol thto tmd ii RipporUd by fUdsCks M 
iMtltiito of Drag AbaM. 

*^8iiMn Dmkr. tt tL. "C«n Yod Pms tht Job Ttot?" Nmnwmk. 
Hay 5. 1986. pp. 46^. 



Fortune 500 firms now do some testing of employ- 
ees, as compared with 10 percent in 1982.^ As of 
mid-1986 nine Federal agencies had drug^testing 
programs in place, and at least eij^t were plan- 
ning to begin testing in the iT«wig^i«*» fttture.** 
An Executive Order of September 1986 established 
a "drug free woriqdace'' as the poliqr of the U.S. 
Grovemment. 

A number of firms that have instituted drug- 
testing programs have reported dramatic de- 
creases in on-the-job accktants and mjuriea— 90 
percent in the case of Georgia Power and 70 per- 
cent at the Southern Pacific Kmhmy.^ However, 
there are swie who diqmte that testing is respon- 
sible for these results; for ezanqde, m the case of 
Georgia Power, the accident rate bogan its decline 
before testfatg started" In addition, the tests 
have also led to charges that tbqr are invasive of 
privaqr, that tests are sometimes inaccurate, and 
that testing programs are sometimes used to in- 
timfalate, discrhnbuite against, or hsraas certain 
groiQM of woricers. 

PcbEc concern with the substance-abuse prob- 
lem, on the one hand, and concern about the ad- 
visability of on4he-job drug testing, on the other, 
reached a head in 1986. March <rf that year, the 
Presfalent 's Commissic j on Organized &ime rec- 

be subjected to "suitable'* drug testing as an es- 
sential step in reducing the demnd for drugs. Sev- 
eral months later. President Reagan held "vohm- 
tary" testing for the White House staff and 
suggested that government agencies and private 
mdurtry follow suit Executive Order 12664 of Sep- 
toinber 1986 directed the Office of Perscmnel Man- 
agement to devctop govemmentwide guidelmes on 
testing. Objections to widespread use of testing 
have been voiced in the press and in a report by 
subcommittees of the House Ck>mmittee on Civfl 
Service." 



^nUark A RothfUin. -ninff Worlnra for DragK A Ugal and Ethi- 
cal Fnm&mxk," Etaphym lUtatkma Uw JcamMl, winUr 1966/1986, 
pp. 42tM37. 

''U.S. CoogrMi, Hoow Committoi on IVMt Ofaoa and 
Sabcommittat on CM] Strvkn, "Drag Taating in tha Fod«al Qovarn- 
nMat," Staff Raport, Jnna 20. 1966. pp. 7-10. 

'^StaplMn R. DiUaclu "An Unfaaoltlqr Spadmn: 
ouiM UtoiU iMial and SooiatlBMa Wrai«." WaoUi«tea Awt. Aqg. 1 7. 1966. 

''iMimoiqr of Ma. Laalia IMea bafon tba Sobooonnittoa on Ho^ 
Raaouroaa, Honaa Committaa on Poat Oflloa and Chrfl Sarvioa, Sapt. 
16. 1966. 

*U.& Congraaa, Hooaa Conuntttaa oo Poat Offica and CM Sanrtoa, 
Sobcomaittaa on Human Raaomeaa. "Drag Tiotli^ Padval Emplojr- 
aaa."Ha«rini8,lte. 16, 19e6.8«ialNo.9946:SabeooiffllttaaoBCiva 
Sarvka, ''Drag Taatinf in tha PadaralOovaiuMBi.*' Staff Raport, Jana 
20, 1966. 
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Drug testing is rapidi^ growing into a multi- 
miDioiKlolbr indnstiy. Total site 
in 1986 w«re estimated at $116 million worldwide 
and $80 mOUoQ in the United States, and some ex- 
pect sales to double Iqr 1990. Of the $73 million 
total test kit sales in 1965, onhr aboot 12 million 
dollars' worth were porcfaased by hoqatal labs 
(wher^ primary nse is to monitor leveb of medica- 
tion prescribed by plqrsidsn^. Aboot 20 mQHmi 
dflflars' worth of tsst kits were porehased by the 
Department of Defanss, $10 miUkm Iqr en^Q^ 
for onsite urieenliig. sbmI $22 million by 
dallaboratories. widchprimadtr do tei^for em- 
pkqrers.'' In rssponse to the booodng market, 
many Srms that have Ime tof ore spedaUaed hi 
diag^iostic tests for hoqiitals are harrying to in- 
troduce kits for identifyhig drag aboaers m the 
workplace. 

In addition to manafactoring the reagents and 
test kits, several of the Ingest test manofactarers 
are also in the consulting bosiness, helpmgthrir 
clients set up drag test programs and cope with 
the personnel and legal problems assodatsd with 
drug testing. For eximple, Dii^gnostic Dimenskm 
—a joint ventore of test mamrfactarer Hoffiman- 
y^Riofhii and De v elopment Dfanensions Intemsr 
tkmal a manageme^ trahiing compaiqr— he^ 
enqd<yer8 to implement testfag programs and to 
fi^ legal chaDenges by empkyees. Similars^ 
ice is offered by Psyddatric Diagnostic Labcnra- 
tones <rf America.* 

Technological Considerations 

Tests lor use of drags sodi as marqaana, cocaine, 
hcmriii, or amphotnminno havn rfilied m rhmirni 
analysis of arine or Uood ^pedmens. T^liicalty, in 
the enqdoyment context, orinalysis is used. This 
requires taking the sample from an employee un- 
der conditions that satisfy ''chain of cartody''re- 
quirementade., treating each orinesperimm as 
thouj^ the results may be introdnced in court). 
Carefal ssoffity snd Isbettng procedures nmst be 
T^ftjuf^iimH in sending the specimen to a labora- 
tcry, perfomdng chemical tests <m the qpedmen 
(end often a ssoond "corroborating'' testK and then 
retumfaig the test results to the enqdoyer. 

Among the more wklely used tests are EMIT 
CBnqrme Multiplied Immnnoassqr Tbchniqu^, ma^ 
uf actuied the 3yva Ca, and the ABUSCREEN 
system, manufactured hy LaRoche Diagnostics, 



''CMb SIm, "Boom In Dnw TMte Bipiddl" 4Ynr yorir TfaMf, 
8»t 8. itee, pp. Dl, Dtl. 

Sckomv OuvnoB, 'Ite Rolm Om Modkaa TMi^ ' For 



Inc. Both these tests are based on immunoasssy 
techniques, are fmfy low in cost ($13 to $16 per 
test), amd are generally used for mass screening of 
hurge batdies of sanqdss. Tests uamg the gas chro- 
matograidiy (GC) or gas diromatognqilqr/mass 
qMtrometry (OC/MS) tedmiques are more ac- 
curate, require more hi{^ trained terhntrians, 
cost more ($60 to $80 per sanqde), and are usually 
used to confirm my positive results (finding the 
evidence of drug us4 from a acrsening test 

Qns nugor pr^Iem with theee tests is that they 
do not measure the cunent level of intoxication, 
but rather the levels of chemical byiMtxbcts cre- 
ated as the body metabolizee the (bug. Thus, the 
tests can only show that some drug has been used 
but do not show that a person is currently im- 
paired. 

Other problems relate to the accuracy of the tests 
themselves and the ability of commercial labs to 
inrovfale accurate results on a regular baaia. Al- 
though manufacturers and proponsnta of acreen- 
ing tests claim accuracy rates of 95 to 99 percent 
other tessarchers have fonnd accuracy to be mndi 
lower in typical comnMrdal laboratories. Inaccu- 
rate residts can ariee from poor laboratory proce- 
dure or from miriabeling or misliandling of speci- 
mens en route to the lab. In 1984 the Air Force 
had to reinstate 6,600 airmen diamiassd for drug 
use becauae their tests were invalidated by poor 
lab ivocedures and imp roper "chain of coibodf* 
procedures for handling qiechnens. 

Proficiency teste of laboratories have revealed 
that maiqr have high error rates." According to 
some eqMrts, c omp et iti on for drug testing con- 
tracts has lead maiqr to cut pricss and overwoA 

TOT rates even hi^^.** There are no mechanisms 
to put incra^ietent Isbs out of busfaiess. E ven the 
few Statee with r^gulationa and prcrffeiengr standr 
tfds do not have mst^Kmer to enforce their regu* 
lations. Federal regulations affect only labs that 
test qMomens sent acroaa State fines, and theae 
reguli^tiona are hard to enforce.*^ 

A number of other substances, faidudingprescr^ 
ticm and over-the-counter drugs, herbal teas, and 
culinary poppy seeds can be mistaken for drugs 
insomeof the tests. A cmitroversial set of studies 
has foimd that tests car mistjike melanfa (the sub- 
stance reqmsible for skin odor as well aa other 

ottBvb Hogh J. iUMm, SoBHil p. Cndlll and D. Jot 
Boon, 'XMite in Draff TMd«"/iUCA, Apr. 18. 19S6. 

<n.awiM K. Altanv 'l)n«TMi Oiin Pkvdte Bnt Cn ^ 
Mcant^" Ntm Yak Ttmw, Sipt If, 1186. 
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fmctkns of the body) fvabjii^^ 
active ingrediflnt of maiijiiana)^ thus produdng 
kitfwr fdee poattive ratee among Uack people." 
There ie alao oontroveray over the cutoff points 
to be need for teeta. While eome eqwrts suggest 
that teste for inar^fiiaitt ahoold be ooo^^ 
tfve OBfy it thqr have a coiicsotration of over 60 
naiiograme per milliliter (ngAnl) a more typically 
need cutoff point is 20 ngfml and eome organiza- 
tions use even kmer cutmpointe. Inaccuracies m 
all tests are much more likely at low concentra- 
tions.* Even the use of oonfirmatoiy tests has 
not stilled controverqr about accuraQr, eqwdaUy 
ainoe some commsrdal labe refy on lower cost tests 
for confirmation as weD as screening.* 

Ethical and Legal Iseuee 

Privagr.— There are several reesons why enqdoy- 
eee have objected to drug testing on priva^ 
grounds. For one thing, it can reveal details of per* 
eondlfr outside of work Current methods of drug 
emwnliig reveal recent use of a drug, not current 
Impairment; paople who use drugs outside of woric 
test positive, even tlnog^ they might be sober and 
fit for duty during work houre. Ie after-hours use 
of l^gal or ilbgal drugs an amidoyer s concern? 

In addition, producing aurine sample before wit- 
nesses vkdatee meet people's reasonable eqiecta- 
tion of privaqr for bodily functions. Both these ob- 
jections to defidendee of urmafyf is, not to 

the concept of drug teeting in general 

Methods and Conditions of Teeting.-The first 
qoeetion is ^iiether teeting is the qiproiirlate re- 
QKmse to perceived drug use in worlq>iacee. In 
mnqrpopulationa a teeting program may cast too 
broad aneC sulqecting many workers to teethig 
hiordertokientifyavery few drug users. Hie next 
qaeetion is who shouM be tested? Should all em- 
plpyeee be teeted or onty those with jobs that pose 
Vedal proUeme of aafely or security if there is 
drug abuae? If onty sraie enqdoyeee are teeted, 
doee tins create equid protection problems if those 
teeted are diq^ ^tionately radal minorities or 

bbe cdlar workere? What drugs shouU be tested 
for? Is it an emplc^yer 's job to identify mty users 

of illegal drugs? Many legal drugs are also abused. 



On the other hand, some employees that are using 

a legal drug for legitimate medical reasons may be 
impaired using it 

Is there a sodalfy acceptable need f(»- an em- 
ployer to m a n da te periodic or random substance- 
abuse testing for the wcnUcnxe, shouU teeting 
be limited to specific instances where an en^doy- 
ee's omdnct raisee "reasonable suqndon" of sub- 
stance abuse? Random or periodic testing seems 
contrary to the principle that people are mnocent 
until proven guilty; audi a teel^ echeme tequiree 
everyone to prove his or her innocence on a regu- 
lar basis. In a number of caeee to date, the courts 
have required that emidoyeee be tested only when 
there is leasonaUe suqiickm of druguse. Random 
teeting of Iowa prison guaide and compulaory teet- 
ing of New York City teadiers qipfyingfor tenure 
were struck down by the courts* In both cases, 
however, the enqdoyere were government entities, 
whose enqdoyees are protedbed by the Fourth 
Amendme nt to the Constitution agamst ''un- 
reasonable search by their eoofioyer.'' A number 
of jHivate enq»kqrers make use of random testing, 
and some of their programs are also being chal- 
lenged. 

Another importmit pmnt is what drugs should 
be covered by the tests. A survey of drug testing 
programs in the Federal Government found wide 
variation in the typee of drugs bemg screened.* 
While many employers focus on illegal substances 
like cocame and marijuana, a number of legal sub- 
etancee are also abused. However, teeting for theee 
drugs win also reveal their use by individuals who 

use them legitimate, thus raismg another privacy 
issue. 

One interesting pomt is the lack of interest of 
many emfSayers at the imeent time hi testing for 
akohol abuae m the w<n*lq>lace, despite all the evi- 
dence that ahxriiol is reqmisible for far more work- 
place acculents and absenteeism than the illegal 
drugs. (Alcohol intoxication is usually teeted by 
breath or blood tests, rather than urinalysis.) 



J!flT!t^2?^'^^'' pwwJMl cnmmmricrtte i Aug. 26. 1M6. 
pnidiMil bjr SBitidObM Obied Uborauvy. Itaoplrit, TN. 



SJff^*'*^!?* "Oov«iiin«t Bm Drag Trttinc of 

•raiMBt, Staff Biport^JoM 90. 1906. pp. 7-10; akoUwimMiIha 
"Aca«gr aod lUttabOtty of Urtao DniiTo^" In HmT^bS 



App, B^Privacy and CMI Ubartfes Implications of Testing Employees in the Workplace • 135 



Um of Tmt Rmaka 

Another questum gennane to any testing pro- 
gram is what to do with the drug abusers when 
thqr aredisooverad* In thecaseof piMDipIoy^ 
screttiing, the answer of most firms is not to hire 
them, althoui^ a few do teQ the qiplicants why 
they have been turned down and invite them to 
reiVI^ oooe thqr are drug free. 

In some firms, a current emfdoyee who tests 
''poeitive" mi^t be referred to an enqdoyee assis- 
tance program (EAP) for rehabilitation. S<«ie ob- 
servers hi^ eoqxessed concern that existing EAPs, 
which herstofcm have assisted emidoyees idio vd- 
untarily soufl^t he^ for chug prdUems, will be se- 
verely weakened by an influx of clients have 
been ^sentenced" to rrfiabflitation after aposittve 
urine test An alternative followed by numy dients 
is the dismissal or discqdine of drug users. Between 
1971 and 1980 the Armed Forces tended to reha- 
bilitate returning Vietnam veterans whose drug 
problems were detected through urinafysis. In re- 
cent years, however, the emphasis has turned to 
disc^line and dismissal The current guidelines is- 
sued by the Office of Personnel Kanagement for 
Federal agen^ drug programs directs €»ch sgeocy 
plan to include an EAP, but also lists disdi^nary 
firtiong jfw^vtifig rfl | ffi n mndfti suspensiont anddis- 
niissaL According to the guideUnes, dismissal from 
Federal service would be mandatory upon a sec- 
ond confirmed fini&ig.'' 

A forthcoming OTA technical memorandum will 
lock in greater detail at some of the technical, 
administrative, and legal problems invdved in 
drug testing.** 

Genetic Screenmg 

Extent and Rationale for Genetic Testing 

Genetic screening is not new, thou^ in many 
w^s it is still an emerging techndogy. Tests for 
diagnosing or predicting some genetically based 
disMses have been availabk^ for some timaFOT 
ample, screening tests for sickle cdl trait, aomdi- 
tion eqiedalty ojnmon among those of African an- 
cestry, were available in the eariy 1970s. Blood 
tests of newborns to screen for phenylketonmia 
(PKU), a genetic ailment that causes mental retar- 



''OfBetorPmooMllIuiltHMBt. PPM UtUr 7•^, "EsUblitUqff 
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dation and death if not treated early, is called for 
in statutes or regulations of 46 States and is cus- 
tomary in the others.** 

Genetic screening in the worlq>laoe is not yet a 
widespread practice. In its 1983 rq>ort on gmetic 
screening in the worlqdace, OTA found that few 
large U.S. firms were using genetic screening in 
th^ persrand sdection practices.^ Out of 366 
respondents, only 8 said they were currently do- 
ing any type of genetic test; 17 had dcme so in the 
past; but 59 had idans to do so in the future. While 
these r asdts indkate that genetic screening in the 
woriqdoce was not widespread at the time, mamy 
researchers in the fidd assert that it is difficult to 
get good infonnation about firms that do genetic 
studies. Such firms may not answer questionnaires 
or talk about their pdides because of the con- 
troversies, including duoges of discriminationt 
that have arisen when otto firms have public^ 
discussed screening programs.^ 

Despite the bad puUidty that might attach it- 
self to the conoept of genetic testing, screening 
mi^t offer some advantages to en^oyers. It is 
known that human beings have varying susoepti- 
biUties to iDnees, including illnesses rdated to ex- 
posure to toxic substances at work. Not everyone 
who mines coal gets bladE hmg disease, for exam- 
ple, just as not everyone who smcdces cigarettes 
gets cancer. If firms could determine that certain 
pec^le are espedalb^ susceptible to a toxin found 
in the woriqdace they could decline to hire them 
or otherwise avoid •—■gntng them to work near 
the hazardous subetanoa Tims the enqibyer betes 
the employee stay healthy while also avoiding the 
possiblie costs of a future illness that the eoqdoyer 
mig^t have to bear. Enqiloyers often piQr part or 
an of their emfdoyees health or lifr Tisurance costs. 
Group insurance rates depend on the health eqwri- 
ence of the group. Thus it would be to an em- 
ployer's advantage to identify and eliminate un- 
healthy or potentially unhealthy employees in 
order to keep rates low. 



Nmrton Senmint, coufikd by Lori B. Aadrm, Cliicafi^ 1906. 
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IMnologieal CoMidentkHw 

A Ith on gh genetic acrecniiig mi^t ly pear to be 
bfiMifkial to both the employer and 
itiecontravergialfcranomberofreasone. The va- 
lidity and aoconcy of meet scneniQg teste has not 
yet ben fimdy eetabliahed. E vw if a person is de- 
tennined to have a particular genetic tndt, he (V 
she may not menaatify develop an ilhiess; and 
others nuqr develop a disease even though tests 
do not dioir them to have the genetic maricers usu- 
ally associated with a tndt Because gnetic SOS- 
qpffl rfH t ies are unequal^ distributed among 
difB e i e nt races or ethnic groqis, acreening int>- 
grams can have the flavor of illegal discrimination, 
hi addition>hidividnals may prefer to assume their 
own risks in deciding what kind of wori^ to do. Fi- 
naQy, some aigue that the way to ensure wcri^laoe 
health is not to eidndo Iqrpersusoeptible workers, 
but to design safe wqrs to handle tozms so that 
no workers are eiqiosed to theuL Thus, genetic 
acreening may offer emidoyers a way to evade 
gwpo n s ih ility for designing safe worl^plaoes. 

New tedudqnes baaed on rcccmifamant DN A re- 
search show promiss M aUowmg scientists to de- 
vefep better tests, indnding tests to detect some 
people at risk tot conunon aibnents such as dia- 
bstea, heart diaeaae, and manfe-depressive iDness. 
Farther research is Ukefy to gradually d0vek)p tests 
that ara more sensitive, more spedfic, and more 
reiiaUe. A forthcondng OTA background pq>er 
wiD kxsk more doaely at the technical feasibility 
and commercial potential of new genetic tests.^ 

The possiUlity of tests for common diseases oniiy 
intensifiee the controverqr about the poMiUe usee 
of scrsening in the worl^aca If anvl^yers could 
justify these tests as a valid foi m of preoqiky- 
menttestfaig^theycoukibeqipliedtoaliffgerpop- 
nlatfam of workers* not just those who woric with 
hazardous materials. Possible advantages to em- 
ployers couU be fewer worinrs' conqiensation 
dafans, lower insurance premiums, and perhaps, 
Isss kMt time and wages due to iDness. 

A related question is how insurance companies 

win uae the results of genstk: teeting. If iMlfy good 
tests far snafaptfWnify fen wimm«i jiflm-it^ bi*mnf 
available, their results nu^t be used to raises the 
price of coverage or to dmy coverage to certain 
groiqM. 

Legal and Ethical Concema 

A number of eqperta in the area have worried 
that eztenaive use of genetfe screenmg m the work- 



place could create different classes of workers 
based on genetic fitness or unfitness. One research- 
er noted that people whoee teets show a lOcelihood 
of devebping a disabling disease mi^t be denied 
enqilqyment or training opportunitiee in certain 
precessions. Airlines, for example, mi|^t prefer to 
hire pilots who are lik^ to have a long career, in 
order to justify the long training; no one wants 
pilots who are likely to have eariy heart attacks.^ 
The opposite type of discriminatkm might devdop 
in jobs where training is cheap but p^fftiypff are 
eqMnaive; abort-lived people mi^^t be preferred 
for routine jobe. 

Even puttmg aarde the question of enqikqrment 
discrimination, a number of other privacy issues 
arise, partknlarfy regardmg the quM^ of access 
to test results. While tests may be performed by 
a company's medical personnel, the records may 
circulate within firms to nonmedical personnel who 
niake management dedakms about the worker. A 
c onfidentia l jAyajdanjiatient r e l atwin s hip usually 
does not exist in the workplace. Tlds aspect of 
privacy , idiich wouU qipfy to any kind of me^Ucal 
test, is even more sensitive in this case because 
dedskms may be made on the baais of the future 
possibility of disease, rather than actual illness. 
There is idso the poesibility of sdgmatization and 
dimmutum of future job proepectB because test 
performed by one employer codd becmne part of 
the public record, perhi^ through woricers com- 
pensation records or enqrloyment dearin^^iouses. 
Medical records are sometimes subject to inspec- 
tion by third parties as weU— unions, government 
agenciee, insurance conq»anies, epklenSQlogists do- 
ing research, etc 

That these concerns actually could become a 
problem seems to be indicated by the current re- 
qxmse of enqdi^ers and insurers to acquired im- 
munodefidenQT syndrome (AIDS). Th^ situation 
with AIDS is not exactfy anahigous because AIDS 
is not a genetic diaease, and is also a very fin^t- 
ening and fatal ailment that is wUMy misunder- 
stood. Enqdoyers have dismissed woricers who 
showed qanfrtoms such as sudden weifl^t tees, 
which might be fadicative of AIDS. Tbay have also 
required enqiloyees and job ^)plicants to take the 
currenUy available AIDS test. In a sense this is 
a predictive test because it only reveab the pree- 
ence of an antibocfy, not the diaease itsdf . Some 
peofde have kMt their jobs because thqr tested posi- 
tive. In addition, insurance companies have used 



^^HmUMSefanMcluJr., "AdvnoM in OMtk PoraeMto Ioomm' 
CoDMras,*' N§m Vorir TIam, Ang. 19. 1996. qnottag Dr. KboBfth Pki- 
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these testa to screen applicants to inmirance 
erage* and sonae have witlulrawn from the market 
in areas where such screening is forbidden by law. 

Bmin Wave Research 

State of the Tedimrfogy 

Brain activi^ that underiiespychologicaliHroc' 
esses can be recorded from the surface of the head 
and bo^ in the form of wMk electrical and mag^ 
DSlic ai^als, or ' Ixain waves" as they wiD be called 
in this section. Many of these signals are not weD 
understood by sdentiste desinte derades of re- 
search* However^ some are known to reflect cogni- 
tive (memory, language, learning) or aensory (vi- 
sum, hearing; touch) processes stimulated by 
eztenial stimuli lliese signals, often called ''ev^ 
rdated brahi potentials'' or ERPs, are ertremety 
weak (typically on tiie order of a few microvolts, 
or milHonths cS a vdt), but they can be monitored 
through sensors attadied along partkular regions 
of the sca^.^ Magnetic recon&igs of brain activ- 
ity are also possible by using a specialized mag- 
netic detector termed SQUID (superconducting 
quantum interference device). 



**CQfirftiv» p ro c iw M «rt kUntifiahk thraagh ERPt that occur be- 
twwB about 100 iiid 700 tJtwmmMw of a aacood or man Mkmiag 
aacfa aCtaailDa; aaaaorj praoMaari ara rrflactad in ERPa tlwt oecur 
100 tJionaandtha of a aacood foDowii^ tha adnmhia. 



Research on electrical and magnetic reoMtlings 
of human brain activity is being conducted in a 
number of govenunent, govemment-supportedt 
and academic laboratories. Government funding 
for research is provided by a variety of Federal 
agencies, inchiding the National Institutes of 
Health, the National Science Foundation, and the 
DqMfftment of Defense. 

Five areas of focus characterize much of the cur- 
f«nt r e s e arch: 

1. assessment of neurdogical function and neu- 
rological disorders; 

2. assessment of mental disorders; 

3. analysis of normal cognitive processes, includ- 
ing peroeptioii, memory, language, and deci- 
sionmaldng; 

4. analysis of cognitive disorders; and 
6. human factors qvplications. 

Table 24 shows some of the recent research in this 
area. 

The potential benefits to society iVP^ to ^ 
several main areas— as a tool for medkal diagnos* 
tics and cures, for devdoping optimal learning and 
educational techniques, and for enhancing man- 
machine interfaces. This technology is alrcMly i^ 
use as an aid to diagnosing brain tumors, mult^de 
sdoxMis, dyslexia, epilepsy, aiid strokes. It has 
also been used to test for mental retardation, coma, 
and autis m.^ 

«Carot TVuzal "Watching tha Brain at Work." IEEE Sptetnm, 
Marc 1968. pp. 62^7. 



Table 24.— Examples of Research on Brain Waves 



Research center 


Areas of invsstigation 


National Institutes of Mental Health 


Predict risk of psychiatric disordsrs; tsndsncy toward behavioral 




problems (sbstsnce sbuse, antisocial personalities). 


UniverBity of California 


Analysis of sensory and cognitive procssses diagriosis, e.g., deafness. 


U Jolla, CA 


Man-machins intsrfacs: Analysis of mental workload, s.g., attention and 


(ONR, NIMH, NSF funds) 


concentration 


Veterans Administration Medical Center 


Dstsct nsurological disordsrs, muttipts sclsrosis and maks mors preciss 


Wssthavsn, CT 


neurological diagnoses. 




UnderBtanding brsin structures and procssses rssponsibis for surfscs 




sisctrtcal activity. 


University of Illinois 


(^nithre processes, s.g., memory, Isaming, decision-making. 


Champagne-UrtMuia, IL 


Man-machine intsrfscs 


Harvard Medical School 


Brain electrical activity mapping for detecting msntal disordsrs, s.g.. 


Boston, MA 


dysisxia, Aizhsimsr's disease 


Advsncsd Rsssarch and Development, inc. 


Man-machine Interfaces, s.g., aircraft pilots 


Columbia, MD 


(NASA funds) 




Air Force Aerospacs Msdical Research Lab 


Man-maohins intsrfacss; analysis of msntal workload 


Dayton, OH 


University of Florfds at Qsinssvlls 


Lis dstsctor tsst (sndsd 1906) 


(CIA funds) 



SOUaCC! Offloa of Tactinolooy Aaaaatmant, 1967. 
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WorMMe Tmting ^pBcatkNus 

Hie fnrampfcw above of brain wave research at 
least raise the poesibility that brain wave analy- 
ais oould lead to uaable techmdogies with possible 
npUcatioiis in the woriqriaoe. If developed as jn^ 
tK^ systems, they cooU be used to gather ezten- 
aive informatioii aboat a subject's psychological 
aUtetgBMticpropenaities, or honesty; thq^P^t^t 
be uarfu! in new means of measuring or pacing 
woriL 

Some predictive tests that mi|^t be of interest 
in the area of work monitoring or worlon* testing 
oould be derived from the above avenues of re- 
search. These oould inchide the f dlowing: 

• predicting whether a person is at risk of cer 
tain diseases, such as Alzhefmer's disease or 
alcoholism; 

• determining whether a person is concentrat- 
ing and predicting the speed of mental re- 
sponse to stimuli; 

• determining recognition of persmis, places, 
and objects; 

• testing for knowledge of a specific subject; 

• detecting lies. 

Brain waves are also being explored as a possi- 
ble means of improving man-macbiae interfaces. 
Future systems are envisioned that would moni- 
tor the operator's ability to cope with information 
flows and to make decisions* On the basis ci the 
information about his performance, the system 
could either adjust the rate of information flow to 
the operator or automatically take on some of the 
operfcihr's taaks to optimize Us performance. Sonne 
fdture q)plications couM inchide pitots, air traffic 
contrdlers, and other computer-based work 

If practical brain wave systems could be devel- 
oped, the inqdicatioas for private would be tremen- 
dous. In the case of woridoad measurement, for ez- 
anqde, the distinction between momtoring the 
woric and monitoring the woricer conqdetefy dis- 
appears. In the case of something like an inqxroved 
Ife detector, such technology mi^t actually give 
the aUUty to "read the mind," removing all possi- 
bility of a person's keeping information private. 

Whether practical systems can be developed, 
however, is another ouestion. There are serious 
Umitatkms on our understanding of brain waves, 
and at least one researcher worries shout the ''p(^- 
graphi^atkm'' of brain wave research.^ By this he 

airf JVo^pMto. oootnctor rtport pnpmd for OTA, StpCi^^ 
Alio. Dr. Cbmk» Wood, DtpirtmMt at W w op^yc h otosy. VA lli<dkal 
OMtff . WmOuevm, CT. and Dr. Stovo Hilljranl Dtportmwit of Non- 
mefanet. Uaivoriity of Cilliondo at U JoOi, eoneorrid irith th^ 
Is MiphoM intarvkwo with OTA oUff. SipUate 1966. 



refers to commercial applications of scientific dis- 
coveries before the underlying principles are 
thorouj^y understood: 

Pcdygrapbization occurs when the commercial de- 
vdq[>ment is done without an anchcn* in the scien- 
tific commuiuty. Actions are talun to assure the 
profitability of the product, and caution and con- 
trol become less aitical ... I enqihasize that all this 
is done well within the law. But, it remains the case 
that it if quite posaiUe to have what q^iem to be an 
inqxressive instrument that is essentially worthless.^^ 
The danger of using such a device in the work- 
idace, of course, is that dedaioas affecting people's 
lives will be made based on flawed technology or 
flawed princqdes* Due to the con^lezity of the 
nervous qrstem, it is likely that only very general 
links win be drawn between piqrsiological processes 
like brain waves, and psychdogical ones lOie lying 
or concentratioiL Even these tests may only be 
valid in a veiy structured environmoit, such as in 
a controlled laboratcny setting. A workplace set- 
ting would introduce too many uncontrollable 
variables. 

Other researchers, however, sre more c^timis- 
tic about the posstbiUty of devekpmg practical sys- 
tems. Researchers at Westin^^iouse Research & 
Development Center have, for a number of years, 
been eiploring the use of brain waves, in particu- 
lar a wave called the P300, to determine an indi- 
vidual's level of attention and cognitive process- 
ing. A Westing^iouse researcher has predicted that 
within the next 10 years, Westinj^iouse could mar- 
ket ' 'a complete system capable of monitoring 
mental processing effort of enq>loyees as th^ 
worked."^ 

In a slightly different direction, a system for 
using brain wave analysis for determining whether 
a person is intoxicated on alcohol drugs is al- 
ready on the nuffket Called the Veritas 100 
Analyzer, it is marketed by National Patent Ana- 
lytical Systems. The Analyzer is small, about the 
size of a personal computer, and is deaj^oed to be 
used at the workplace. A disposable headband is 
placed on the subject's head, and the analyzer ex- 
amines the criutMu retinal potential transmitted 
along the vettibular ner\*e. According to the man- 
ufacturer, the system recognizes the characteris- 
tic brain waves that tliis nerve group produces 
when the subject is under the influence of particu- 
lar substances. The signal is unique because each 
drug produces a specific "fingerprint," a waveform 
known as a ''drui^ol^ potential," accorduigto 

^EmimMl DoocUn, PaydiophyhheieMl MoaUering: PomfUhtim 
aad iVMfMctf. oontnctor rtport pnpmd for OTA, SiptamlMr 1M6. 

^^lifehMl Schng^ "Tichaologsr CouU Ut Bomm RMd Mindt*** 
WM$bingUm Pott. JuM 8. 1964. p. 01. 
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the inventor.* Results of the test are available 
within afew minutes. The analyzer shows a report 
on the screen and also prints out a report and stores 
a record of the test. 

The manufacturer claims accuracy in the 99 per- 
cent range. The device is currently undergoing in- 
dependent testing, but the results were not avail- 
able to OTA at th^ writing. The Veritas Anal3rzer 
has already been used by several police depart- 
ments and in some worlq)laces. 

Conclusion 

While ''omewhat different issues are raised by 
each type of employee testing discussed above, 
there are some conunon themes. In general, test- 



Thoinas W^fterman, et «L, "Qualitsttve Meafluremflot of Drugs,*' 
Laryngoecope, vxX 94, No. 2, February 1984. 



ing pits the interests of the employer in reducing 
costs, increasing workplace safety, limiting liabil- 
ity and exercising managerial control against em- 
pk^ee interests in maintaining personal dignity 
and privaQT. Some of the legal questions involved 
in testing are discussed in chapter 4 of this report. 
In addition, listed betow aro some OTA ana^ses 
dealing in detail with the topics of polygraph test- 
ing, drug screening, genetic screening, and with 
the constitutional issues involved in workplace 
testing: 

• Review ofDefvnae Department's Polygraph 
Teat and Research Programs— Health Staff 
Paper (March 1987); 

• Tests f<^HimianGmetic Disorders {forthoofm^ 
ing, 1988); 

• Urine Drug Tests—Health Testimony (June 
10, 1987); 

• Science, Technology, and the Constitution 
(forthcoming, 1988). 



'J^ GOVERNMENT PRINTING OFFICE : QL: 3 - 1987 0 - 63-982 



Oo*< 



6306 



Superintendent of Documents Publication Order Form 

Charge your ordar. 



□YES. please send me the following indicated publications: 

The Electronic Supervisor: New Technology, New Tensions, GPO stock nuro"^ 052-003-01082-8; price $6.30. 



1. The total cost of my order is $ (International customers please add an additional 25%.) All prices include regular 

domestic postage and handling and are good through 3/88. After this date, please call Order and Information Desk at 
202-783-3238 to verify prices. 

Please Type or Print 

2. 



(Company or persor'^; name) 



(Additional address/attention line) 
(Street address) 



3. Please choose method of payment: 

CD Check payable to the Superintendent of Documents 
CU GPO Deposit Account 1111111 



D VISA, CHOICE or MasterCard Account 



I 



T 



(City, State, ZIP Code) 



L 



(Credit c^rd expiration date) 



Thank you for your order! 



(Daytime phone including area code) 



(Signature) 

4. Mall To: Superintendent of Documents, Government Printing Office, Washington, D.C. 20402-9325 



9/87 



ERIC 



Office of Technology Assessment 



The Office of Technology Assessment (OTA) was created in 1972 
as an analytical arm of Congress. OTA's basic function is to help legis- 
ative policymakers anticipate and plan for the consequences of techno- 
logical changes and to examine the many ways, expected and 
unexpected, in which technology affects people's Uves. The assessment 
of technology caUs for exploration of the physical, biological, economic, 
social, and political impacts that can result from applications of scien- 
tific knowledge. OTA provides Congress with independent and time- 
ly information about the potential effects-both beneficial and 
harmful— of technological applications. 

Requests for studies are made by chairmen of standing committees 
of the House of Representatives or Senate; by the Technology Assess- 
ment Board, the governing body of OTA; or by the Director of OTA 
in consultation with the Board. 

The Technology Assessment Board is composed of six members of 
the House, six members of the Senate, and the OTA Director, who 
is a non-voting member. 

OTA has studies under way in nine program areas: energy and ma- 
terials; industry, technology, and employment; international securi- 
ty and commerce; biological appUcations; food and renewable 
resources; health; communication and information technologies; oceans 
and environment; and science, education, and transportation. 
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